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MpunoxeHwue
METOOANYECKWE PEKOMEHOALIUU
O PASMEWEHN HA UHO®OPMALIMOHHbIX CTEHOAX, O®OULIUATIbHbLIX
MHTEPHET-CAUTAX U OPYT'MX UHO®OPMALIMOHHBLIX PECYPCAX
OBLLIEOBPA3OBATEJIbHbIX OPFTAHU3ALIMA N OPFAHOB,
OCYLWLECTBNAKLWNX
YNPABJIEHUE B C®OEPE OBPA3OBAHUA, UH®OPMALIUN O BE3OINACHOM
NOBEAEHNU U UCNOJIb3OBAHUU CETU "MHTEPHET"
kcnepTammn n uneHamm BpemeHHon komuccum CoeTa Pepepaumm No pasBUTUIO
NHOPMaLMOHHOIO obLecTBa B pamMKkax BbINOSIHEHUS peKoOMeHAauuni napnamMmeHTCKUX
cnywaHun "AkTyanbHble BOMpocbl obecneyeHusi 6e30nacHOCTM U pasBUTUA OeTeN B
MHOPMAaLMOHHOM NMpocTpaHcTBe", koTopble npownv B CoeTte ®epepauumn 17 anpens
2017 r., ObIM paspaboTaHbl MeTOAUYECKME peKoMeHAauuuM O pa3MeLleHUn Ha
MHOPMALMOHHBIX  CTeHAax, omumanbHbIX  UMHTEPHEeT-cauTax Wn  Opyrux
MHPOPMALMOHHLIX pecypcax oblleobpasoBaTenbHbIX OpraHMsauum W OpraHos,
OCYLLECTBNALWNX ynpaBneHne B cepe obpasoBaHuda, nHdopMauum o 6esonacHom
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - MeToguyeckue
pekomMeHaauun).
MeToguyeckne pekoMeHOaunm HanpasfieHbl Ha KavyeCTBEHHOEe MNOBbILEHWE YPOBHS
NHPOPMALMOHHON AeATENbHOCTM 06LeobpasoBaTenbHbIX OpraHu3auuMi M OpraHos,
OCYyLLeCTBNALWNX yrnpaBneHne B ccepe obpasoBaHud, B 4acTU WMHGPOPMUPOBAHUSA
yyalmxcs, ux pogutenen (3akoHHbIX NpeacTaBUTeENen) n negarormyecknx paboTHUKOB
00 OCHOBHBbIX acnekTax HopmMaLnoHHOM 6e3onacHOCTH.
MeTognyeckme pekoMeHaaumym MNO3BOMAT 06WeobpasoBaTenbHbIM OpraHM3auusam U
opraHam, OCyLeCTBNAWWNUM ynpasrieHne B cdepe obpas3oBaHus, akTyanmsanpoBaTtb
yXe ucnonb3dyemble W pasMelleHHble WHJOPMAaUMOHHbIE MaTepuanbl, Tak U
NnoaroTOBUTb UX B Cydae UX OTCYTCTBUS C yHETOM Ny4dLLIMNX NPaKTUK U peKoMeHaauunn.
B pamkax meToguyeckux pekomeHgauumn paccMmaTpmuBaroTcs cneayowme MHCTPYMEHTbI:
1. NH(pOPMALIMOHHbIE CTEHADI;
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeacTBa MaccoBOW MHAGoOpMauuKM (LUKOSbHbIE raseTbl, negarorndyeckne nsgaHus m
Apyrvie).
NHdopmaLnOHHbIe CTeHAbI
Ha  wuHdopmaunoHHbix  cTeHgax B obuweobpasoBaTenbHbIX  OpraHM3aumsx,
pacnonoXeHHbIX B (hone ydpexgeHun n B kabmHeTax, OCHaLLEHHbIX NepcoHanbHbIMU
ycTpoucTBamMu Ana BbiIxoga B ceTb "WHTepHeT", pekomeHOyeTcs pas3MecTuUTb



MH(POPMALUMNOHHbIE NaMATKW, coAepKalime OCHOBHble coBeTbl No obecneveHuto
NHPOPMaLMOHHOM B6e30MaCHOCTN yYaLLUXCS.

B npunoxenun N 1 K meTogudecknm pekoMmeHaaunsam npeacrasrneH obpasel namaTku
ANdA pasMeLleHnss Ha MHAPOPMALMOHHbIX CTEHAAX.

CpenctBa maccoBoun MHcpopmaumm
B cpeactBax maccoBon MHGOpMaLMKM, OPUEHTMPOBAHHbLIX Ha oby4arolmxcs,
pekoMeHayeTcs B TedeHne ydyebHoro roga perynsapHo nybnukoBatb MH(OPMALMOHHbIE
MaTepuarbl, NOCBSALEHHble OTAENbHbIM acnektam MHgopmaunoHHon 6esonacHocTn, a
TaKke pasnuyHble NnamaTkM obLLero xapakrepa.

B cpegctBax maccoBoM  MHOpMauUUK, OPUEHTUPOBAHHBIX Ha nNegarornyeckyro
0OLEeCTBEHHOCTb, PEeKOMEeHOYyeTCa B TedeHue KanengapHoro roga perynspHo
ny6nvkoBaTb MHMOPMALMOHHbIE MaTepuarbl, NOCBSALEHHbIE OTAEerbHbIM acrnekTam
MHOPMaLNOHHOM 6esonacHocTK Kak HeCcOBEepLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auui, a Takke pasnuyHble namMsaTkn, o0630pbl
HOpMaTUBHO-NPABOBOrO perynMpoBaHnsa gaHHON cdpepbl 1 MHOpMaLNIO O akTyanbHbIX
MEpPONPUATUSX N COBLITUSX B JaHHOM cdhepe.

B xopme npoeegeHus EpguHoro ypoka no 6esonacHoctm B cetn  "MHTepHeT"
pekomeHayeTcs obecneynTb BbIMYCK TeMaTMYecKoro BbiMyCcka CcpencTBa MacCOBOW
MHopMauumn NnMbo cepum Nyonukauun, cpeam KoTopbiX pacCMOTPETb OpraHN30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX nNpeacTaBuTenen) wu
negarormn4eckomn ooLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEepHeT-pecypcbl
O6uweobpasoBaTernibHbIM  OpraHM3auusiM pPeKoMeHOyeTCs Ha CBOuX oduumanbHbIX
NHTepHeT-pecypcax  obecneuntb  (DYHKLMOHMPOBAHWE  CaMOCTOATENBHOIO U
cneunanuampoBaHHoro pasgena "MHdgopmaumoHHas ©Ge3onacHocTb", B pamKax
KOTOPOro npeaycMoTpeTb pa3MmelleHne cneayrowen nipopmaumm:

®Dopmar
N Pa3)1e.11/11021pa3)1e.11 npeacraBjacHus Conepma}me MaTepuaioB
MaTepHaJIoB
PasmeLatoTca Konvm JOKYMEHTOB, T.€.
CKaHWPOBAHHbIN BapuaHT JOKYMEHTa,
JTokarnbHble COOTBETCTBYHOLUN TpeboBaHNSAM K
HOpPMaTWBHbIE aKTbI B | napamMeTpam CKaHUpPOBaHUS.
1 cthepe o6ecnet-|e|:w1ﬂ nokyMeHToB B PasmeluatoTcs 4OKYMEHTHI,
‘MHdOopMaLmoHHOW (hopmaTe *PDF pernaMeHTUpyoLLmMe opraHmsauuio u
GesonacHoCcTH paboTy C nepcoHarnbHbIMU JAHHbLIMU,

oby4atoLmxcs nnaHbl MEPOMNPUATUIA NO 0BecnevYeHnto
NHOPMaLMOHHON Be30nacHOCTU
oOyyaroLmxea n gpyrue.

My6nukyroTcst akTyanbHble CBEAEHNS O
benepanbHbIX U permoHanbHbIX 3aKOHax,
NMCbMax OpraHoB BNacTu 1 gpyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTHI,

Konuu pernameHTupyrowme obecrnedyeHne
HopmaTusHoe M
2. NTOKYyMEHTOB B [MH(popMaumnoHHom 6e3onacHoCTH
perynuposaHve *
dopmate *PDF [HecoseplueHHoneTHux. [lonyckaeTca
BMECTO KOMui pasmMeLLaTtb rmnepcebisiku
Ha COOTBETCTBYHOLLNE OOKYMEHTbI Ha
canTax opraHoB rocyapCTBEHHOM
BNacTu.
3 Meparornyeckmum TexkcT Ha PasmeluatoTcs metogmyeckme

'pa6OTHI/IKaM CTpaHuue cauTa pekomMmeHgauunn 1N yKa3blBa€TCA




Konuu NHOpMaLNS O MEPONPUATUSAX,
NTOKYMEHTOB B [NpOEKTax 1 nporpaMmmax, HanpasBreHHbIX
dpopmaTte *PDF |Ha noBblleHnEe NHPOPMAaLIMOHHON
rPaMOTHOCTU Nefarornyeckmnx
pabOTHMKOB.

PasmeluaeTcsa nHgopmaumoHHas
namsaTka (npunoxerHne N 2) n
yKasblBaeTCca MHopmMauns o
MeponpUATUSX, MPOeKTax u NporpammMax,
HanpaBfeHHbIX Ha MOBbILLEeHNEe
MHJOPMAaLNOHHOW rPaMOTHOCTU
00yyaroLnXCS.

TekcT Ha

4.|O6yyatrommes -
CTpaHuuUe canTa

Poantenam (3akoHHbIM

TekcT Ha Pa3mewlaeTtca nHdbopmaumoHHas
5.[npeacraBuTensm) _ ¢popmaul

CTpaHuue canTa[namsaTka (npunoxeHve N 3).

oby4aroLmxcs
Pasmelyaetcs nugopmaums o
6 [leTckne 6e3onacHble [TeKkcT Ha pekoMeHayeMbIX K UCMOMb30BaHUIO B
‘lcanTbl CTpaHuue cantalydyebHOM npouecce 6e3onacHbIX canTax,

OaHHepbl 6e30MnacHbIX 4eTCKUX CalToB.
OpraHam, ocylecTBrnaOWNM yrnpasneHue B cdepe obpasoBaHud, pekoMeHayeTcs Ha
cBoMX  ouumaneHblx  UHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHUPOBaHME
CaMOCTOSATESTbHOIO n cneumanusanpoBaHHOro pasgena "MIHdopmaumnoHHas
BGesonacHoOCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHne crnegyouen
NHdOpMaLNK:

MpunoxeHne N 1
NMAMATKA
ona opYYAKOLLKUXCA OB UHOOPMALIMOHHON BE3ONACHOCTU OETEWU

HEJ1b3A
1. Bcem nogpsg coobuiatb CBOK YaCTHYO MHopMaunio (HacTosilwme nmsi, oaMmmnnuio,
TenedoH, agpec, HOMep LLKOIbI, a Takke poTorpadum cBOU, CBOEN CEMbU U OPY3EN);
2. OTkpbiBaTb BrOXeHHble (annbl 3MNEeKTPOHHOW MNOYTbl, KOorga He 3Haelb
oTnpasuTens;
3. pybutb, npugupatbCs, oOKasblBaTb [aBrieHWe - BeCTU cebs HeBeXnMBO U
arpeccuBHo;
4. He pacnopsikancss geHbramm TBOoen cembn 6e3 paspelleHunsa cTtaplux - Bcerga
cnpawuBan pogutenen;
5. He BcTpevaincs ¢ VIHTepHET-3HAaKOMbIMW B pearibHOM >XU3HWU - MOCOBETYMUCS CO
B3POCIIbIM, KOTOPOMY [OBEPSAELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobim 06 aTom
CBOMM POAUTENSAM UMM ONEKyHaM;
2. MNpurnawatoT nepennucbiBaTbCs, UrpaTb, 0OMEHNBaTLCS - NPOBEPb, HET N NOABOXA;
3. HesakoHHOe konupoBaHue gannos B HTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTM M MPUBATHOCTU, YTOObI HE MOTEPSATb CBOU
aKKayHTbl B COLICETSX M OpYrnx nopTanax.
MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yewbca VHTEPHET-UCTOYHUKOM - Aenain CCbIfIKy Ha Hero;
3. OTKpbIBal TONbKO T€ CChISIKM, B KOTOPLIX YBEPEH;
4. ObwaTbCs 3a NOMOLLLIK B3POCHbIM - pOAUTENN, ONEKYHbI N aAMUHUCTPaUNSa CanToB
Bcerga nomoryr;



5. lMponan obyvyeHne Ha cante "CeTeBu4oK" W nonydn nacnopt uUMEPOBOro
rpakgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHASA NAMATKA
Ond oby4YAKRLWUXCA onAdA PASMELLEHUA
HA OPULUNATIbHbIX MUHTEPHET-PECYPCAX

C KaxgblM rogomM MOMoAEeXN B UHTEPHETE CTAaHOBUTLCS BonbLUe, a LUKOMbHUKN O4HU U3
caMblIX aKTMBHbIX Nosib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KOnn4ecTsa
BO3MOXHOCTEN, UHTEPHET HeceT M npobnembl. JTa namsitka [OMKHa nomModb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln  BUPYC - 3TO  PasHOBUAHOCTb  KOMMbIOTEPHLIX  MpOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWe K 3TOMY, BMPYCbl MOTyT MNOBPEAUTb WM MOSIHOCTBIO YHUYTOXUTb BCE
dannbl M JaHHble, NOLKOHTPOSbHbIE MOSIb30BaTEND, OT WMMEHUW KOToporo Obina
3anylweHa 3apaxeHHas nporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ornepaumoHHyl0 cuctemy co Bcemu davnamu B uUenomMm. B GonblMHCTBE criyvyaeB
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.
MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yn coBpeMeHHble onepaunoHHbIE CUCTEMbI, UMEKOLLME CEPbE3HbIN YPOBEHb
3aWMTbl OT BP€AOHOCHbIX MporpamMm;
2. lNocTosiHHO ycTaHaenvBan nadtn (UMdpoBble 3annaTkyi, KOTOpble aBTOMAaTUYECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpamMmmbl) U apyrme OOHOBMEHUS CBOeu
onepaumoHHon cuctembl. CkadmBam Ux TONMbKO C oduumManbHOro canta paspabotymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4eCcKkoro 0OHOBMEHNS, BKIOYU €r0;
3. Pabotan Ha cBoeM KOMMbKOTEPE MOA NpaBamMu nofb3oBaTens, a He
agMuHuUCTpaTopa. 3TO He NOo3BOSIUT  OOMbLUMHCTBY BPELOHOCHLIX Nporpamm
MHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTM4eCKMM oOHOBNeHnem 6as;
5. OrpaHunyb om3nyeckmin 4OCTYN K KOMMNbIOTEPY AS11 NOCTOPOHHUX NnL;
6. Vicnonb3yin BHeLWHWE HOCUTENN MHOPMaLUK, Takne Kak dnewlka, AUcK nnv ann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMblOTEPHbIE (hansibl, NONyYeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB.
[axe Te danrnbl, KOTOpble NpuUcran TBOW 3HAKOMbIW. Jlyylle yTOYHM Yy Hero, oTrnpasnsan
nn oH Tebe ux.
Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6peHn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obosHavyano cnosocoyeTaHne “"Wireless Fidelity", koTopbin nepeBoauMTCa  Kak
"GecnpoBogHast TOMHOCTL".
[lo Hawero BpemeHu powna gpyras abbpesuatypa, KOTopas SABNSAETCS TakoW xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHgapT Bbiclen 3BykoBouM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO BbIXo4a B WHTepHeT. Ho MHorme akcnepTbl CYMTAKOT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBow nu4Hyto MHpopmauuio vepes obwenoctynHele Wi-Fi cetu.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakme-To HOMepa,;



2. Vicnonb3yn n o6HOBNSAM aHTMBUPYCHbIE NporpamMbl U GpaHamayep. TeMm cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpu wncnonb3zoBaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Angd yaobcTea Mcnonb3oBaHns B paboTte nnm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B couManbHble CETU UMW B SNIEKTPOHHYHO NMOYTY;

5. Mcnonb3yi TonbKo 3alumilieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B wmobunbHoM TenecoHe oOTkAuM  yHkumMo - "TlogkntoveHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HalUy XW3Hb, MHOrMe nogn paboTtarT U XusyT
TaMm MOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBek, 4TO
ABNAETCA OOHOW CeadbMON BCex Xutenew nrnaHeTtbl. MHoOrme mnonb3oBaTenn He
NOHMMaOT, YTO MHGOPMaUKs, pasMeLLeHHass UMM B COLUMAnbHbIX CETAX, MOXET ObITb
HangeHa M UCNoNnb3oBaHa KeM YrogHo, B TOM 4ucre He obssaTternbHO ¢ Gnarumu
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6€30NacHOCTM B coLManbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awumuian cBOK YacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOErO POXAEHUA W  APYry0 JUYHYIO UMHAOPMauUio.  3fOYMbIWMAEHHUKA  MOTyT
MCNoNb3oBaTb Aaxe WHMopMauuio O TOM, Kak Tbl U TBOM POAMTENU NnaHupyeTe
NPOBECTU KaHWUKYIbI;

3. 3awuwan ceow penytaumio - AepXun ee B YACTOTe U 3agaBan cebe Bonpoc: xoten
Obl Tbl, YTOObLI Apyrve nonb3oBaTenu BUAENMU, YTO Tbl 3arpyxaews? [Nogyman, npexae
4YeM YTO-TO onyGnMKoBaTb, HANUCaTb W 3arpy3nThb;

4. Ecnn Tbl rOBOpULLbL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yM CBOE pearibHoe
UMS 1 OPYTY0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelueHnsa cotorpaduii B IHTEpHETE, rae Tbl N300paXkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MEeCTOMOSNOXEHUE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONU,
cocTosimne 13 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTun, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMNONb30BaTh pa3Hble
naponu. Toraa ecnu teb4a B3NOMatoT, TO 3MOYMbILNEHHUKX MofydaT AOCTYN TOSIbKO K
O[IHOMY MECTY, a He BO BCe cpasy.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN Ccnocob nnaTtexen, O4HaKo CyLeCTBYIOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NOMYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbIMM MNOSIBUNMCH COBCEM HEL4aBHO U UMEHHO M3-3a 9TOr0 BO MHOIMX
rocygapcrBax 4O CUX MOp He MPOMMCAaHO NPO HUX B 3aKOHaX.

B Poccumn xe OHM (PYHKUMOHMPYIOT M O HUX YXe MPOonucaHO B 3akoHe, rae ux
pasgensioT Ha HECKONbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTcsa npoBoAUTb onepauun 6e3
noeHTUrKkaumm nonb3oBaTensi, a B HeaHOHMMHbIX MAEHTMdUKAUUA nonb3oBaTens
aBnsaeTca oba3aTtensHon.

Takke cneagyeT pasnuyaTb 3NEKTPOHHbIE hmaTHble AeHbMN (paBHbI rOCYyAapCTBEHHbLIM
BanoTam) W ONEeKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCY4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AeHbramu:



1. MpuBsKM K cHeTy MOOUNbHBIN TenedoH. ATO caMbl yOOOHbIN 1 BbICTPBIM CNOCO6
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBAsaHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBOW
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIMEHHYO aBTOpU3aLnio
Tebe yxe He BygeT yrpoxaTb ONaCHOCTb KpaXu UM nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam OygeT He MpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebs CTPOYHblE U MPOMUCHbIE BYKBbI, LMIPbI U HECKOSIbKO CUMBOJSIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

OIeKTpoHHas rnoyTa

ONeKTPOHHAas noYta - 3TO TEXHOMOMNS 1 NpefocTaBnsgemMble el yCryrn no nepecobisike u
NOMNyYEHNIO 3NEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OBbIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTtenda@ums_aomeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl No BesonacHon paboTe ¢ 3NEeKTPOHHOW NOYTON:

1. Hago BbiGpaTb NnpaBuUrbHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO fy4lle OOBEpsATb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasblBa B NUYHOW MOYTE JIMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbiOpaTb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHyo aBTopusauuio. ATO Korga noMUMO Naposns HYy>KHO BBOOUTb
Kog, npucbinaembin no SMS;

4. Bblbepn CnoxHbln naposib. [na Kaxgoro MOYTOBOro fAwnka AofmkeH ObiTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW fMYHbIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yh HeckonbKO MOYMTOBLIX AWMKOB. [lepBbid A5 YaCTHOW MEepennckn cC
agpecatamu, KOTOpbIM Tbl JOBepsielb. JTO 9NEKTPOHHbIN  adpec He Hajo
Mcnonb3oBaTh NpU perncTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUS B NMUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX ApYy3en. Jlyylle yToYHN y HUX, OTNPaBnsanu nn oHn Tebe atn dannsi;

8. lNocne okoH4YaHust paboTbl Ha NOYTOBOM CepBUCE Nepen 3aKkpbiTUEM BKIAAKM C
canTom He 3abyab HaxaTtb Ha "Beitn".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHNAMM, CcoAepXawumMmmn  OocKopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
PasfiMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynanHrom:

1. He 6pocancs B 6on. Jlyywmit cnocob: nocoBetoBaTbCsA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCrnokouTbcs. Ecnn Tbl HayHelwb
oTBeYaTb OCKOPOMNEeHUAMM Ha OCKOpONneHusi, TO TONbKO elle 6onblie pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTounT BECTU XynuraHcKui obpas BUPTYanbHOM XU3HN. HTEepHET ouKkcupyeT Bce
TBOM AENCTBUS U COXpPaHSET nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOSIOAY;

6. WrHopupyn enuHunyHbIN HeraTuB. OpHopas3oBble OcKopOuTenbHble CoolOLLeHUs
nyywe nrHopuposatb. OBbIYHO arpeccus NpekpaLllaeTca Ha HavanbHOW cTaguu;



7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHUSMN, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLUEHUA C
onpeaerieHHbIX aapecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM OEUCTBUA: BbICTYNUTbL MPOTMB
npecnegosaTtens, MokasaTb €My, 4YTO €ero [OeucTBus OLEHUBAKTCH HeratmsBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa Ncuxonornyeckas noMoLlb, COOBLNTL B3POCIIbIM
0 paKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cmapToHbl K nNnaHweTbl cogepxaT B cebe BNOMHe B3POCbIN
dYHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLUUMOHAPHBIMU KOMMNbIOTEPAMW.
OpHako, cpeacTB 3almThl Ans NOA06HbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCUBHO, Kak ans lNK, To xxe camoe
KacaeTcsa 1 MOBUITbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yXe nNpakTU4Yecku [[OrHanm HacTosbHble
aHanoru, ogHako paclmpeHve gyHKUMoHana enedeT 3a cobon 6onbLIy CROXHOCTbL U
MEHbLLUYIO 3aLLMLLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKaOT OOHOBMEHUS, 3aKpblBaloLMe KpUTUYECKne
YSI3BUMOCTUM AN CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6esonacHOCTM MOBUbHOro Tenedgoxa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbeiM. Byab ocTopoxeH, Befb Koraa tebe
npeanaratoT 6ecnnaTHbii KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakme-TO MNraTHble
yCnyru;

Adyman, npexae 4yem otnpaBute SMS, ¢oTO Unn BUAEOo. Thbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENEOHOB;

He 3arpyxan nNpunoxeHnsa OT HEU3BECTHOr0 UCTOYHMKA, Bedb OHWM MOryT codepxaTb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

Mocne ToOro kak Thbl BbIMOELWb C cauTa, rge BBOAWUM NUYHYIO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepuogmyeckn NpoBepsiv, Kakme nnaTHble YyCnyrM akTMBUPOBaHbl HA TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUIBHOrO TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLL U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoBePATL 3TO.

Online wvrpbl

CoBpeMeHHble OHSTarH-UrPbl - 3TO KpacoyHble, 3axBaTblBalOLME pa3BieYeHuUs,
00benHAILWME COTHU ThICAY YerioBeEK No BCeMy Mupy. Urpokn nccnenyot aHHbIA UM
MUp, obLwialTcsa Apyr C OPYroMm, BbINOSHAKT 3a4aHus, cpaxarTcss C MOHCTpaMun u
nony4arT onbiT. 3a YyOOBOMNbCTBME OHW NNATAT: MOKYNakT AUCK, OnfadvsBatoT
aboHeMeHT nnn NnpuobpeTaroT Kakme-To Onunn.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuTME Urpbl, a TakKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINMYCKAOTCS HOBbIE NaTyu
(umdppoBble 3annaTtku 4ns NPorpamM), 3aKpbiBatOTCSA YA3BUMOCTM CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTtbCA He CTOSIbKO CBOWMX COMEPHWUKOB, CKOMBbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6&30MacHOCTN TBOErO UFPOBOIrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo nnm cosgaet Tebe HenpuATHOCTH, 3abnoknpyn
€ro B CMNCKe UrPOKOB;

2. Tloxanynca agmMuvHUCTpaToOpaM Wrpbl Ha nMroxoe noBefeHue 3TOro WUrpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaUuIo B npodanne urpsbl;



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycraHaBnuBan HeoduumarnbHble NaTyn n Moabl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYC. [1oka Tbl uUrpaewb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

PULLINHT UK Kpaxa NUYHBIX JaHHbIX

OObl4HOM Kpaxkeh OeHer M [OKYMEHTOB CErofHsi YK€ HUKOro He yauBULLIb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMMN 3MOYMbILUIIEHHUKN NEepeMecTUriuCb B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBa UM OULLKHS, rMaBHasa uesnb
KOTOPOro COCTOUT B TMOSyHMEeHUN KOH(UAEHUMAmNbHbLIX [AaHHbIX Monb3oBaTenen -
NOrnMHOB 1 naponen. Ha aHrnuinckom s3bike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnn Tbl nogospeBaellb, YTO TBOS aHkeTa Obina
B3nloMaHa, To HeobxoaMmo 3abrnoknpoBaThb €€ 1 CoobLNTL agMUHUCTPaTopam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©6e3onacHble Beb-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponun. Takmm obpasom, ecnu T1ebs B3fnomaroT, TO
3M10yMbILLMIEHHUKM NoslydaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMuIio B CETU, a He KO
BCEM,;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeanTtb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3fioManu n, BO3MOXHO, OT
TBOEro MeHun ByaeT paccbinaTbCsa Ccnam 1 CCbINKN Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUs B MUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX Apy3en. Jlydlle yTOYHN y HUX, OTNPaBnAnmM N oHn Tebe aTn dannsl.

Lindposas penytaums

Lindposas penyTtaums - 370 HeraTMBHasi Uy NO3MTMBHas MHoOpMaUnsa B cetu o Tebe.
KomnpomeTupytowasa mnHpopmauns, pasMmelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbcTBa, Yy4ebbl, TBOe (pMHAHCOBOE MONOXeHne, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapocTkM NErkoOMbICIIEHHO OTHOCATCS K nNybGnukauuu nndHon nHdopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Thl Jaxe He CMOXeLLb AoraaaTtbCa
0 TOM, 4YTO poTorpadus, pasmeLieHHas 5 neT Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.

KommeHTapun, pasmelleHne TBOuX poTorpachmm v aApyrme OencTBUS MOTYyT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
MHpOpMaUuio, nonasia fiv oHa B MOWCKOBbIE CUCTEMbI M COXpaHunacb N OHa, a
rmaBHOE: YTO nogymalroT O Tebe OoKpyxawlime noan, KOTopble HanagyT U yBUOAT 3TO.
Hantn nHgpopmaumo MHOro et Cnycta cMoXeT Nobon - kKak U3 4obpbix NodyxaeHUn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObiTb KTO YrogHO.

OcCHOBHbIEe COBETLI NO 3aLmMTe LNGPPOBON penyTaumnm:

1. Nogyman, npexae 4Yem 4TO-TO NybrMkoBaTb M nepegaBaTb y cebst B 6rore vnn B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTP TBOEro Npodouns n ero
coaepXumoro, caenamn ero Tonbko "ona gpysen';



3. He pa3melsan n He ykasbiBan MHopmMauuo, kKoTopasd MOXeT KOro-nmbo ockopbnsaTb
nnm obmxaTb.
ABTOpCKOe npaBo
CoBpeMeHHble LUKOMBbHUKU - aKTUBHblE MNONb3oBaTenuM UMEQPOBOro npoCcTpaHCTBa.
OpHako Janeko He Bce 3HatoT, YTO NOSIb30BaHNUE MHOMMMU BO3MOXHOCTAMU LMGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.
TepMuH "mHTennekTyanbHaad COOGCTBEHHOCTL" OTHOCUTCA K Pa3fiMYHbIM TBOPEHUSIM
4YenoBEYeCKOro yma, HadvMHas C HOBbIX W306peTeHui U 3HakoB, OBO3HaYaoLLMX
COBCTBEHHOCTb Ha NPOAYKTbI WU YCIyrn, W 3akaHunmBast KHuramm, doTtorpamsamu,
KMHOOUITbMaMn 1 My3blKanbHbIMU NPOU3BEAEHNSMN.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyt0 COGCTBEHHOCTb Ha NPON3BEAEHMS
HayKku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
crnpaBefsiMBble BO3MOXHOCTWM 3apaboTaTb Ha pesynbTaTax cBOero Tpyga, nosyynTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOOUTb
ero npovssefeHue, pacnpocTpaHaTb, MNy6NMYHO [AeMOHCTpupoBaTh, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyormMyHO WUCNOMHATb, NOKa3blBaTb/MCMOMHATL B
admpe unu pasmelyatb B IHTepHeTe.
Mcnonb3oBaHue "nupatckoro” nporpaMmmHoro obecrneyeHmsi MoOXeT NPUBECTU K MHOMUM
puckam: OT NOTepu AaHHbIX K TBOMM akkayHTam 40 6110KMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.
O noptane
CeTeBUYOK.ph - TBOW rNaBHbIA COBETYMK B CETU. 34eCb Tbl MOXelWb Y3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM $3bIKOM, @ MNPWU BO3HWKHOBEHUU
KpUTUYECKON cuTyauum obpaTutbCa 3a COBETOM. A Takke MNpUHATb yvacTue B
KOHKypCax 1 cTaTb CaMblM LMEPOBLIM rpaXgaHUHOM!

Mpunoxexne N 3
NAMATKA AnNA POOUTENEN OB UH®OPMALMOHHON BEE3ONACHOCTU AETEN
OnpegeneHne TepmunHa "mHpopmaumoHHaa ©e3onacHOCTb OeTen" CcoaepXuTca B
depepanbHom 3akoHe N 436-03 "O 3awute geten ot MHOpPMaUUKU, NPUUNHSIOLLEN
Bped UX 3400POBbO0 M pasBuUTUIO", perynupyrommMm OTHOLUEHUS, CBSI3aHHbIE C 3aLlMTOMN
aeten ot uHoOpmauuu, NPUYUHAIOWEN Bped WX 340POBbD U (MNK) PasBUTULO.
CornacHo gaHHOMy 3aKoHy "MHopMaunoHHas 6e3onacHOCTbL AeTen" - 3TO COCTOSAHME
3alMLULEHHOCTN, MpPWU  KOTOPOM OTCYTCTBYET PUCK, CBS3AHHLIN C MNPUYUHEHNEM
MHopMaumnen Bpena ux 34opoBbio U (MNnM) PU3NYECKOMY, NCUXNYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 wuHdopmauumen, npuyumMHSOLWEN Bpen
3[0pPOBbLIO U (UNK) Pas3BUTUIO AEeTEN, ABNAETCA:
1. HOpMauUums, 3anpeLLeHHas onsa pacnpocTpaHeHna cpeaun aeTen;
2. HopmaLmsi, pacnpocTpaHeHe KOTOPOM OrpaHNYeHO cpeau AeTen onpeneneHHbIX
BO3pAaCTHbIX KaTeropum.
3. K nHhopmaumn, 3anpeLleHHon ang pacnpocTpaHeHus cpeau aeTen, OTHOCUTCS:
4. vHdopmauusa, nobyxgawwas OeTen K COBEPLUEHUIO AENCTBMIA, NpencTaBnsOLMX
Yrpo3y WUX XWU3HW U (UNn) 300POBbLI0, B T.4. NPUYUHEHUIO Bpega CBOEMY 3[40POBLIO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Y OE€Ten XenaHue ynoTpebuTb HapkoTMYeckue cpeacTsa,
NCUXOTPOMNHblE 1 (MNK) odypMaHuBawLlme BellecTBa, TabauyHble un3genus,
arnkorofibHyt M CNUpTOCOAEPXKaLlyto NPOAYKUMIO, MMBO U HaNUTKW, U3roTaBfiMBaeMble
Ha ero OCHOBE; MPUHATb yyacTue B asapTHbIX Urpax, 3aHUMaTbCs MPOCTUTYUMERN,
BpOAAKHNYECTBOM UM NONPOLLIANHNYECTBOM;



6. obocHoBbIBalOLWas wunuM onpaeAabiBalOWaad AoNyCTUMOCTb Hacunmsa u - (unu)
XecTokocTn nmbo nobyxgawwas ocywecTBNATb HaCWUNbCTBEHHbIE AEWCTBUS MO
OTHOLLEHMIO K JNIOASM U XXUBOTHbIM;

7. oTpuuarowas ceMenHble LIEHHOCTU U (POPMUPYIOLLLAA HEYBaXKeHWe K poauTtensam u
(Mnn) OpyrMm YneHam cembi;

8. onpasabiBatoLLaa NPOTUBONPaBHOE NOBEAEHVE;

9. cogepxallas HeLeH3ypHyto 6paHb;

10. cogepxalias nMHopmaLumio NopHorpamn4ecKoro xapakrepa.

K nHdopmauum, pacnpoctpaHeHne KOTOPOW orpaHnUYeHo cpean aeTen onpeaesieHHoro
BO3pacTa, OTHOCUTCS:

1. MHOpMaLmsa, NnpeacTaBnsemMas B BUAE M300paXXeHMS UK ONUCAHUSA XKECTOKOCTH,
dusndeckoro 1 (MNK)  NCUXUMYECKOrOo  Hacwunus, MpPecTynfieHnss WA - UHOTo
aHTUOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOWANA Yy OeTen CTpax, yac unv naHuky, B T.4. NpeacTtaBnsemas B Buae
N300paXkeHNa unM OonucaHus B YHWXKAIOLWEN YerioBeyeckoe [AOCTOMHCTBO dhopme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHus, camMoybMNCTBa, HeCHaCTHOro crny4as,
aBapuu nnu katactpodbl 1 (UKN) UX NOCNEOCTBUN;

3. NnpeacTtaBnsemas B BUAe M300paxKeHUs UNn onmcaHUs NOfoBbIX OTHOLUEHUA MexXay
MY>XHYUHOW U KEHLLMHOW;

4. cogepxallas OpaHHble crnoBa W BbIpaXeHWs, He OTHOCSALUMECH K HeLeH3ypHOW
Opanu.

C yuyetom atoro Bam npepgnaratotcs npasuna paboTtbl B cetu WHTepHeT ans
PasfiMyHbIX BO3PACTHbIX KaTeropun, cobrnogeHne KOTOpbIX MNo3BONUT obecrneyunTb
NHOPMaLMNOHHY 6€e30NacHOCTb BalLUUX OETEN.

O6wwue npaBuna ansa poantenen

1. HesaBncumo oT Bo3pacta pebeHka wucnonb3ynTe nporpammHoe obecneyeHue,
nomorawulee unNbTPoBaTb U KOHTPONUPOBaTb WMHAOPMaUUIO, HO He nonaranTecb
NOMHOCTBIO Ha Hero. Balle BHMMaHWe Kk pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OAHOM M3 couuanbHbIX CepBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T1.n.), BHMMaATENbHO W3y4MuTe, KaKyto
MHOPMaUMIO MOMELLaT ero y4yacTHWKM B CBOMX npodunsax u 6riorax, BkN4Yas
doTorpacun n BUAEO.

3. lNpoBepbTe, C KakKMMKU ApyrMMW canvTamu CBSA3aH coumanbHbli cepBuc Bawero
pebeHka. CrtpaHudkm Bawero pebeHka moryT ObiTb 6e3onacHbiMW, HO MOTyT W
coepXaTtb CCbIfIKM Ha HexernaTtesnbHble U OnacHble canTbl (Hanpumep, NOPHOCaNT, UK
canT, Ha KOTOPOM Opyr yNnoMUHaeT Homep coToBoro TenedoHa Bawero pebeHka mnm
Baw gomawHunin agpec)

4. Moowpsante Bawmx geten coobwats 060 BCEM CTPAHHOM UM OTTaNKMBaKOLWEM U HE
CNULLKOM OCTPO pearnpymTe, Korga OHW 37O AenakoT (M3-3a onaceHusi noTepsaTb SOCTYnN
K WVIHTepHeTy OeTn He roBopAT poautensm O npobnemax, a Takke MOryT Hadatb
ncnonb3oBaTh VIHTEPHET BHE JOMa WU LLUKOMbI).

5. ByaobTe B Kypce ceTeBon Xu3Hun Bawero pebeHka. VIHTepecynTechb, KTO UX Apy3bs B
MHTepHET Tak Xe, Kak MHTepecyeTechb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 no 8 net

B VHTepHeTe pebeHoK cTapaeTcsi NOCETUTb T€ UMN UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha nocelleHne KOTOpbIX OH He nonyuun 6bl OoT poauTtenen. [loatomy
poautenam ocobeHHO nofie3Hbl ByayT Te OT4yeTbl, KOTOpble MpPeaocTaBnAlTCS
nporpaMmamMm Mo OrpaHuYeHuto ucnonb3oBaHus WHTepHeTa, T.e. Pogutenbckum
KOHTPOSIb UIK TO, YTO Bbl CMOXETE yBUAETb BO BPpEMEHHbIX (hannax. B pesynbtaTte, y
pebeHka He OyaeT oulylieHMs, YTO 3a HUM BeOeTCs MOCTOSHHbIA KOHTPOMb, OAHAKO,
poautenn ByayT no-npexHeMy 3HaTb, Kakue cauTbl nocellaetr mx pebeHok. [etu B
AaHHOM Bo3pacte obnagatT CUbHbIM YyBCTBOM CEMbM, OHM [LOBEPYMBbI U He



COMHeBatoTcs B aBToputeTax. OHM nobAT nrpate B ceTeBbIE Urpbl U NyTELEeCTBOBaTb
no WHTepHeTy, MUCNONb3ys 3MEKTPOHHYID MOYTY, 3ax0AMTb Ha CanTbl U 4YaTbl, He
peKOMeHAOBaHHbIE POOUTENSMMN.

CoBeTbl N0 6e3onacHocTn B ceTn IHTepHeT ansa geten 7 - 8 net

1. Co3ganTe cnMCoK OOMaLUHUX npaBuni noceweHuss MHTepHeTa npu yqactum geteun u
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte oT Bawero pebeHka cobnOAeHWs BPEMEHHbBIX HOPM HaxOXAeHusa 3a
KomnbtoTepoM. [okaxunTe pebeHky, 4To Bbl HabngaeTe 3a HAM He noTomy 4to Bam
9TO xo4eTcs, a noTomy 4YTo Bbl Gecnokontecb 0 ero 6e3onacHOCTM U Bceraa rotosbl
€My NMoMoub.

3. KomnbtoTep ¢ nogkntoveHmemM K VIHTepHeTy AomkeH HaxoamTbes B obLuen KomHaTte
nos NpUCMOTPOM poauUTESEN.

4. /icnonb3ynTe cneumarnbHble AeTCKUe NOUCKOBbIE MaLLUHbI.

5. Nicnonb3ynTe cpenctea 6NokKMpoBaHUSA HEXenaTerbHOro KOHTEHTa Kak [OMOSIHEHNE
K cTaHAapTHOMY PoauTensCckoMy KOHTPOJSTHO.

6. Co3pganTte ceMeNHbIi SNEKTPOHHbIA SLWMK, YTOObI HEe MNO3BONMUTL OETAM MMETb
cobCTBEHHbIE agpeca.

7. bnokupynte goctyn K camtam ¢ 6ecnnaTtHbIMX MOYTOBBLIMU SALWMKAMW C MOMOLLLHO
COOTBETCTBYHLLEIO NPOrpamMHoOro obecneyeHus.

8. lpuyunte peten coseToBaTbCcsa C Bamu nepen onybnukoBaHuem Kakom-nnbo
MHOPMaUUM CpeacTBaMU SNIEKTPOHHOM MOYThbl, 4YaTOB, PErMcTpaumMoHHbIX opMm wn
npodgounen.

9. Hayuute peten He 3arpyxaTb pannbl, nporpammbl UnNn My3sblky 6e3 Bawlero
cornacus.

10. He paspewante pgetam UCNonb3oBaTb CNYXbbl MrHOBeHHoro obmeHa
COOOLLLEHNAMMN.

11. B "benbin" cnncok cantoB, paspeLleHHbIX A8 NOCELLEeHUsl, BHOCUTE TOMbKO CaunThbl
C XOpoLUen penyTaumnen.

12. He 3abbiBante 6ecepoBatb ¢ getbMn 06 ux Apy3bsax B NHTepHeTe, Kak ecrnv Obl
peyb Lina 0 Apy3bsX B pearnbHOW XU3HMW.

13. He genante "Taby" 13 BONpOCOB MOSTIOBON XWU3HU, TaK Kak B VIHTepHeTe aeTn moryT
Nerko HaTKHYTbCA Ha NOpHOorpaduio Unn canTsl "ans B3pocnbIx".

14. TMpuyunte Bawero pebeHka coobwatb BaM O mnbbIX yrpo3ax unmM Tpesorax,
cBA3aHHbIX ¢ MIHTepHeTOM. OcTaBanTeCb CMOKOWMHBbIMW M HAarnoOMHUTE OETSM, YTO OHU B
©e3onacHoCTn, ecrnm camu pacckasanu Bam O CBOuX TpeBorax. [loxBanute ux u
NOCOBETYMNTE NOOOWTM eLLe pa3 B NOAOOHbLIX Criyyasx.

Bospact geten ot 9 go 12 net

B maHHOM BO3pacTte AeTu, Kak NpaBumo, YXXe HachnbllwaHbl 0 TOM, Kakas MHdopmMaums
cywectsyeT B MHTepHeTe. CoBepLUEHHO HOPMasnbHO, YTO OHM XOTAT 3TO YBUAOETD,
Npo4YecTb, ycnbliwaTtb. [py 3TOM HYXHO MNOMHWUTb, YTO AOCTYNM K HeXenaTesnbHbiM
MaTtepuanam MOXHO nerko 3abrnokupoBaTb Mpu nNomown cpeactB Poautenbckoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Cosgante cnNMCOK AOMAaLLHMX NpaBun noceweHus VIHTepHeT npu yvyacTum OeTen u
TpebynTe ero BbIMOMHEHUS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss HOPM HaxOXOEeHUSA 3a KOMMbIOTEPOM.

3. Habnogante 3a pebeHkoMm npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4To Bbl
BGecnokontecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NMOMOLLb.

4. KomnbtoTep C¢ nogknoyeHnem B VIHTEpHET OOMMKEeH HaxoauTbCa B ObOLen KOMHaTe
nog NPUCMOTPOM pPoaUTESNEN.

5. Ncnonb3ynTe cpenctea 6NoKMpPOBaHUSA HeXenaTerlbHOro KOHTEeHTa Kak 4OMOSHEHNe
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSHO.



6. He 3abbiBanite npuHMMaTb HENoOCpPeaCTBEHHOE Yy4yacTue B XusHu pebeHka,
B6ecenoBaTb C AeTbMU 00 X Apy3bsix B IHTepHeTe.

7. HacramBante, 4TtOObl [€TM HMKOrAa He COrfawanucb Ha JNUYHble BCTpeYn C
apy3bsimu no VIHTepHeTy.

8. lNos3BonanTte OeTAM 3ax0AuTb TONMbKO Ha cauTbl U3 "6enoro" cnmcka, KOTopblIv
co3ganTe BMECTE C HUMMN.

9. lMpuyunte peTen HuKOrga He BbldaBaTb JNUYHYKD MHGOPMaUMo cpencTBamMu
9NEKTPOHHOM  MNOYTbl, 4aToOB, CUCTEM MFHOBEHHOro oObmMmeHa coobLeHnamu,
PErncTpaunoHHbIX (OpM, NUYHBIX MpOodUNIen MU NpU perncTpauum Ha KOHKYpCbl B
NHTepHeTe.

10. MNpuyunte peten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspelweHuns. O6bacHUTe
MM, 4YTO OHM MOFYT ClyYyalHO 3arpysnTb BUPYCbl WNWU OpYyroe HexenatenbHoe
nporpamMmmHoe obecneveHue.

11. CospganTte Bawemy pebeHKy OorpaHMYeHHyK YYeTHYK 3anucb And paboTbl Ha
KOMMblOTEpE.

12. lMpuyunte Bawero pebeHka coobwatb BaM O mnbbIX yrpo3ax unmM Tpesorax,
cBsi3aHHbIX ¢ NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e3onacHOCTKU, ecrniv camu
pacckasanu Bam O CBOMX TpeBorax u onaceHusx.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTe.

14. HacrtamBamte Ha TOM, 4TOOblI O€TVM MNpedocTaBnaAnM BamM AOCTYN K CBOEN
9NEKTPOHHOM NoYTe, YTobbI Bbl YOeaANNUCh, YTO OHM He OBLaTCA C HE3HAKOMLAMMW.
15. OObACHUTE [eTsaM, 4YTO Henb3s WUCNoNb3oBaTb CeTb  ANA  XYNWMraHcTBa,
pacnpocTpaHeHns CnieTeH Unmn yrpoa.

Bospact geten ot 13 go 17 nert

B aTom BO3pacTe MOAPOCTKM aKTUBHO MCMOMb3YKT MOWCKOBbIE MalUMHbI, NOSb3YHTCA
3NEKTPOHHOM MNOYTON, cnyx6amuM MrHoBeHHOro obmMeHa CoobLEeHMsAMN, CKayMBaroT
My3blky U punbmbl. Manbyunkam B 3TOM BO3pacTte Gonblle Mo HpaBy cMmeTaTb Bce
OrpaHNYEeHns], OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTMHOK "Ans B3pocnbIX".
[leBoykn npegnouymTaloT obuwatbCa B 4aTax, Npu 3TOM OHM ropasgo 6Gonee
YyBCTBUTENbHbI K CEKCyarnbHbIM JOMOratensCcTBaM B VIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poauTENsiM yxKe BeCbMa CITOXXHO KOHTPONMPOBAaTbL CBOMX
aeTen, Tak kak 06 VIHTEpHETE OHM yXXe 3HAKT 3HAYNTENBbHO BOnNbLLE CBOMX POAUTENEN.
Tem He MeHee, He oTnyckante pgeten B "cBobogHoe nnasaHue" no KVHTepHeTy.
CrapanTecb akTMBHO y4yacTBoBaTb B 00LieHn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobnwogate npaBuna WMHTepHeT-6Ge3onacHocTn -
cornawleHne mexay pogutenamu u geteMu. Kpome T0ro, He06XoaMMOo Kak MOXHO Yalle
npocmaTtpuBatb OT4eTbl O AesTtenbHocTn aeten B WHTepHeTe. CneagyeT obpatutb
BHMMaHMe Ha HeobXooMMOCTb COAEepXaHWA pPOAUTENbCKMX naponen (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb 3ITUX
naponeun.

CoBeTbl N0 6e3onacHocTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Cospgante CNUCOK AOMalLUHMX npaBui noceweHna WHTepHeTa npu  ydacTum
nogpocTkoB U Tpebynte 6Ge3ycrnoBHOro ero BbinosiHeHusi. ObroBopute C¢ pebeHkoMm
CMUCOK 3anpeLleHHbIX canToB ("J4epHbli cnmcok"), 4vacbl paboTbl B WHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucre B YaTax).

2. KomnbtoTep € nogkrnodeHnem kK cetu MHTepHeT [ormkeH HaxoauTbca B obuien
KOMHaTe.

3. He 3abbiBante 6ecepoBatb ¢ AetbMu 006 ux Apy3bsax B IHTepHeTe, O TOM, YEM OHU
3aHATbI TakuM 0bpa3om, ByaTo peydb MAET O Apy3bsiX B pearnbHON xn3Hu. CnpalumsanTe
0 noasax, C KOTopbIMM OeTu obuiatTca nocpeacTBOM Criykb6 MrHoBeHHoOro obmeHa
coobueHnamMmu, 4Tobbl yoeanTbCa, YTo 3TK NoaN UM 3HAKOMBbI.



4. Ncnonb3ynTte cpeactBa B6nMOKMPOBaHUA HeXenaTenbHOro KOHTEHTA Kak LONOSTHEHnE
K CTaHgapTHOMY PoanTenbCKOMy KOHTPOSHO.

5. Heobxogumo 3HaTb, Kakumum 4atamum nonb3ytotca Bawwu pgetun. [Noowpsante
ncnonb3oBaHMe MoaepupyeMblX YaTOB M HacTamBanTe, 4ToObl AeTu He obwanuch B
NPMBaTHOM pPEXMME.

6. HactamBanTte Ha TOM, 4YTOObI AETU HUKOr4A He BCTPEeYanucb fIMYHO C OPY3bsMU U3
cetn IHTepHerT.

7. Tlpnyynute peten He BbldaBaTb CBOK JIMYHYKO MHQOpMaUMo cpeacTtBamu
9NEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOr0O OOMeHa CooOLeHnaMN,
pPerncTpaunoHHbIX (OpM, NUYHBIX Mpodunern U Npu pernctpauum Ha KOHKYpCbl B
NHTepHeTe.

8. Mpuyunte pgeten He 3arpyxaTtb nporpammbl 6e3 Bawero paspelieHus. O6bacHUTE
MM, YTO OHM MOTYyT CIlydalHO 3arpy3vTb BUPYCbl WM Opyroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

9. lMpuyunte Bawero pebeHka coobwaTtbe BaMm O MNOObLIX yrposax WUNu TpeBorax,
cBsA3aHHbIX C NHTepHeTOM. HanomHuTe getam, 4To oHuM B 6e30macHOCTU, ecrniv camu
pacckasanu BaM, O CBOMX Yyrpo3ax wunu Tpesorax. [loxBanute ux u nocoBeTynTe
NoAonTN eLle pa3 B NogobHbIX cryvasx.

10. PacckaxuTte getam o nopHorpacdum B NHTepHeTe. Momorute MM 3awmuTuTbCs OT
cnama. HayuuTe noApoCcTKOB He BblaaBaTb B WHTepHeTe CBoOero pearbHOro
9NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTtefnbHble NMMCbMa U UCMNONb30BaTb
creumanbHble NOYTOBbIE PUSLTPbI.

11. Mpuy4dnte cebs 3HAaKOMUTBLCSA C canTaMu, KOTopble NoceLatT NOAPOCTKM.

12. HayunTte geten yBaxaTb APYrMx B UHTepHeTe. YbeamTecb, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XxopoLlero NoBeaeHUs1 AENCTBYIOT Be3ae - JaXe B BUPTyalibHOM MUpe.

13. OObAcCHUTE [EeTsaM, YTO HM B KOEM Clnyyae Henb3st mcnonb3oBaTb CeTb Ans
XyIMraHcTBa, pacrnpocTpaHeHUs CNieTeH Unun yrpo3 Apyrum niogsam.

14. ObcyguTte c nogpocTkaMmy npobnemMbl CETEBbIX a3apTHbIX UMP U UX BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COrNAacHO 3aKOHY.

[MoCTOSAHHO KOHTponUpynTe wucnonb3oBaHue VIHTepHeTa Bawwum pebeHkom! OTo He
HapyLleHne ero fMYHOro MpOCTPaHCTBa, a Mepa MNpPegoCTOPOXKHOCTU U MPOsiBfEHNE
Bawen poantenbckon oTBETCTBEHHOCTU U 3a00Thl.



