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00 yrBep:xnenuu TpedoBanui
0 3ammTe MH(pOpMaLH, He COCTABJIAIONIEH NOCYJapCTBEHHYIO TaliHY,
coJep:xauleicsi B rocyJapcTBeHHbIX MHPOPMAIHOHHBIX CHCTEMAX

B coorBerctBuM ¢ wactero 5 cratbu 16 @enepanbHOro 3akoHa OT
27 urons 2006 1. Ne 149-03 «O06 unpopmanyu, HHGOPMAIIMOHHBIX TEXHOJIOTHUSIX U O
3amute uHpopmanun» (Cobpanue 3akoHoaarenbcTBa Poccuiickoit ®enepanum,
2006, Ne 31, ct. 3448; 2010, Ne 31, cT. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600;
2012, Ne 31, cr. 4328) u Ilonoxennem o denepanbHoi Ciy)0e MO TEXHUUSCKOMY H
SKCIIOPTHOMY  KOHTPOJIFO, YTBEpKICHHbIM YkazoM IlIpesumenra Poccuiickoit
®enepaunn ot 16 aBrycra 2004 r. Ne 1085 (Cobpanue 3akoHoaTenbcTBa Poccuiickoit
Oeneparmu, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, c1. 4921; Ne 47,
ct. 5431; 2012, Ne 7, c1. 818), TP UK A 3 bl B A 1O:

1. VrBepauth mnpunaraeMmeie TpeOoBanuss o 3amure uWHGOpManuu, He
COCTABJISIIOLIEH TOCYAapCTBEHHYIO TalHy, COJEpXkalleiicss B TrOCYIapCTBEHHBIX
MH(POPMAITMOHHBIX CUCTEMAX.

2. YCTaHOBUTH, UTO YKa3aHHbIE B MMyHKTE |1 Hacrosero npukasa TpeboBaHus
MPUMEHSIOTCS IS 3aIUThl MHGOPMAIMK B TOCYAAPCTBEHHBIX HH(GOPMAIIMOHHBIX
cuctemax ¢ 1 centsiops 2013 r.

JIAPEKTOP ®EJIEPAJIBHOM CJYXKBbI
O TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBEPXJIEHbI
npukazoM OCTIK Poccun
ot 11 ¢enpans 2013 r. No 17

TpedoBanus
0 3amuTe HHGOPMAIMHU, HE COCTABJIAIOIIEN rOCyIapCTBEHHYIO TaliHYy,
coJieprkamieiics B rocy1apcTBEHHbIX MH(OPMANIMOHHBIX CHCTEMAX

|. O0wIre mo0KeHMs

1. Hactostiuue TpeGoBanust pa3zpaboranbl B cOOTBETCTBUU ¢ DenepaibHbIM
3akoHOM OT 27 urong 2006 1. Ne 149-03 «O6 unpopmaiuu, MHGOPMAIIMOHHBIX
TEXHOJIOTHSIX M 0 3amuTe uHpopmanumn» (Cobdpanue 3akoHonaTenbeTBa Poccuiickoit
Oenepanuu, 2006, Ne 31, c1. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038;
Ne 30, cr. 4600; 2012, Ne31, ct. 4328), a Takke C yYeTOM HAIMOHAJILHBIX
cranaaptoB Poccuiickoit denepanmu B 0071aCTH 3aUUTHl UHPOpPMAIIMK U B 00J1acTH
CO3/IaHUsI aBTOMATU3UPOBAHHBIX CUCTEM (J1ajiee — HAIIMOHAJIbHBIE CTAHIaPThI).

2. B nokyMeHTe yCTaHaBIMBAIOTCS TpPEOOBaHUS K OOCCIEUYCHHUIO 3alUTHI
MH(pOpMaMU OTPaHUYEHHOIO JOCTYIA, HE COAEpKalled CBEAEHUS, COCTABIIAIOIINE
roCyJIapCTBEHHYIO TailHy (manee — uH@oOpmalusi), OT YTEYKH IO TEXHUYECKUM
KaHaJlaM, HECAHKIIMOHUPOBAHHOI'O JOCTYIIA, CIEUUAIbHBIX BO3JCHCTBUI Ha TaKylo
nHopmaiuo (HocuTenu HHQpOpMaIMU) B LENAX €€ J0ObIBaHUs, YHUYTOXKCHHUS,
MCKa)KEHMSI WJIM OJIOKMPOBAHUS JIOCTYIA K HEH (Janee — 3ammra HHPOpMaluu) npu
00paboTKe yKa3aHHOW HH(OpPMAUMU B TOCYIAPCTBEHHBIX HWH(GOPMALIMOHHBIX
CUCTEMAX.

Hacrosimue TpeGoBaHus MOTYT TPUMEHSITHCS ISl 3aIUTHI OOIIETOCTYITHOMN
uH(pOpMaIH, COJEPIKAIIEHCS B TOCYTapPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX, JIJIs
JOCTUKEHUS 1IeJIeH, yKa3aHHbIX B NMyHKTax 1 u 3 vactu 1 crateu 16 denepanbHOro
3akoHa oT 27 uronst 2006 1. Ne 149-®03 «OO0 undopmaruu, uHGHOPMAITMOHHBIX
TEXHOJIOTUAX U O 3allUTe UHPOpMAITUNY.

B noxkymeHnte He paccMaTpuBarOTCs TpeOoBaHUS O 3amuTe WH(OpMaIuu,
CBSA3aHHBIE C NMPUMEHEHUEM KpUNTOrpaduyecKux METOAOB 3alUTHI MH(MOpPMAIUU U
MHU(PPOBATBHBIX (KpUNTOrPpahUUECKUX) CPEACTB 3aLIUTHI MH(POPMALIUK.

3. Hacrosimimue TpebGoBaHusi SBISIOTCS  00s3aTeNIbHBIMU  TIpU  00paboTKe
uHpopManu B roCyJIapCTBEHHBIX UH(}OPMAITMOHHBIX cCUCTEMAX,
GYyHKIIMOHUPYIOIIMX Ha TeppuTopun Poccuiickoit deneparuu, a Takke B
MYHUIIUOANbHBIX HMHMOPMALMOHHBIX CHCTEMaxX, €Clii HMHOE€ HE€ YCTAHOBJIIEHO
3aKkoHOIaTenbCTBOM Poccuiickon @enepaniin 0 MECTHOM CaMOYIIPABJICHHH.

Hactosmmue TpeOoBaHus HE paclpoCTpPaHSIOTCS Ha TOCYyAapCTBEHHBIE
uHpopmarmonHsie cuctembl Anmunanctpanuu [Ipesunenra Poccuiickoit denepanum,
CoBera bezomacnoctu Poccwmiickoit  ®eneparnuu, DeaepansHoro Cobpanus
Pocculickon Oenepanuu, [IpaBuTenbcTBa Poccutickon Oenepanuu,
Konctutyimmonnoro Cyna Poccuiickoit ®enepannu, BepxoBaoro Cyna Poccuiickoi



Oenepanuu, Beicmero ApoOutpaxknoro Cyna Poccuiickoit ®epepanuu  u
denepanbHOM ciry)0b1 6e30nacHocTH Poccuiickoit deaepaiuu.

4. Hacrosimue TpeGoBanus mpelHa3Ha4YeHbl Uil oOjaaarenei nHdopmaiuu,
3aKa3UYMKOB,  3aKIIOUMBIIMX  TOCYJAPCTBEHHBI  KOHTpPakT Ha  CO3JaHHE
rocyJapCcTBeHHOM MH(MOPMAIMOHHON CHCTEMBbI (Jajiee — 3aKa3uMKH) U ONEepaTopoB
rocyJapCcTBEHHBIX HH(GOPMAIIMOHHBIX CUCTEM (J]ajiee — OIepaTophl).

JIuno, oOpabatkiBarolliee WH(OpPMAIUIO, SBIAIONIYIOCS TOCYAapPCTBEHHBIM
MH(GOPMALIMOHHBIM PECYPCOM, IO TOPYUYEHHUIO 00aaarens nHpopMaluu (3aKka3unka)
WaM  omeparopa Y (WIM) NPEAOCTABISIIONIEE UM BBIYUCIHUTENIBHBIE PECYPCHI
(MomrHOCTH) 711 00pabOTKM MH(POPMAIIMU HA OCHOBAHWH 3aKIIOYCHHOTO J0TOBOpa
(mamee — YIOJHOMOYEHHOE JHIIO), OOecleyrMBaeT 3aluTy WHpOpMaluu B
COOTBETCTBUHM C 3aKoHonaTenbcTBOM Poccuiickoit denepanun 00 wunpopmammu,
WH()OPMAITMOHHBIX TEXHOJOTHSAX M O 3amuTe uWHbopMmaruu. B goroBope mgomkHa
OBITH MPETyCMOTPEHA O0S3aHHOCTH YIOJHOMOYEHHOIO JIMIIA O0ECIeUrnBaTh 3aIUTY
uH(boOpMaIK, SBISIONIEHCS TOCYJapCTBEHHBIM HWH()OPMAIMOHHBIM PECypcoM, B
COOTBETCTBHUH C HACTOSAIUMU TpeOOBaHUAMH.

5.Ilpu o00paboTke B TrOCYJapCTBEHHON HWH(OOPMAIMOHHOW  CHCTEME
uHboOpMaIKM, CcoJiepKallleil TMepCoHaNbHBIE JaHHbIE, HacTosmme TpeboBaHus
NPUMEHSIIOTCS. HapsAly ¢ TPEeOOBaHUSIMU K 3alUTE MEPCOHATBHBIX JAHHBIX MPH HUX
00paboTke B MH(MDOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX, YTBEPKICHHBIX
noctaHoBieHueM IIpaButensctBa Poccuiickoir ®enepanuu ot 1 HOos0ps 2012 1.
Ne 1119 (CobOpanme 3akoHOmaTenbcTBa Poccuiickoit denmeparmu, 2012, Ne 45,
cT. 6257).

6. [Io pemennro obmamatenst wHGoOpMauKM (3aKka3yuka) WM Omeparopa
Hacrosmpe TpeOoBaHWS MOTYT TPUMEHSATHCS JUISl  3allUThl  WHQOpMaIuwy,
COJIEp>KAIICCs B HErOCY1apCTBEHHBIX MH(GOPMAIIMOHHBIX CUCTEMAX.

7. 3amura uHdopmaru, coJieprKalencs B roCyJapCTBEHHOM
nH(GOPMAITMOHHON cucTeMe (Janee — mHpOpPMAaIlMOHHAs cucTeMa), 00ecIeunBaeTCs
IyTEM BBITIOJIHEHUS 0o0iagaTeneM HHpopMaIuy (3aka3dyukoM) U (W) OIepaTopoM
TpeOOBaHMII K  OpraHM3aluu  3alluThl  WH(OpMAIUU,  CcojAepXkalieiics B
UH(OPMAITMOHHOW CHCTeME, W TpeOOBaHWII K MepaM 3aluThl HHGOPMAIIUH,
cojieprKaleics B MHPOpMaIMOHHON cUCTEME.

I1. TpeGoBanus K OpraHU3alMK 3alUTH HH()OPMAIIMH, COIepIKAIIEHCS B
MH(OPMAIMOHHON CUCTEME

8. B unpopmManoHHo#l cucteme 0OBbEKTaMH 3alIUThI SBIAIOTCS MH(MOpMaIus,
cofieprkariasicss B MHGOPMAIIMOHHON CHUCTEME, TEXHUYECKUE CPEJCTBA (B TOM UHUCIIE
CpEICTBA BBIUMCIUTEIHLHOW TEXHUKH, MAlTMHHBIE HOCUTEIN MH(pOpMaImu, cpeacTBa
Y CUCTEMBI CBSI3M U TIepe/layMl JTaHHBIX, TEXHUYECKHUE CPeICTBA 00pabOTKN OYKBEHHO-
udpoBoil, rpaduyeckoil, BUAECO- M peueBON HHOpMaIHH), OOIIECUCTEMHOE,
NPUKIAJHOE, CIEUUalIbHOE MpPOrpaMMHOE oOecrneueHue, HHPOPMAIMOHHbIE
TEXHOJIOTHH, a TAKXKE CPEICTBA 3aIUThl HHPOPMaIUH.



9. lns  oOecneuenuss  3ammTbl  WHQOpPMaUMU,  COAEpKallecs B
UH(OPMAIITMOHHON CHUCTEME, OTEpaTOpPOM Ha3HAYaeTCs CTPYKTYpPHOE MOJpa3/ieieHue
WIH JTIOJDKHOCTHOE JTUIO (PaOOTHHUK), OTBETCTBEHHBIE 3a 3alIUTY UH(MOPMAITUH.

10. JIna mpoBeneHuss paboT IO 3amuTe WHPOpMAIMU B XOJ€ CO3JaHUS U
9KCIUTyaTallui HHQOPMAITMOHHOW CUCTEMBI 00J1aiaTesieM HHPOPMAIUH (3aKa34HKOM)
U OTEepaToOpOM B COOTBETCTBHM C 3aKOHOJATENbCTBOM Poccuiickoit deaepanuu npu
HEOOXOUMOCTH  TPUBJICKAIOTCS ~ OpraHu3alii, HWMEIOIIMe  JIMIEH3UI0  Ha
NEATEIBHOCTh 10 TEXHUYECKOW 3amuTe KOHGUIASHIMATLHOW WH(POpMAUA B
coorBeTcTBUM ¢ DenepanbHbiM  3akoHOM oT 4 wMas 2011 1. Ne 99-@3
«O nuIeH3UPOBAHUHT OTIEJIbLHBIX BHJIOB eI TCIIEHOCTI (Cobpanue
3akoHogaTenscTBa Poccuiickoit @enepanuu, 2011, No 19, cr. 2716; Ne 30, ct. 4590;
Ne 43, c1. 5971; Ne 48, cT. 6728; 2012, No 26, cT. 3446; Ne 31, ct. 4322; 2013, Ne 9,
cT. 874).

11. JIna  oOecrieueHust  3alUThl  WHQpOpMAIMHU,  COJAEpIKaIlCHCS B
UHGOPMAIITMOHHONW CHCTEME, NPUMEHSIOTCS CpEeJICTBA 3alluThl  MHGOpPMAIIHH,
IPOLIEAIINE OIEHKY COOTBETCTBUS B (opMe o00s3aTesbHON cepTUPUKalUU Ha
COOTBETCTBHE TPEOOBaHUSIM MO OE€30MaCHOCTH HMH(POPMAIUA B COOTBETCTBUU CO
crathelt 5 denepanbHoro 3akoHa ot 27 nexadpsi 2002 r. Ne 184-D3 «O TexHUYECKOM
perynupoBannmny (CoOpanue 3akoHogaTenbcTBa Poccuiickoit denepanum, 2002, No
52, ct. 5140; 2007, Ne 19, ct. 2293; Ne 49, ct. 6070; 2008, Ne 30, ct. 3616; 2009, Neo
29, ct.3626; No 48, ct. 5711; 2010, Ne 1, ct. 6; 2011, Ne 30, ct. 4603; Ne 49, cr.
7025; Ne 50, ct. 7351; 2012, Ne 31, ct. 4322; 2012, Ne 50, ct. 6959).

12. 3ammTa wHbOpMaIUU, coaepKamieiics B HHGOPMAIMOHHON CHUCTEME,
SIBJISIETCS COCTaBHOM YacThIO padOT MO CO3JJaHUIO U AKCIUTyaTaluu HH(HOPMALIMOHHON
CHUCTeMBl M OOecIeuMBaeTCs Ha BCEX CTaauax (dTamax) ee COo3JaHus U B XOJe
OKCITyaTalldd MyTEeM TMPHUHATHS OPTaHU3AIIMOHHBIX W TEXHUYECKUX MEp 3allUThI
uHopManuM, HampaBlIEHHBIX Ha OJOKWpOBaHUE (HEUTpamu3aIuio) yrpos
6e3zonacHocT WHMOpManMu B HWHPOPMAIMOHHOW CHUCTEME, B paMKaX CHUCTEMBI
(moscucTeMsbl) 3amuThl HHGOPMAIMK UHPOPMAIIMOHHOW CUCTEMBI (J1ajiee — cucTema
3amuThl HHGOpMaIM UHGOPMAIIMOHHON CUCTEMBI).

Opranu3alioHHbIE W  TEXHUYECKHME MEpbl  3alUThl  WHQPOpPMAIUH,
peanu3yeMble B paMKax CHCTEeMbl 3amuThl HHOpManuu HUHGOPMAMOHHOM
CHUCTEMBI, B 3aBHCUMOCTH OT WH(OpMaIruu, cojaepxaieics B HHOOPMAITMOHHON
cucTeMe, Ierieil co3gaHus WHPOPMAIMOHHON CHCTEMBbI M 3ajJad, peIiaeMbIX 3TOU
UH(OPMAITMOHHOW CUCTEMOMH, TOJKHBI OBITh HAIPaBJICHBI HAa HCKITFOUCHHUE:

HEIMPaBOMEPHBIX JIOCTYTIA, KOIMPOBaHUS, Mpe10CTaBICHUS WIH
pacnpocTpaHEHHUS uHpopmaru (oOecnieueHue KOH(PUIEHIIUAIBHOCTH
uH(popmaIun);

HEMIPAaBOMEPHBIX  YHUYTOXKCHUS WM  MOAMQPUIIMPOBaHHUS HWH(OpMaIun
(oOecmeueHue 1EIOCTHOCTH UHPOPMAITUN );

HEeMpaBOMEpHOTo OJokupoBaHusi uH(popmaiuu (obecreueHrne TOCTYITHOCTH
uH(popMaIum).

13. Ins  obecneyeHust  3amuThl  WH(OpMAIUM,  coAepKamiehcs B
WH()OPMAITMOHHOW CUCTEME, TTPOBOIATCS CIACAYIOMINE MEPOTIPUSITHS:



dbopmupoBanue TpeOOBaHWUN K 3amuTe WHHOPMAIMH, COJASpXKAIIEHCS B
MH(POPMAIITMOHHON CUCTEME;

pa3paboTKa CUCTEMBI 3aLIUThl THPOPMALUK UHPOPMALIMOHHOW CUCTEMBI;

BHEJJPEHUE CUCTEMBI 3aILUTHI HHPOpPMAIMY HH()POPMALIMOHHON CUCTEMBI;

arrectauuss MH(QOPMALMOHHOW  CHCTEMBbl IO  TpeOOBaHUSM  3alIUTHI
uHpopManuu (mamee — arrecTanyss MHPOPMALMOHHOM CHUCTEMBI) M BBOJ €€ B
JICUCTBHE;

oOecrnieueHre 3alIuThl WH(GOPMAlMKM B XOJE€ SKCIUTyaTalldd aTTeCTOBAHHOMN
MH(GOPMALIMOHHON CUCTEMBI;

o0ecrieueHrne 3amuUThl WHGOpPMAlNKUKM TpPH  BBIBOJAE M3 IKCIUTyaTalluu
aTTeCTOBAaHHOW HMH(OPMAIIMOHHOW CHCTEMbl WM TOCJIE NPUHATUS pelIeHus 00
OKOHYaHUH 00pabOTKH UH(pOpMALIHH.

dopMupoBaHue TpeOOBAaHUH K 3alIUTE HH(DOpPMALIUHU, COEpHKAIICICS B
UH(POPMAILMOHHOMN CHCTEME

14. ®opmupoBanue TpeOOBaHUM K 3amuTe WH(OpMaIuu, cojepsKaleics B
MHPOPMAITMOHHON  CUCTEME,  OCYILIeCTBisieTcss — oOnajgaTesnieM  HH(opmanuu
(3aka34uKoMm).

dopmupoBaHue TpeOOBaHUU K 3amuTe WHGOPMAIMK, COJEpKalllecs B
uHpopMaIMoHHOU cucTteme, ocymectBisiercs ¢ yuetoMm ['OCT P 51583 «3ammra
uHpopmanuu. [lopsnok co3maHus aBTOMATHU3UPOBAHHBIX CHCTEM B 3alUIIEHHOM
ucnomHenuu. O6mme mosoxkenus» (nainee - TOCT P 51583) u 'OCT P 51624
«3Bammra wHMOpManuU. ABTOMATH3UPOBAHHBIE CHUCTEMBI B  3alIHUIIEHHOM
ucnionHenn. OOmme TpedoBanus» (manee - 'OCT P 51624) u B TOM uyucne
BKJTIOUYAET:

MPUHATHE PEIICHUS O HEOOXOJAUMOCTH 3alIUThl MHPOPMAIUU, COAEpKallIecs
B MH(DOPMAITMOHHON CUCTEME;

Kiaccuukanuio HUHOOPMAIMOHHOM CHUCTEMBI MO TpeOOBaHUSM 3allUThI
uHbopmaIuu (nanee — kinaccuduranus nHOOPMaIMOHHOM CUCTEMBI);

orpeneneHne yrpo3 0e30macHoCTd UH(pOpMaLMK, peanu3aiusi KOTOPbIX MOKET
IPUBECTH K HAPYIICHUIO O€30MaCHOCTH MH(POPMAIUU B MHPOPMAIIMOHHON CHCTEME,
U pa3pabOTKy Ha MX OCHOBE MOJIETU yrpo3 0€30MmacHOCTH HH(OpMAITUY;

oTpejieNieHre TpeOOBaHUM K CHCTEME 3alUThl HHPOpMauu HHPOPMaITMOHHOM
CUCTEMBI.

14.1. Ilpy npuHATAM pEHIeHHS O HEeOOXOAMMOCTH 3allUThl HH(POpPMALINH,
cojieprkaileics: B MHPOpMaImoOHHOM CUCTEME, OCYIIECTBIISETCS:

aHalu3 1enel co3ganust THPOPMAIIMOHHON CUCTEMBI U 3a/1ad, pelIaeMbIX ITON
UH(OPMAITMOHHON CUCTEMOI;

onpezeneHre MHboOpMaIMKM, Nojajexkaleid odpabdoTke B HHPOPMALMOHHON
CUCTEME;

aHaMM3 HOPMATUBHBIX TMPABOBBIX AaKTOB, METOJUYECKUX JIOKYMEHTOB H
HaIllMOHAIBHBIX CTAaHAAPTOB, KOTOPHIM JIOJDKHA COOTBETCTBOBATH MH(MOPMAIIMOHHAS
CUCTEMa;

OPUHATHE pEIIeHUus O HEOOXOAMMOCTH CO3JaHUSl CHUCTEMBl 3allUThI
uH(pOpMali MHPOPMAIIMOHHON CHUCTEMBI, a TAaK)XE OMpeJelieHue Iefed U 3anad



3aIUThl MHPOpPMAIMK B MH(POPMAIIMOHHOM CHUCTEME, OCHOBHBIX 3TAarlOB CO3/aHUs
CUCTEMBbI 3alUThl WHGOpPMAIMU HWHPOPMAMOHHOW CHUCTEMBI W (DYHKIMI 110
oOecreueHunIo 3aiuThl HHPOpMaLIMY, coaepxKalieiicss B HHPOPMaAIMOHHON CHCTEME,
obmanarens naGopMaiuu (3aka3unka), orepaTopa U YIoJTHOMOUYCHHBIX JIHII.

14.2. Knaccudukanust ~ uHGOPMAIIMOHHONW  CHUCTEMBl  TPOBOAUTCA B
3aBUCUMOCTH OT 3HAYUMOCTH oOpabaTbiBaeMoOil B Heill MHpopManuu MW MaciTada
uH(pOpPMAITMOHHOM CUCTEMBI ((peiepatbHbIN, peTHOHATBHBIN, 0ObEKTOBBIN).

YcTaHaBIMBAIOTCS  YEThIpEe  Kjacca 3alMIIEHHOCTH  HMH()OPMAIMOHHOM
CHUCTEMbI, OMpEACIAIONIME YPOBHU 3alllMIICHHOCTH COJEpKalleiics B Hel
uHpopmannu. CaMblil HU3KHUI KJ1acc — YeTBEPTHIN, CaMblil BRICOKUN — nepBbIid. Kiacc
3aIUIICHHOCTH WH(OPMAIIMOHHOW CHUCTEMBI OIpPEACNSETCS B COOTBETCTBHH C
npuiokenneM Ne 1 k Hactosmm TpeGoBaHuUsIM.

Knacc 3ammineHHocTH omnpeaensieTcs Mg WH()OPMAIMOHHOW CHUCTEMbl B
IIETIOM U, TIPU HEOOXOJMMOCTH, IUIS €€ OTIEIBbHBIX CEIMEHTOB (COCTaBHBIX 4acTeil).
TpeboBanue K KilacCcy 3alllMIIEHHOCTH BKJIIOYAETCS B TEXHUYECKOE 3a/laHue Ha
co3/laHrue HH(OPMALIMOHHOW cHUCTeMbl M (WJIM) TEXHUYECKOE 3aJaHue (YacTHOE
TEXHUYECKOE  3a/laHhe) Ha  CO3JaHME  CUCTEMBbl  3alIUThl  MH(POpPMaALUH
uH(OPMAIITMOHHONW  CUCTeMBbI, pa3padareiBaeMbie ¢ ydetom ['OCT 34.602
«MudpopmanrionHas TexHojorug. KoMIieke cTaHAapTOB Ha aBTOMATH3WPOBAHHbBIC
cUCTeMbl. TeXHMYECKOE 3a/JlaHue Ha CO3/IaHHE AaBTOMAaTU3UPOBAHHOM CHCTEMBI»
(manee — 'OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3amumieHHOCTH WHGOPMAIMOHHOW CHCTEMBI MOIJICKUT TMEPECMOTPY
Opu  HW3MEHEHHH Macitaba HWHPOPMAIIMOHHOW CHCTEMbl WM 3HAYUMOCTHU
oOpabaTbiBaeMoOii B HeW HH(POpMALIUK.

PesynpraThl kjaccupukanmu MHOOPMAIMOHHOW CHCTEMBI  O(QOPMIIAIOTCS
aKTOM KJ1accu(UKauu.

14.3. Yrpo3el 6e3omacHOCTH HHGPOPMAIMK OMPEACISIIOTCA IO Pe3yJibTaram
OLICHKM BO3MOXKHOCTEH (IMOTEHIMaaa, OCHAIICHHOCTH M MOTHBAIMH) BHEIIHHX U
BHYTPEHHHUX HapYIIUTENICH, aHaanu3a BO3MOKHBIX YS3BUMOCTEW HH(POPMAIMOHHOM
CUCTEMBI, BO3MOXKHBIX CIIOCOOOB peayin3aliii yrpo3 0e30MacHOCTH MHPOPMAIMH U
HNOCNEACTBUA  OT  HapylleHuss  CBOICTB  Oe3omacHOCTM  HMH(opmanuu
(koH(bUIEHITNATFHOCTH, IETTOCTHOCTH, JTIOCTYITHOCTH).

[Ipu ompenenenun yrpo3 Oe3omacHOCTH HWHGOPMAIMH  YYUTHIBAIOTCS
CTPYKTYpHO-(QYHKIIMOHAIBHBIE ~ XapaKTePUCTHKH  WHMOPMAIIMOHHOW  CHCTEMBI,
BKJIFOYAIOIIME CTPYKTYPY M COCTaB HH(POPMAIMOHHOM CHUCTeMBbl, (U3UUYECKue,
jJoruveckre, (QyHKIMOHAIBHBIE H  TEXHOJOTHYECKHE  B3aUMOCBSI3M  MEXIY
CerMeHTaMu HH(OPMAITMOHHOW CUCTEMBI, C UHBIMH WH()OPMAIIMOHHBIMUA CHCTEMaMU
U UHPOPMALMOHHO-TEIIEKOMMYHUKAIMOHHBIMU ~ CETSAMH, PEXKUMBI  00pabOTKU
nHpopMaIuu B MHPOPMAIIMOHHOW CHCTEME U B €€ OTICIBbHBIX CErMEHTaxX, a TaKXkKe
WHBIC XapaKTEPUCTUKHU nH()OpPMAITMOHHOM CUCTEMBI, IpUMEHsIEMbIe
nH()OPMAITMOHHBIC TEXHOJIOTUHA U OCOOEHHOCTH €€ (PYHKITMOHUPOBAHMSI.

[Io pesynpTaTam ompeaeneHus yrpo3 0Oe30macHOCTH WHGOPMAIMK TPU
HEO0OXOMMOCTH pa3pabaThIBAIOTCS PEKOMEHIALUHU M0 KOPPEKTUPOBKE CTPYKTYPHO-
(YHKIIMOHATIBHBIX XapaKTEPUCTHUK HH(POPMAIIMOHHOW CHUCTEMbI, HAIllpaBJICHHbBIC Ha
OsI0KMpOBaHKE (HEUTpAIU3ALINIO) OTIEIBHBIX YIPO3 O€30MacHOCTH HH(OPMALIUH.



Mogens yrpo3 Oe3omacHOCTH HH(OpPMAIMKM JIOJDKHA COAEpKATh OMHCAHHE
UH(OPMAIITMOHHONW CUCTEMBI U €€ CTPYKTYPHO-(DYHKIIMOHAJIBHBIX XapaKTEPUCTHK, a
TaK)K€ OIUCAaHUE Yyrpo3 0e30macHOCTH MH(POpPMAlUU, BKJIIOYAIOUIEE OIMKMCAHHUE
BO3MOXHOCTEW Hapymurened (MOJelb HapyIIUTENs), BO3MOXHBIX YS3BUMOCTEH
UH(OPMAIITMOHHOW  CHCTEMBbI, CIOCOOOB  peanu3alud  Yrpo3  0e30macHOCTH
uH(pOpMAaIUKU U MIOCTEACTBUN OT HApYIIEHHs] CBOMCTB 0€30MacCHOCTH HH(OpMAIUH.

Jlns omnpenenieHus yrpo3 0€30MmacHOCTH MHGOPMAIMK U Ppa3pabOTKU MOJIETU
yrpo3 0e3omacHOCTH WHGOPMAMK TMPUMEHSIOTCS METOAMYECKHE JOKYMEHTHI,
pazpabotannbie U yTBepkKIeHHbIe DCTOK Poccun B COOTBETCTBUM € MOJAIMYHKTOM 4
nyHkTa 8 Ilomoxkenusi o denepanbHO Ciyk0€ MO TEXHUYECKOMY M IKCIIOPTHOMY
KOHTpPOJIO, yTBepxkAeHHOro Ykazom Ilpesunmenta Poccuiickon ®enepanymu ot
16 aBrycra 2004 1. Ne 1085 (CoOpanue 3akoHOmarenbcTBa Poccuiickoit deneparum,
2004, Ne 34, cr.3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, cr.4921; Noe 47, ct. 5431,
2012, Ne 7, ct. 818).

14.4. TpeGoBanus K cHUCTeME 3alUThl HHPOPMAIMK WHOOPMAITMOHHON
CUCTEMBl  ONpPENESIIOTCS B 3aBUCUMOCTH  OT  Kjacca  3al[UIIEHHOCTH
UH(GOPMAITMOHHONW CHCTEMBbl U Yrpo3 0e3omacHoCcTH MHGOpPMAIMK, BKIIOYCHHBIX B
MoOJieNb yTpo3 0€30MacHOCTH HH(OPMALIUH.

TpeGoBanust K cucreme 3auuThl HHGOpMAMK HUHGOPMAIIMOHHONW CHCTEMBbI
BKJIFOUAIOTCS B TEXHUYECKOE 3aJ]JaHuEe Ha CO3/aHre WH(GOPMAIIMOHHONW CHUCTEMBI U
(unn) TexHUYecKoe 3a7aHne (4acTHOE TEXHHUYECKOE 33/IaHHEe) Ha CO3JaHUE CHCTEMBI
3alUTBl MHPOPMalUUU WH(DOPMAIMOHHOW CHUCTEMBI, pa3padaThIBA€MbIE€ C Y4YETOM
I'OCT 34.602, TOCT P 51583 u I'OCT P 51624, u 1oJOKHBI B TOM YHCJIE COJEPIKATh:

Heiab M 3aJayd oOecrnedeHus 3alluThl MHpOpMauuu B HHPOPMALMOHHON
CUCTEME;

KJIACC 3aIIMIIEHHOCTH NH(POPMAITMOHHON CHUCTEMBI,

MepeueHb HOPMATHBHBIX TPABOBBIX AaKTOB, METOJWYECKUX JIOKYMEHTOB U
HAIMOHAJIBHBIX CTAHJIAPTOB, KOTOPBIM JIOJDKHA COOTBETCTBOBATH MHGOPMAIIMOHHAS
CUCTEMA;

NepeueHb OOHEKTOB 3aIUTH HTHPOPMAIIMOHHOMN CHCTEMBI;

TpeOOBaHMSI K MEpaM M CPEJICTBaM 3alUThl MHGOPMAIINH, MPUMEHIEMBbIM B
UH(OPMAITMOHHON CUCTEME;

TpeOOBaHMsI K 3aIUTe UHPOPMAIIUU MPU WHHOPMAITMOHHOM B3aUMOJCHCTBUU
C WHBIMU uH(OPMAITMOHHBIMU CHUCTEMaMH u nHDOpPMAITMOHHO-
TEJICKOMMYHHUKAIIMOHHBIMHU CETSAMHU, B TOM YHCIIC ¢ HHOOPMAITMOHHBIMA CHCTEMaMHM
YIIOJTHOMOYEHHOTO JIMIA, a TaKKe MPU NPUMEHEHWU BBIYHCIUTEIHHBIX DPECYPCOB
(MOIIHOCTEH), MPEIOCTABISIEMBIX YIOJHOMOYEHHBIM JIMIIOM [iJI1  00paOOTKH
uH(popMaIuu.

[Ipu omnpenenenun TpeOOBaHMW K CUCTEME 3aUlUThl  MHGMOpPMAIUU
MH)OPMAITMOHHOW CHUCTEMBI YUYUTHIBAIOTCS TIOJIOKEHHUS TIOJIMTHK OOECTICUCHHMSI
nH(popmaImoHHoM 6e30macHocTy 00anaTens nHdopmaIruu (3akazyuka) B CIydae ux
pazpaborku mo ['OCT P HNCO/MDOK 27001 «WUudopmanmoHHasi TEXHOJIOTHS.
Metonel u cpenctBa oOecnedeHuss Oe3omacHOCTH. CHCTEMbl MEHEIKMEHTA
uH(popMalMOHHON Oe3zomacHocTU. TpeboBaHMs», a TaKKe MOJUTHK OOECIICYSHHS



nH()OPMAITMOHHONW 0€30MaCHOCTH OlepaTopa W yIMOJTHOMOYEHHOTO JIMIA B YaCTH, HE
MPOTUBOPEYAIIICH MOJUTUKAM 001aaaTest HHGopMaluK (3aKa3yuka).

Pa3zpaboTka cucteMsl 3alIUThHI HH(DOpMaAIUU
MH(OPMAITMOHHON CUCTEMBI

15. Pa3paboTka cuctembl 3amuThl HHGOpPMAIUU UH(MOPMAIIMOHHOW CHCTEMBI
opranmu3yercs objamareneM nHGopMaun (3aKa34HKOM).

Pa3paboTka cuctembl 3ammTbl WHGOPMAMH WH(YOPMAITMOHHOW CHCTEMBI
OCYLIECTBJISIETCSI B COOTBETCTBHM C TEXHMYECKMM 3aJlaHHEM Ha CO3JaHHE
WHOOPMAITMOHHOW CHUCTEMBI W (WJIM) TEXHUYCCKMM  3aJaHueM (YaCTHBIM
TEXHHYECKUM  3a/JlaHheM) Ha CO3/[aHH€ CHUCTEMBbl 3aIlUThl  HH(POpPMAIUH
uHpopmanmonHor cuctempl ¢ yderom ['OCT 34.601 «Mupopmarmonnas
TexHoynorusa. KoMIiekC  CcTaHIapToB Ha  ABTOMATU3UPOBAHHBIE  CHUCTEMBI.
ABtoMatuzupoBanHbie cuctembl. Ctanuu coznanus» (nanee — 'OCT 34.601), TOCT
P 51583 uI'OCT P 51624 1 B TOM 4nclie BKJIIOYAECT:

MPOCKTUPOBAHUE CUCTEMBI 3aIUTHI HH(POPMAIIUU UHPOPMAITUOHHON CUCTEMBI;

pa3paboTKy OKCIUTyaTallAOHHOW JIOKYMEHTallUh Ha CHUCTEMY 3allUThl
uHpopmaIuu HHHOPMAIIMOHHON CUCTEMBI,

MaKeTUpOBAaHUE W  TECTUPOBAHME  CHUCTEMbl  3alUThl  WHOOpPMAIUU
MH()OpPMAMOHHOW cucTeMBI (TIPU HEOOXOAUMOCTH).

CuctemMa 3amuthl MHpoOpManuu HHGOPMALIMOHHON CUCTEMBI HE JOJIKHA
MPEMSITCTBOBATh JAOCTHKEHHUIO LEJel co3qaHus MHPOPMALMOHHON CHUCTEMBI U €€
(YHKIMOHUPOBAHMIO.

[Ipu pazpaboTke cuctemsl 3alIUThl UH(GOpPMAIMU UH(HOPMAIITMOHHONW CHCTEMBI
YUYUTBHIBAETCSI €€ MH(POPMAIIMOHHOE B3aUMOJICUCTBUE C MHBIMU UH(POPMAIMOHHBIMU
cucteMaMud ¥ UHGOPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIMUA CETSMU, B TOM YHUCIE C
UH(OPMAITMOHHBIMA CHUCTEMaMH YIOJIHOMOYEHHOTO JIUIA, a TaKXke NpPUMEHEHHUE
BBIYHCIIUTEIBHBIX PECYPCOB (MOIIHOCTEN), MPETOCTABISIEMBIX YIIOTHOMOYEHHBIM
JUIIOM 7151 00paboTKKU MH(POPMAITUH.

15.1. Ilpwu IPOEKTUPOBAHUU CUCTEMBI 3aIUTHI uHbopMaIuu
UH(OPMAITMOHHOW CUCTEMBI:

OTIPEJICIISIIOTCS TUTIBI CYOBEKTOB J0CTyNa (IMOJIh30BATEU, MPOIECCH U WHBIE
CyOBEKThl JOCTyNMa) M OOBEKTOB JOCTyIA, SBISIOMMXCS OOBEKTAMH 3allUThI
(ycrpoiicTBa, 00BbeKThI (haiiJIOBOM CUCTEMBI, 3allyCKaeMble U UCTIOJHIEMbIE MOIYJIH,
OOBEKTHI CHUCTEMBbl yMpaBjieHUs Oa3zaMu JaHHBIX, OOBEKTHI, CO3/1aBAEMbIC
NPUKJIAJAHBIM TPOTPAMMHBIM 00ECIIEYeHHEM, HHbIE 0OBEKTHI JOCTYIA);

OTIPENICIISIOTCS METO/IbI YIIPABICHUS JOCTYIIOM (JIUCKPEIIMOHHBIN, MaHIaTHBIMN,
POJICBOM WJIM HMHBIC METOJBI), THIIBI JOCTyINa (YTEHHE, 3alKCh, BBIIOIHCHUE HWJIH
WHBIC THIBI JOCTYIA) W MpaBWIa pa3rpaHUYEHUS TOCTyNMa CYObEKTOB JOCTyma K
oOBbeKTaM J0CTyna (Ha OCHOBE CIMCKOB, METOK O€30MacHOCTH, POJIeH M HHBIX
MIpaBuII), MOJICKAINE peaTu3alui B HHPOPMAIIMOHHOM CHCTEME;

BBIOMPAIOTCS MEphl 3alUThl WH(OpMAIUK, TMOMJIEKAIINE pealu3alu B
cCUCTEME 3aIuThl HHpopMauu HHPOPMAITMOHHOW CHCTEMBI;



OTPENENSIIOTCS  BUABI W TUNBI  CPEACTB  3amuThl  WHOOpMaIuH,
o0ecreynBaoIIre peann3alnio TEXHHYECKUX Mep 3alIUThl HHGOpMAIIHH;

OTIpEIEISIETCSl CTPYKTYpa CUCTEMBI 3alUThl MHGOpMaluu MHGOPMAIIMOHHON
CUCTEMBI, BKJIIOYAsi COCTaB (KOJIMYECTBO) U MECTA PA3MEILICHUS €€ SJIEMEHTOB;

OCYUIECTBIISIETCSI BBIOOP CPEACTB 3alMThl MHPOPMALIUU, CEPTUPUIIUPOBAHHBIX
Ha COOTBETCTBUE TpeOOBaHUAM IO O€30MacHOCTH HWHMOPMAIMK, C YYETOM UX
CTOMMOCTH, COBMECTUMOCTH ¢ MH()OPMAITMOHHBIMA TEXHOJOTUSIMU U TEXHUYECKUMU
cpeacTBaMu, PYHKIIMI 0€30MaCHOCTH ATHX CPEJICTB U OCOOEHHOCTEN X pean3aliy,
a TaKKe KJlacca 3alMIeHHOCTH HHPOPMAITMOHHON CHCTEMBI,

OTIPEIEISIIOTCS TTapaMeTPhl HACTPOMKH MPOTPAMMHOTO OOCSCTICUCHHSI, BKITFOYAs
MporpaMMHOE OOeclieueHrue CpeACTB 3alluThl HMH(pOpMamu, 00ecIeynBaIoIIe
peanu3anyio Mep 3amuThl HMH(pOpMAIMK, a TakKe YCTPAHCHHE BO3MOMXHBIX
ySI3BUMOCTEH MHGOPMAIMOHHON CUCTEMBI, MPUBOMASIINX K BO3HUKHOBEHUIO YIPO3
6e3omacHocTH UH(pOpMAIUY;

OTPEEISIIOTCA ~ MEpbl  3allUThl  MH(OpMaAnuu 1pu  HUHPOPMAITMOHHOM
B3aMMOJICUCTBUM C WHBIMH HH(POPMAIMOHHBIMU CHUCTEMaMU M HH(POPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIMU CETSIMU, B TOM YHCJI€ ¢ MH()OPMAIMOHHBIMA CHUCTEMAaMHU
YIOJIHOMOYEHHOIO JIMIA, & TAKXE€ MPU NMPUMEHEHUHU BBIYUCIHUTEIBHBIX PECYPCOB
(MomHOCTE#), MPEIOCTaBISIEMbIX YIIOJHOMOYCHHBIM JIMIIOM JUIS  0O0pabOTKH
uH(popMaIuu.

Pe3ynbraTh MPOCKTUPOBAHUS CUCTEMBbI 3aIlUThHI uHpopMaru
MH(POPMAITMOHHON CHUCTEMBI OTPaKalOTCsl B MPOEKTHOM TOKYMEHTAIMu (3CKU3HOM
(TEXHUYECKOM) MPOeKTe W (WiK) B pabodel JOKyMEHTAIMK) Ha WH(OPMAIMOHHYIO
cucteMy  (cucreMy  3amMThl  MHGOpMANMK  UHMOPMALMOHHOM  CHUCTEMBI),
paspabarbiBaeMbix ¢ yudetoM ['OCT 34.201 «WudpopmanmoHHas TEXHOJIOTHS.
Kommieke ctaHnapToB Ha aBTOMATU3UPOBaHHBIE CUCTEMBI. BU/bI, KOMIUIEKTHOCTh U
0003HaueHHEe JOKYMEHTOB MPU CO3JaHUU aBTOMATHU3MPOBAHHBIX CHUCTEM» (lanee —
I'OCT 34.201).

[IpoexTHas JOKyMeHTaIUsl Ha UHPOPMAITMOHHYIO CUCTEMY U (UJIH) €€ CUCTEMY
3aIUThl MH()OpPMAIMU TOJUIEKAT COTVIACOBAHUIO C OIEpPaTOpoM HH(POPMAIMOHHOM
CUCTEMBbl B cClly4ae, €CIM OH OIpPEIENeH TaKOBbIM B COOTBETCTBUU C
3aKkOHOmarenbCcTBOM  Poccumiickorn ~ @enmepanui K=~ MOMEHTY — OKOHYAaHUS
MIPOCKTUPOBAHMS CUCTEMBI 3aIUTHI WH(pOpMaIuu UHPOPMAITMOHHON CUCTEMBI U HE
SIBJISIETCS 3aKa3YMKOM JIaHHOW MH(GOPMAIMOHHON CUCTEMBI.

[Ipu  orcyTcTBUM  HEOOXOAMMBIX  CPEICTB  3alllUThl  MHGOpMAIUH,
cepTUUIIMPOBAHHBIX  HAa  COOTBETCTBHME  TpeOOBaHUSM MO  OE30MacCHOCTH
uH(opMaluu, opranu3yercsi pazpadboTka (1opaboTKa) Cpe/ICTB 3alIUThl HHPOpMaIUU
U uX cepTuduKanus B COOTBETCTBUU C 3aKOHOJIaTeNIbcTBOM Poccuiickoit deneparuu
WM TPOU3BOAUTCS KOPPEKTUPOBKA IMPOCKTHBIX pEHICHUH 10 WHOOPMAIMOHHOMN
cucteMe W (UJM) €€ CHCTeME 3allUThl MHPOpPMAIMKA C y4eToM (YHKIIMOHAIBHBIX
BO3MOYKHOCTEH UMEIONTUXCS CEPTUDUITMPOBAHHBIX CPEJICTB 3alTUTHI HH()OPMAIIHH.

15.2. Pa3paboTka SKCIUTyaTallMOHHOW JOKYMEHTAIIMM Ha CHCTEMY 3alllUThl
uHpopmaruu WHGOPMAIIMOHHON CHUCTEMBI OCYIIECTBISIETCS B COOTBETCTBUU C
TEXHUYECKUM 3aJaHFEeM Ha CO3/laHue WH(POPMAIMOHHON CHUCTEMbl U  (WJIH)



TEXHUYECKUM 3aJaHUEM (YaCTHBIM TEXHUYECKUM 3aJIaHUEM) Ha CO3/IaHUE CUCTEMBI
3amuThl ”HGOPMALIMK UHPOPMALIMOHHON CUCTEMBI.

OKCIUTyaTalluOHHAsl JOKyMEHTAIlMsi Ha CHUCTEMY 3allluThl HHMOpMaIUu
uH(popMaIMoOHHON cucTeMbl pazpadbarbiBaercas ¢ yderom ['OCT 34.601, T'OCT
34.201 uI'OCT P 51624 u nomxHa B TOM YUCJIE COJIEP)KATh OMKUCAHUE:

CTPYKTYpPBbI CUCTEMBI 3alIUTHl UHPOPMALIUK UH(DOPMAITMOHHON CUCTEMBI;

COCTaBa, MECT YCTAaHOBKH, MMApaMETPOB U MOPsJIKa HACTPOMUKH CPEJCTB 3aIUThI
nH(}OpMAIH, TPOrPAMMHOTO 0OECTICUCHHS M TEXHUYECKUX CPEJICTB;

MpaBWJl DKCIUTyaTallid CHCTEMbl 3aluThl WH(OpMaruu WHGOPMAITHOHHON
CUCTEMBI.

15.3. Ilpyn MakeTHpOBAaHUU W TECTUPOBAHUHM CHUCTEMBI 3aIUTHI HH(POPMAIHH
MH()OPMAITMOHHOW CHUCTEMBI B TOM YHCJIE OCYIICCTBIISIOTCS:

MpoBepKa pPabOTOCTIOCOOHOCTH M COBMECTUMOCTH BBIOPDAHHBIX CPEACTB
3aUThl UHPOpPMAIMKM C WH()OPMAIMOHHBIMH TEXHOJOTUAMH W TEXHUYECKUMHU
CpelCTBamMu;

MpPOBEpKa BBIMOIHEHUSI BBIOPAHHBIMH CPEJCTBAMU 3aIUTHI HMH(OpMAIUU
TpeOOBaHMIA K CUCTEME 3alTUThl HH(POpMAIUU UHHOPMAITMOHHON CUCTEMBI,

KOPPEKTHPOBKA TMPOEKTHBIX pEIICHUH, pa3pabOTaHHBIX TNPU CO3JIAaHUU
UHPOPMAIIMOHHON  cucTeMbl W (WIM)  CHUCTEMBbI  3alIUTHl  MHMOpMAaIH
UH(GOPMAIIMOHHON CUCTEMBI;

KOPPEKTUPOBKA MPOCKTHOW M IKCILIYyaTalIMOHHON JOKYMEHTAIIMH Ha CHUCTEMY
3aIIUATHl THPOPMALIMK HHPOPMALIMOHHON CHCTEMBI.

MakeTupoBaHre CHCTEMBI 3alIUThl HHPOpMAUA UHHOPMAITMOHHON CHCTEMBI
U €€ TECTUPOBAHUE MOXKET MPOBOJUTHCS B TOM YHCIIC C MCIIOJIL30BAHUEM CPEICTB U
METOI0B MOJETHPOBAHUS HHPOPMAITMOHHBIX CUCTEM U TEXHOJIOTHUH BUPTYaTHU3AIHH.

Buenpenue cuctemMsl 3anuThl HHGOpMAIUU
UH(OPMAITMOHHON CUCTEMBI

16. Bueapenue cuctembl 3amuThl UHQOpMaMu UHGOPMAIIMOHHONW CHCTEMBbI
opranusyercs obagarenem nHpopMalu (3aKa3uukoMm).

Buenpenue cuctembl 3amuThl MHDOpManMu UHOOPMAIMOHHOW CHCTEMBbI
OCYIIECTBJISIETCSI B COOTBETCTBUM C  TPOCKTHOM W  IKCIUTyaTallMOHHOU
JOKYMEHTAIMEH Ha CHCTEMY 3aIllUThl HHGOpMAK WHGOPMAIIMOHHONH CUCTEMBI U B
TOM YHCJIC BKIIIOYALT:

YCTAaHOBKY M HACTPOWKY CPEJICTB 3aIIMTHl HHPOPMAHMK B WH()OPMAITMOHHON
CUCTEME;

pa3paboOTKy JTOKYMEHTOB, OMNpPENSISIONIMX TMpaBujia W IPOIEAYPHI,
peanuzyeMble  OmMepaTopoM  JiJisi  oOeclieueHus  3aluThl  uHQOpMamuu B
MH()OPMAITMOHHONW CHUCTEME B XOJI€ €€ JKCIUTyaTalluu (lajee — OpraHu3aIlOHHO-
pacnopsIMTeIbHbIE IOKYMEHTHI 110 3aiuTe HH(popmaium);

BHEJIPEHUE OPTaHU3AIMOHHBIX MEp 3alTUThl HH()OpMAITUH;

peIBapUTEIbHBIC UCTIBITAaHUS CUCTEMBI 3aIUTHI uHdopmarun
MH(GOPMALIMOHHON CUCTEMBI,



OTBITHYIO JKCIUTyaTallMi0 CUCTEMBI 3alluThl MH(OpMALUU WHPOPMALMOHHON
CUCTEMBI,;

aHaNIM3 YSA3BUMOCTEH MH(OPMAIMOHHOW CHCTEMbl M MPUHITHE MEp 3alllUThl
uH(pOpMAIUH TI0 UX YCTPAHEHUIO;

MPUEMOYHbIE UCIBITAHUS CUCTEMBI 3alIUThl MHPOPMaUU HUHPOPMALUOHHOM
CUCTEMBI.

K BHeapeHuIO cUCTeMBI 3alUThl MH(DOpMAUU HWHOOPMAIMOHHOW CHUCTEMBbI
MpPUBJIEKACTCA ONEepaTop MH(OOPMALMOHHONW CHUCTEMBI B CIy4yae, €ClId OH OMpEeIeH
TaKOBBIM B COOTBETCTBHHM C 3aKOHOAATENBCTBOM Poccuiickont denepanum K MOMEHTY
BHEJPEHUS CHUCTEMbI 3alIUThl WH(pOpMauu HWHGOPMALMOHHOW CHUCTEMBI U HE
SBIISIETCS 3aKa3YMKOM JaHHOW MH(GOPMAIMOHHON CHCTEMBI.

16.1. YcraHoBka ¥ HacTpoWKa CpeICTB  3allUThl  MHPOpPMAIMH B
MHQOPMAIMOHHOW  CHUCTEME  JIOJDKHA  MPOBOJMUTHBCS B COOTBETCTBHUM  C
HKCIUTyaTallMOHHOM  JOKYMEHTalued Ha  CHCTEMYy  3allUThl  MHQOpPMAIUH
MH(POPMAIIMOHHON CUCTEMBI U JOKYMEHTAIlMEN Ha CPEICTBA 3aIUThl MHPOPMAIUH.

16.2. Pa3zpabaTbeiBacMble OpraHU3alMOHHO-PACTIOPSIUTENbHBIE TOKYMEHTHI 110
3a1uTe MHPOPMALMK JOJIKHBI ONIPEAEIIATh MPaBUiia U MPOLETYPHI:

ynpasiaeHus:  (aAMMHUCTPUPOBAHMUS) CHUCTEMOM  3alllUThl  MH(POpMAIIU
MH(POPMAIITMOHHON CHCTEMBI;

BBISIBJICHUSI WHUUACHTOB (OJHOTO COOBITHSI WM TPYIIIBI COOBITHIT), KOTOpBIE
MOTYT MPUBECTH K COOSM WIM HapyUIEHUIO (PYHKIMOHUPOBAHMS WH(DOPMAMOHHOU
CUCTEMbl M (WJM) K BO3HUMKHOBEHHIO Yrpo3 ©0e30macHOCTH HH(pOpMaluu
(manmee — MHLIMJICHTHI ), U PEAarMpOBaHUs HA HUX;

yHOpaBieHUs] KOH(QUTrypauuend aTTeCTOBAHHOW HH(POPMALIMOHHON CHCTEMBI U
CUCTEMBI 3alIMThI HH(OpMAIIUU MHPOPMALIMOHHON CUCTEMBI;

KOHTpOJs (MOHUTOpPHMHTA) 3a OOECIEUYCHUEM YPOBHS  3alUIIEHHOCTH
uH(bOopMaIK, coaepKaleics B UHPOPMAIIMOHHON CUCTEME;

3alUThl MH(OpPMAlLKMK TpPH BBIBOJE U3 OKCIUTyaTallud HHOOPMALMOHHON
CUCTEMBI WJIY TIOCJIC IPUHSATHUS PEIICHHS 00 OKOHYaHUM 00padOTKU MH(OpMAIUH.

16.3. Ilpu BHenpeHWH OPraHU3alMOHHBIX MEP 3alMThl  HHGOPMAINH
OCYLIECTBJISFOTCS:

peanu3anysi MpaBWJI pPa3TpaHUYEHHUs JOCTYIa, PETIAMEHTHPYIOLIUX IpaBa
J0CTyna CyOBEKTOB JoCTyna K OOBEKTaM JOCTyIa, M BBEICHUE OTpaHUMYCHUN Ha
JIENUCTBUA MOJIb30BATENEH, @ TAK)KEe HA U3MEHEHHUE YCIOBHM 3KCIUTyaTallui, COCTaBa U
KOH(UTypallMi TEXHUYECKUX CPEJICTB U MMPOrPaMMHOTO 00€CIICUEHUS;

IpoBepKa TOJHOTHL W JCTAIBHOCTH OMNHUCAaHUS B  OpPraHU3allMOHHO-
pacnopsIMTEIbHBIX JOKYMEHTAX MO 3aliuTe MHGOpMAaIMU JTeHCTBUIA MOJIb30BaTENEH
U aJIMUHHCTPATOPOB MH(GOPMAIIMOHHON CUCTEMBI MO pean3alii OpraHUu3aluOHHBIX
Mep 3alIUThl HH(pOpMauu;

oTpaboTKa JEHCTBUN TOJDKHOCTHBIX JIUIL U TIOJPA3/IEICHH, OTBETCTBEHHBIX 3a
pealin3aluio Mep 3alUThl HHPOPMAITIH.

16.4. IlpeaBaputenbHble  WUCIBITAHUA  CUCTEMbl  3aIIUThl  MHGOpPMaLUU
uHpopmarmoHHoO  cuctemMbl  mpoBogsATcs ¢ yderom  [OCT  34.603
«MHdopmanrionHas TeXHOJOTHs. Buabl UCMbITAHUN aBTOMATHU3UPOBAHHBIX CHCTEM»
(mamee — T'OCT 34.603) u BKJIIOYAIOT MPOBEPKY PabOTOCIIOCOOHOCTH CHUCTEMBI



3amuThl “HGOpMAUN HUH(YOPMALIMOHHONW CUCTEMBI, a TAKXK€ MPUHSATUE PEIICHUS O
BO3MOXXHOCTH  ONBITHOW  JKCIUTyaTallMM  CHCTEMbl  3alllUThl  MHPOpMalUU
UH(OPMAITMOHHON CUCTEMBI.

16.5. OnbsrTHAS AKCIUTyaTalus CUCTEMBI 3aIUTHI uHpopMaru
uHpopmarmonHon cuctembl mnpoBoautca ¢ yderom ['OCT 34.603 u BkiroyaeT
npoBepKYy (YHKIIMOHUPOBAHUSI CUCTEMbI 3alUThl MH(OpManuu UHGOPMAIMOHHON
CUCTEMbI, B TOM WYHCJI€ PEAIU30BAHHBIX MEp 3allUThl WHGOpPMAIUU, a TaKXKe
TOTOBHOCTH IOJI30BATENIEH M aIMUHUCTPATOPOB K 3KCIUTyaTallud CUCTEMBI 3aIUTHI
uH(popManuu HHHOPMAITMOHHON CHCTEMBI.

16.6. Ananu3 ys3BUMOCTEH MH(GOPMALMOHHON CHCTEMBI MPOBOJUTCS B IIENIAX
OLICHKH BO3MOKHOCTH TPEOJIOJCHUS HAPYIIUTEIEM CHCTEMbI 3alUThl WH(OpMALUU
MH(GOPMALIMOHHONW CHUCTEMBI M TPEIOTBPAIICHHS peaTu3allii yrpo3 0e30MacHOCTH
uH(popmanuu.

AHanu3 ysI3BUMOCTEM HMH(QOPMAIIMOHHOM CHCTEMbI BKJIIOYAeT AaHAJU3
YSI3BUMOCTEM  CpEICTB  3alllUThl  MHPOpMALMU, TEXHUYECKUX CPEICTB U
IpPOrpaMMHOr0 odecreueHus: HHPOPMAIIMOHHOM CUCTEMBI.

[Ipu anamuze ysA3BUMOCTEH MH(POPMALIMOHHOW CHUCTEMBI IPOBEPSAETCS
OTCYTCTBHE M3BECTHBIX YSA3BUMOCTEW CPEICTB 3aIlIMThl MH()OPMALUU, TEXHUYECKUX
CPEICTB M IpPOrpaMMHOIO OOECHeueHus, B TOM YHUCJIE C YYEeTOM HH(pOpMaIuH,
uMeronleiicss 'y pa3paObOTUMKOB U IONYYEHHOM U3 JpYrMX OOLIEJOCTYNHbIX
MCTOYHHUKOB, TPAaBUIBHOCTh YCTAHOBKHU U HACTPOWKHU CPEACTB 3aIUTHI HH(OPMALIIH,
TEXHUYECKUX CPEJACTB M MPOTrPaMMHOrO OOECIEYEHUs, a TaKKe KOPPEKTHOCTb
paboThI CPENCTB 3alIUThl MH(OPMAIMU MPU UX B3aUMOJECUCTBUM C TEXHUYECKHUMHU
CpeICcTBaMH U MPOTPAMMHBIM 00€CTIE€YEHUEM.

B ciyuae BbISBIEHHS YS3BUMOCTEH MH(MOPMALMOHHOM CUCTEMBI, TPUBOASIINX
K BO3HUKHOBEHHMIO JOMOJHUTENIbHBIX YIPO3 0€30MacCHOCTH UH(POPMALIMH, TPOBOAUTCS
yTOYHEHUE MOJIeNIU YIrpo3 O0e30MacHOCTH HH(POPMAIMM U TPU HEOOXOIUMOCTH
OPUHUMAIOTCS JIOMOJHUTENbHBIE MEphl 3alMThl MH(OpPMallMU, HAIpaBJICHHbIE Ha
YCTPAaHEHHE BBIABJICHHBIX YA3BUMOCTEH WM MCKJIIOYAIOIIME BO3MOYKHOCTb
UCIIOJIb30BAHUS HAPYLIUTEIEM BBISIBICHHBIX YSI3BUMOCTEH.

16.7. ITpuemounbie VCIIBITAHUS CUCTEMBI 3aIHUThI uHbopmaIuu
uHpopmarmonHon cucrteMbl mpoBozsaTcs ¢ ydyerom ['OCT 34.603 u BKIIOYAIOT
NPOBEPKY  BBIMIOJHEHUS TPeOOBaHMHW K  CHCTeME 3alluThl  HH(pOpManuu
UH(OPMAIITMOHHON CUCTEMBI B COOTBETCTBUHU C TEXHUYECKUM 3aJlaHUEM Ha CO3/aHHE
UH(OPMAIIMOHHOW  cUCTeMbl M (WJM) TEXHUYECKUM  3a7aHueM (YacTHBIM
TEXHUYECKUM  3aJaHMEM) Ha  CO3JIaHH€ CHUCTeMbl 3alluThl  MHGOpPMAIIH
UH(OPMAITMOHHOW CUCTEMBI.

ATttecTanus UHGOPMAIMOHHON CUCTEMBI U BBOJI €€ B JCHCTBHE

17. Artecraniusi UH(POPMAIIMOHHOW CHCTEMBI OpPTaHU3YETCS OOJagaTeeM
uHpoOpMalMu (3aKa3uMKOM) HJIM ONEpaTOPOM M BKIIIOYAET MPOBEACHHE KOMIUIEKCa
OpPraHMU3AIMOHHBIX U TEXHUYECKUX MEPONPUATUN (aTTECTAIIMOHHBIX HMCIBITAHWI), B
pe3ynbTaTe KOTOPBIX MOATBEPKIAETCS COOTBETCTBHE CUCTEMBI 3aIIUTHI HHPOPMAIIH
MH(GOPMALIMOHHON CUCTEMBI HACTOSIIMM TpeOoBaHUSIM.



17.1. B kadecTBe MCXOJHBIX JAaHHBIX, HEOOXOJMMBIX IS AaTTECTAIUH
UH(OPMAIITMOHHOW  CUCTEMBI, HUCIOJB3YIOTCSA MOJENIb yrpo3 0e30macHOCTU
uHbopMaIMi, aKT KiIaccuPuKauuu HWHOOPMAIMOHHOW CHUCTEMBI, TEXHHUYECKOE
3aJlaHie Ha co3/laHue WHGOPMAIMOHHONW CHCTEMBbl U (MJIM) TEXHUYECKOE 3a/laHHe
(JacTHOE TEXHMYECKOE 3aJlaHhe) Ha CO3JaHUE CHUCTEMbl 3alllUThl MHGOPMAIUH
UH(GOPMAITMOHHONW CHUCTEMbI, TMPOEKTHAas M HKCIUTyaTallMOHHAs JOKYMEHTaIus Ha
CUCTEMY 3alllUThl HMHPOpMalUUU WHOOPMAIMOHHOW CHUCTEMbI, OpPraHU3AlMOHHO-
pacnopsIuTeNbHbIE JOKYMEHTBHI 1O 3allUTe HH(QOPMALMH, PE3yJIbTaThl aHaIHM3a
VSI3BUMOCTEH HMH(POPMAITMOHHOW CHUCTEMBI, MaTepuajabl TPEIBAPUTEITBHBIX U
MPUEMOYHBIX HUCIBITAHUN CHCTEMBl 3alIuThl WHOOpPMAIMK HHPOPMAITMOHHON
CUCTEMBl, a TaKXKE WHBIE JOKYMEHTBHI, pa3padaTbiBa€Mble B COOTBETCTBUU C
HacTOSIMMHU TpeOoBaHUSIMH.

17.2. Atrectanus uHGOPMAITMOHHON CHUCTEMBI MTPOBOAMUTCS B COOTBETCTBUU C
IpPOrpaMMOi U METOJMKAMH aTTECTAllMOHHBIX HCIBITAaHUN 10 Hayajga oOpaboTKH
uHbopMaIK, MoJIeKaIIel 3anuTe B uHPopMamoHHou cucreme. J{Jis mpoBeneHus
aTTecTaluy MH(OOPMAITMOHHONW CUCTEMbI PUMEHSIOTCSI HallUOHAIBHBIE CTAHIaPThI, a
TAaK)K€ METOJMYECKHE JOKYMEHTHI, pa3paboTaHHbie W yTBepkaeHHbie DCTOK
Poccun B cootBerctBumM ¢ moanyHkToM 4 myHkTta 8 [lonoxenus o denepanbHoii
ciIy’)k0e 1O TEeXHHYECKOMY M 3KCHOPTHOMY KOHTPOJIO, YTBEPKIECHHOIO YKa3oM
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. Ne 1085.

[lo pe3ynpTaTaM aTTECTAMOHHBIX MCHBITAHUA OQOPMIIAIOTCS TPOTOKOJIbBI
aTTECTAIIMOHHBIX HCIBITAHUM, 3aKJIIOYEHHE O COOTBETCTBUU HHGOPMAIMOHHON
CUCTEMBI TPeOOBAHMSM O 3aluTe MHPOPMALMK M ATTECTAT COOTBETCTBHS B Cilydae
MTOJIOKHUTENBHBIX PE3YJIbTATOB aTTECTAITMOHHBIX CIIBITAHUN.

17.3. Jomyckaercss arrectanmusi HWH()OPMAIMOHHOW CHCTEMBI Ha OCHOBE
pe3yNbTaTOB ATTECTALMOHHBIX WCIBITAHUI BBIAEICHHOIO HabOpa CErMEHTOB
UH(OPMAITMOHHOW CHUCTEMBI, PpEaJU3yIOMUX TOJHYI0 TEXHOJOTHI0 00paboTKu
uH(bOpMaITIH.

B »aToM ciydae pacnpocTpaHeHHe aTTecTaTa COOTBETCTBHS Ha JIpyrue
CErMEHThl HMH(POPMAIIMOHHON CHUCTEMBI OCYIIECTBISETCS TMPU YCIOBHH HX
COOTBETCTBHS CerMeHTam uHGOPMAITMOHHON CUCTEMBI, MPOIIEIITM
aTTECTAIMOHHBIC UCTIBITAHHUS.

CerMeHT CUMTaeTCs COOTBETCTBYIOIIMM CETMEHTY HH(GOPMAIIMOHHON
CUCTEMbI, B OTHOIIICHWH KOTOPOTO OBLIM MPOBEICHBI aTTCCTAI[MOHHBIC MCIBITAHHS,
€CJIM JJIS YKa3aHHBIX CErMEHTOB YCTAHOBJICHBI OJMHAKOBBIE KJIACCHI 3aIlIUIEHHOCTH,
yrpo3bl 0€30macHOCTH MH(OpMaIMK, peaau30BaHbl OJWMHAKOBBIE IPOCKTHHIC
penieHus 1o UHPOPMAIMOHHOM CUCTEME U €€ CUCTEME 3allIUThl HHPOPMALIUH.

CoOoTBETCTBME CErMEHTa, Ha KOTOPbIA  paclpoCTpaHAETCsS  aTTecTaT
COOTBETCTBHS, CECTMEHTY MH()POPMAIIMOHHOM CUCTEMbI, B OTHOIIEHUHU KOTOPOTO ObLIH
MIPOBE/ICHBI ATTECTAIIMOHHBIE WCHBITAHUSA, TOJITBEPKIACTCS B XOJ€ MPHUEMOUYHBIX
UCTIBITAaHUN  WH(GOPMAIIMOHHONW CHUCTEMBbl WJIM CETMEHTOB HH(OPMAIMOHHOM
CUCTEMBI.

B cermentax MH(pOPMAIMOHHOW CHUCTEMBI, Ha KOTOPBIE PACIPOCTPaHSIETCS
aTTecTaT COOTBETCTBHS, OTIepaToOpoOM obecrieunBaeTcs coOI0IeHNE
OKCIUTyaTallAOHHOW  JOKYMEHTAIlMM HAa  CHUCTEMY  3alllUThl  WHGOpMAIHH



MH(GOPMALIMOHHON CUCTEMBI U OPraHU3alMOHHO-PACTIOPSIUTENbHBIX JOKYMEHTOB IO
3amuTe uHpopmauu.

Oco0OeHHOCTH aTTecTaluu HHHOPMAIMOHHON CUCTEMBI HA OCHOBE PE3YJIbTaTOB
aTTECTAIMOHHBIX MCTIBITAHUN BBIIEIEHHOTO HA0Opa €€ CETMEHTOB, a TaKXKE YCIOBHS
U TIOPSIIOK PAaclpOCTPAHEHUs] aTTecTaTa COOTBETCTBHUSI Ha JPYrHe€ CETMEHTHI
UH(GOPMAIITMOHHOW  CUCTEMBI  ONpPENENsIOTCS B MpOrpaMMe W METOJIMKax
aTTECTAIMOHHBIX UCTIBITAHUMN, 3aKITIOYEHUH U aTTeCTaTe COOTBETCTBUSI.

17.4. TloBTropHas aTrTectanus WH(OOPMALMOHHONW CHUCTEMBI OCYILECTBISIETCS B
Cllydae OKOHYaHHsI CPOKa IEMCTBUS aTTeCTaTa COOTBETCTBUS WJIM MOBBILICHUS Kacca
3aIUIICHHOCTH WH(POPMAIMOHHON cucTembl. [lpum yBenMueHUM cocTaBa Yrpo3
6e3omacHoCTH UH(DOPMALIMK WU U3MEHEHHS MPOEKTHBIX PELICHUH, pealn30BaHHbIX
OpU  CO3JaHUM CHCTEMbl 3alIUThl HHPOpMauu HHPOPMAIMOHHON CHCTEMBI,
MPOBOJATCA  JIONOJIHUTEIbHbIE  QTTECTAIMOHHBIE  HWCHBITAHUS B  paMKax
JENCTBYIOLIETO aTTECTAaTa COOTBETCTBHSI.

17.5.BBox B jeiictBue HWH(POPMAIMOHHOM CHUCTEMBI OCYIIECTBIISIETCS B
COOTBETCTBUHM C 3aKoHonarenbcTBOM Poccuiickoit ®denepaumuu 06 uHpOpMmanu,
UH(GOPMAITMOHHBIX TEXHOJIOTHUAX U 0 3anmuTe uHdopmaimu u ¢ yuerom ['OCT 34.601
Y TIPU HAJIMYUH aTTECTaTa COOTBETCTBUS.

Obecnieuenue 3amUThl UHGOPMALIMU B XOJI€ SKCILTyaTalluN
aTTECTOBAaHHOW MH()POPMAMOHHOW CHCTEMBI

18. O6ecnieuenue 3amuThl HHPOPMAIMH B X0/I€ SKCIUTyaTallul aTTeCTOBAHHON
MH()OPMAIMOHHOM CHUCTEMBI OCYLIECTBISIETCS ONEPaTOpOM B COOTBETCTBUU C
AKCIUTYyaTallMOHHOM JOKyMEHTallMel Ha CHUCTeMy 3alluThl  HHGOpPMALUU U
OpraHU3alMOHHO-PACTIOPSIAUTENbHBIMU TOKYMEHTAMU 1O 3alluTe MH(OpMAalui U B
TOM YHCJIE BKJIFOYAET:

yhnpaBiicHHE (aJMHHUCTPHPOBAaHHE) CHCTEMON  3ailuThl  HH(GOPMALUU
UH(OPMAITMOHHON CUCTEMBI,

BBISIBJICHUE MHIIUJEHTOB U PEarupOBaHNE HA HUX;

yrpaBiieHHe KOH(pUrypaiuein aTTeCTOBAaHHOW HH(POPMAIIMOHHON CUCTEMBI U €€
CUCTEMBI 3alUThl HHPOpMAIIHH;

KOHTPOJIb  (MOHUTOPUHT) 3a OO0ECIeYeHHUEM YPOBHA  3alIUIIEHHOCTU
uH(popMaIK, coaepKalencs B ”HPOPMallMOHHOM cucTeMe.

18.1. B xonme ympaBieHus (aIMUHUCTPUPOBAHUS) CHUCTEMOW  3alUTHI
uH(popmal HHGOPMALIMOHHON CUCTEMBI OCYILIECTBIISIOTCS:

3aBeICHHEe W YAAJCHHE YYETHBIX 3aluceld IoJib30BaTeliel, YIpaBleHUE
MOJIHOMOYHUSIMH TI0JIb30BaTeNe HHPOPMALIMOHHON CUCTEMBI M TIOJJIEP>)KAHKUE TTPaBUII
pasrpaHUYeHUs] 10CTyNa B UHPOPMALIMOHHON CUCTEME;

yIpaBieHUE CPeICTBaMU 3alIUTHI HH()OPMALIUK B MHPOPMAIIMOHHOMN cUCTEME,
B TOM 4YHCJIE NapaMeTpaMH HACTPOMKH MPOTrPaMMHOI0 oOOecreueHus, BKIIOYas
pOrpaMMHOE OOecrieueHre CPEJICTB 3alUThl MH(OPMALIMHY, YIIPABICHUE YUETHBIMU
3aMUCAMU TOJIb30BATENEe, BOCCTAHOBJIEHHE PAOOTOCIOCOOHOCTH CPEACTB 3alUTHI
uH(pOpMali, TeHEPALINI0, CMEHY U BOCCTAHOBJICHHE MapoJei;



yCTaHOBKa OOHOBJIEHUH MPOTPAMMHOTO 00ECIICUCHHUS, BKIIFOYAsi MPOTPAMMHOE
o0OecrieueHrEe CpEJICTB 3alIUThl HMHQPOPMALMU, BBIMYCKAEMBIX pa3zpabOoTUHKAMU
(TpOU3BOIUTENSIMHU) CPEJICTB 3AIUTHI HH(GOPMAIIUH WK TIO UX TOPYUYECHUIO;

HEHTPAIM30BAaHHOE  YNPABJICHHE  CHUCTEMOM  3aumuThl  WHMOpMaAIUu
UH()OPMAITMOHHOM CHCTEMBI (IIPU HEOOXOIUMOCTH);

perucTpanusi U aHajiu3 COObITUNA B MH(POPMALIMOHHON CHUCTEME, CBS3aHHBIX C
3anuToN nHpOpMaInu (J1ajaee - COOBITHS OE30MaCHOCTH);

nH()OPMHUPOBAHKE TOJIB30BaTENIel 00 yrpo3ax 0e30MmacHOCTH WH(pOpMaIuu, o
mpaBujaxX dKCIUTyaTallud CHCTEMbl 3aluThl HH(pOpManuu HWHPOPMAITMOHHOM
CUCTEMBI B OT/ICIIBHBIX CPEJICTB 3aIMUTH HHPOPMAIIHNH, a TAK)KE UX 00yUCHHE;

COMPOBOXKJICHNE (YHKIIMOHUPOBAHUS CHCTEMBI  3allUThI  WHOOpPMAIUU
WH()OPMAITMOHHOW CHUCTEMBI B XOJ€ €€ JKCIUIyaTalllH, BKIIIOYas KOPPEKTHUPOBKY
AKCIUTyaTAIMOHHOW JTOKYMEHTAIlMd Ha HEe W OPTraHM3aI[MOHHO-PACTIOPSIUTEIHHBIX
JIOKYMEHTOB T10 3a1uTe HHHOPMAITUY;

18.2. B xozme BbISBICHUA UHIMJCHTOB W  peardpoBaHUsi Ha  HHUX
OCYIIECTBIISIOTCA:

ONpEJICICHHE  JIMIl, OTBETCTBEHHBIX 3a  BBISBJICHUE HWHIUJCHTOB U
pearupoBaHUe HA HUX;

oOHapy>KeHHE€ U WJICHTU(UKAIMA HHIMJICEHTOB, B TOM 4YHCIIE OTKa30B B
oOcnykuBaHuM, cOoeB (mepe3arpy3ok) B paboTe TEXHHYECKHMX CPEJCTB,
MIPOTPaAaMMHOTO 00€CTICUCHUS W CPECTB 3aIMUTHl WHGOPMAINH, HAPYIICHUN TTPaBUI
pasrpaHUYCHHs] JIOCTyMa, HEMPAaBOMEPHBIX NEHWCTBHA MO cOopy wuHGOpMaIH,
BHEJIPCHUI BPEIOHOCHBIX KOMIBIOTEPHBIX MpOrpamMM (BHPYCOB) UM MHBIX COOBITHIH,
MPUBOJISIINX K BOSHUKHOBEHUIO MHITUACHTOB;

CBOCBpPEMEHHOEC HWH()OPMUPOBAHWE JIUIl, OTBETCTBCHHBIX 3a BBISBJICHUC
WHIMJEHTOB W pearupoBaHWE Ha HUX, O BO3HUKHOBEHWW WHIIMJCHTOB B
UH(OPMAITMOHHON CUCTEME TT0JIb30BATEISIMU U aIMUHUCTPATOPAMH;

aHaJN3 WHIMJICHTOB, B TOM 4YHUCJE ONpEIEICHUE HMCTOYHUKOB M TPUYHH
BO3HUKHOBEHUS MHIIMJIEHTOB, a TAK)KE OLIEHKA MX MOCJIE/ICTBHIA;

MJIAHUPOBAHUE U TIPUHATUE MEP 0 YCTPAHCHHUIO UHIIMICHTOB, B TOM YHCIIE 110
BOCCTAaHOBJICHHIO MH()OPMAITMOHHOM CHCTEMBl M €€ CErMEHTOB B Clydyae OTKa3a B
oOCITy’>)KMUBaHUM WJIM TOcTe cOOEB, YCTPAaHEHHUIO TOCIEIACTBUN HApyIIECHUS TPaBUII
pasrpaHUYeHHs] JIOCTYyMa, HEMPAaBOMEPHBIX JEWCTBHM Mo cOopy wuHbOpMaIH,
BHEJIPCHUS BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB) M HMHBIX COOBITHIA,
PUBOSIINX K BOSHUKHOBEHHUIO UHIIUJICHTOB;

IUIAHUPOBAHWE W TPUHATHE MEp II0 MPEAOTBPANICHUIO TOBTOPHOTO
BO3HUKHOBEHUS WHITUICHTOB.

18.3. B xoxe ynpaBieHus KoHGUTrypauuend aTTeCTOBaHHOM MH(OPMALMOHHOM
CUCTEMBI M €€ CHCTEMBI 3alTUThl MH(POPMAITUH OCYIIECTBIISIOTCS:

nojasepkaHe KoHPUryparuu HHPOPMAIMOHHOW CHUCTEMBI U €€ CHCTEMbI
3amuThl  uHQOpManuu  (CTPYKTYphl ~ CHUCTEMBI  3alUThl  WHGOpPMAIIH
MH()OPMAITMOHHOW CHUCTEMBI, COCTaBa, MECT YCTAHOBKH W TApaMeTPOB HACTPOUKHU
CPEeICTB 3amuThl WHGOPMAIMHU, TPOTrPaMMHOTO OOECIeUeHUsT W TEXHHYECKHX
CPEIICTB) B COOTBETCTBHH C IKCILIyaTAlIMOHHOMN JOKYMEHTAIMEH Ha CUCTEMY 3alUTHI



uHpopManuu (moajaep:kanue 0a30Boil KOH(MUTypar UHPOPMAIIMOHHOM CUCTEMBI U
€€ CHCTEMBI 3alUThl HHPOPMAIINK);

OTIpeJICIICHHE JIULI, KOTOPBIM pa3pelieHbl IeUCTBUS IO BHECEHUIO U3MEHEHUN B
0a30By10 KOH(GUrypanuoo HHGHOPMAIIMOHHON CHUCTEMbl M €€ CHUCTEMbI 3alllUThI
uHpopMmaruy,

yIOpaBJI€eHHE W3MEHEHHsIMU 0a30BOM KOHQUTypaluu HWHDOpMaMOHHOM
CUCTEMbI M €€ CHUCTEMBbI 3allUThl UH(GOPMAIMU, B TOM YHUCJIE OINpPEACIICHUE THUIIOB
BO3MOXXHBIX M3MEHEHUN 0a30BOM KOH(PUrypauuu MHPOPMAIMOHHON CHCTEMBI U €€
CHUCTEMBbl 3alllUThl HMH(QOpPMAINH, CAHKIMOHHPOBAHHE BHECEHHUS HW3MEHEHUN B
0a30By0 KOH(GUTyparuioo HHPOPMAIMOHHON CHCTEMBI U €€ CHCTEMBI 3allUThI
uH(pOpMalliY, TOKYMEHTHPOBaHHE EHCTBUN MO BHECEHUIO M3MEHEHUN B 0a30BYIO
KoH(purypamnuo uHOOPMAITMOHHONW CHCTEMBI M €€ CHUCTEMBI 3aIlUThl WH(OpMAITUH,
COXpaHEHUE JaHHBIX 00 H3MEHEHUsAX 0a30BOM KOH(PUTIypauuu HHPOPMALUOHHOU
CUCTEMBI M €€ CHUCTEMbl 3alUThl MH(POpPMAIMU, KOHTPOJb JECUCTBUN MO BHECEHUIO
U3MEHEHU B 0a30ByI0 KOHQUrypauuio MHPOPMAIMOHHON CHUCTEMBI U €€ CHUCTEMBI
3aIUThl THPOPMAIIHH;

aHaJln3 MOTEHIMAJILHOTO BO3JCHCTBUS IUIAHUPYEMBbIX M3MEHEHMH B 0a30BOM
KOHQUTypauuu HTHPOPMAITMOHHON CUCTEMBI U €€ CUCTEMBbI 3alllUThl HHPOPMAIUU HA
o0OecnieyeHre 3alUThl HHPOpPMAIMM, BO3HUKHOBEHHE JIONOJHUTENBHBIX YIPO3
0e3omacHocTH HHGOPMAITUK U Pa00TOCTIOCOOHOCTh HMH(POPMAITMOHHON CHCTEMBI;

OMpeieSICHHE MapaMeTPOB HACTPOUKK MPOrpaMMHOI0 00€CTIeUeHUsI, BKIIIOYAs
nporpaMMHOE  OOEcCTeueHHue CpeACTB  3aluThl  WH(GOpMalWW, COCTaBa M
KOH(UTYpaIi TEXHUYECKUX CPEJCTB M MPOTPaMMHOTO 00eCredYeHns 0 BHECCHHSI
M3MEHEHHI B 0a30BYI0 KOHPUTYpaluio WHMOPMAIIMOHHON CUCTEMBI M €€ CUCTEMBI
3aIIUTHl THPOPMALIHH;

BHeceHHne uMH(popmalu (JaHHbIX) 00 M3MEHEHUSX B 0a30BOl KOH(PUryparuu
MHPOPMAITMOHHOM  CHUCTEMbl U €€ CHUCTEeMbl 3allUThl HHPOpMAIMK B
AKCIUTYyaTalMOHHYI0  JIOKYMEHTALMI0 Ha  CUCTEMY  3alluThl  HUH(popmanuu
UH(OPMAITMOHHON CUCTEMBI,

OPUHATHE PEIICHUsT M0 pe3yibTaTaM yIOpaBieHUs KoHuUrypamuen o
HOBTOPHOM  aTTecTald  MHPOPMAIMOHHOM  CHCTEMbl  WJIM  NPOBEACHUU
JOTIOJTHUTENIBHBIX aTTECTAIIMOHHBIX UCTIHITAHUH.

18.4.B xome KoHTpoJii (MOHUTOpPHMHTa) 3a OOECIIEUCHHEM YpPOBHS
3alUIICHHOCTH WHGOpMAIMU, CcoJepKaleiicss B WH(POPMAIMOHHON CHCTEME,
OCYIIECTBISIOTCS:

KOHTPOJIb 32 COOBITHSIMH O€30MacCHOCTH W JCWCTBUSMHU IIOJH30BATENCH B
UH(OPMAIMOHHOW CUCTEME;

KOHTpOJb (aHalW3) 3allMIICHHOCTH HWH(OpMaIluu, cojepkamieics B
UH(OPMAIMOHHOW CUCTEME;

aHallu3 M OlleHKa (YHKIMOHUPOBAHUS CHUCTEMBbl 3aIIUThl WHGOpPMALUU
MH(GOPMALIMOHHONW CUCTEMBbI, BKJIIOYasi BBbISBICHHE, aHaJIU3 W yCTpaHEHHE
HEJOCTaTKOB B (DYHKIMOHUPOBAHMU  CUCTEMBl  3alUThl  HHPOpPMAIUH
UH()OPMAITMOHHOU CUCTEMBI;

NEPUOANYECKUN aHallM3 W3MEHEHHUs Yrpo3 0e30MacHOCTH HH(OpMaluud B
MH(GOPMALIMOHHON CHUCTEME, BO3HUKAIOIIUX B XOJAE €€ IKCIUTyaTallid, M MPUHSITHUE



Mep 3almThl WH(pOpMAIMKM B Clydyae BO3HHKHOBEHHS HOBBIX YIpo3 0€30MacCHOCTH
uHopManmy;

JIOKYMEHTUPOBAHHUE MPOLEAYP U PEe3ylbTaTOB KOHTPOJs (MOHUTOpPHHTA) 3a
o0OecrieueHUEM  YpPOBHS  3alIUIICHHOCTH  MHGOpMAIMK,  CcoJepkKalleics B
UH(OPMAITMOHHON CUCTEME;

OPUHATHE pEIIeHHs 10 pe3yJbTaTaM KOHTpoyis (MOHHMTOpPMHTA) 3a
o0ecrieyeHrEeM yPOBHS 3alUINEHHOCTH HH(DOpMAIMK 0 1opaboTKe (MOJICPHU3AIINH)
CUCTEMBI 3alTUThl HHPOPMAITUA HHPOPMAITUOHHON CUCTEMBI, TIOBTOPHOM aTTECTAINH
MH()OPMAITMOHHOW CHCTEMBI WJIM TPOBEACHUM JIOMOJHHUTEIBHBIX aTTECTAIIMOHHBIX
HCTIBITAHUU.

Obecnieuenue 3amuThl UHOOPMALIUK TIPU BHIBOJIE U3 IKCILTyaTaIlluU
aTTeCTOBAaHHOW MH(OPMAITMOHHON CUCTEMBI I TIOCIIE TIPUHATHUS PEIICHUS 00
OKOHYAaHUU 00pabOTKH MHMOPMAIIU

19. OGecnieuenue 3amuTbl WHGOPMAIMM TPU BBIBOJIE W3 OSKCIUTyaTallud
aTTECTOBAaHHOW MH(OPMAIIMOHHOW CHCTEMbl WM IOCJIE MPUHATUS peleHus o0
OKOHYaHUHU 00pabOTKM MH(POpPMAIMU OCYIIECTBISETCS ONEPaTOPOM B COOTBETCTBHUU
C OKCIUIyaTallMOHHOM JIOKyMEHTalMed Ha CHUCTEMY 3alluThl HH(OpMaLUu
MH(POPMAITMOHHON CUCTEMBI U OPTaHU3ALMOHHO-PACTIOPSIIUTEIBHBIMU IOKYMEHTAMU
10 3a1IUTe HHPOPMALIMHA U B TOM YHUCJIE€ BKIIOYAET:

apXMBHpPOBaHUE MH(OPMAIH, COAEPKALLEHCS B UHPOPMALIMOHHON CHCTEME;

YHUUTOXEHUE (CTUPAHHUE) AAHHBIX U OCTATOYHOM MH(OpMALMU ¢ MaIIMHHBIX
HocuTene wuwHpopmammu ©  (WIM) YHMYTOXKEHHME  MAIIMHHBIX  HOCHUTENEH
uH(popmanuu.

19.1. ApxuBupoBanue HHPOPMAINH, COAepKameics B WHGOPMAIMOHHON
CUCTeME, JOJDKHO  OCYILECTBISATHCS  NpPU  HEOOXOAUMOCTH  JajbHEHIIero
UCIIOJIb30BaHUsI TH(POPMAIIUH B I€ATEIBHOCTHU OllepaTopa.

19.2. Yanutoxenne (CTHpaHue) JaHHBIX W OCTATOYHOM HH(GOpMAIMH C
MAaIIMHHBIX HOCHUTENEH MHPOpMAIMU MPOU3BOAUTCS MPU HEOOXOAUMOCTH Meperadu
MAIIMHHOTO HOCHUTENs HHPOpMAIMHU APYroMy IOJIb30BATEN0 HH(POPMAIMOHHOM
CUCTEMbl WJIM B CTOPOHHUE OpraHM3allud JUIsi PEMOHTA, TEXHUYECKOIrO
0OCITy’KMBaHUS WM AAJIbHEHIIIET0 YHUUTOXKEHUS.

[Ipu BBIBOAE M3 OKCITyaTalldd MAaIIMHHBIX HOCHUTENeH WH(OpMaluu, Ha
KOTOPBIX OCYIIECTBIISIUCH XpaHeHUE U o0paboTka MHGPOpPMAIUU, OCYIIECTBIISICTCS
¢uznyecKoe YHUUTOXKEHHUE dTUX MAIIMHHBIX HOCUTEEH nH(pOopMaIInH.

I1l. TpeboBanus k MepaM 3aIuThl HHGOPMAIIUU, COACPIKAIIICICS B
MH(OPMAIMOHHON CUCTEME

20. OpraHu3aiiMoHHbIE W TEXHUYECKHE MEphl 3aluThl  WHOOpMAIIH,
peanu3zyembie B HMHGOPMAIIMOHHOW CHCTEME B paMKaxX €€ CHCTEMbl 3alllUThI
nH(popMaIuu, B 3aBUCUMOCTH OT YIpo3 0€30macHOCTH WH(OpMAIUU, UCTIOIb3YEeMbIX
MH(DOPMAITMOHHBIX TEXHOJIOTHH U CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK
MH()OPMAITMOHHOW CUCTEMBI JOJHKHBI 00€CTIeUnBaTh:



UACHTU(DUKAIIMIO U ayTCHTH(PHUKALUIO CYOBEKTOB JOCTynma H OOBEKTOB
JOCTYTIa;

yIpaBJIeHUE TOCTYIIOM CyOBEKTOB AOCTYIA K 00bEKTaM JJOCTYIIA;

OTpaHUYEHHUE NPOTPAMMHOM CPEIbL;

3aIUTY MAlIMHHBIX HOCUTENEH HHPOpMaIHH;

pErucTpanuio coobITHI 0€301aCHOCTH;

aHTUBUPYCHYIO 3aLLUTY;

oOHapyxeHHe (ITpeA0TBPALIEHUE) BTOPKEHUM;

KOHTPOJIb (aHAJIN3) 3alUIIIEHHOCTH HH()OPMALINH;

[[EJIOCTHOCTh HH(GOPMAITMOHHON CUCTEMBI i HH(OpMaILINu;

JIOCTYIHOCTh HH(POPMAIIHH;

3aIUTY CPEeibl BUPTyaTNU3alNH;

3aIUTy TEXHUYECKUX CPE/ICTB;

3aIUTy MHGOPMALMOHHON CHCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Nepeaadu
JTaHHBIX.

CoctaB Mep 3amuThl uHGpOpMauMu U UX 0a30Bble HAOOpPBI IS
COOTBETCTBYIOIIMX KJIACCOB 3ALIUIIEHHOCTH MH(MOPMAIIMOHHBIX CHUCTEM IPHUBE/IEHBI
B npuitokeHuu Ne 2 k HactosmuM TpeOoBaHMsIM.

20.1. Mepnl 110 uaeHTUPUKAUU W ayTEeHTHUPUKAIUU CYOBEKTOB JIOCTYyNa W
OOBEKTOB JIOCTyIa JIOJDKHBI OOecreynBaTh MPUCBOCHHE CYyOBEKTaM M OOBEKTaM
JOCTyNa YHHUKaJIbHOTO Mpu3HaKa (MACHTU(UKATOPA), CPABHEHUE TPEIBABISIEMOTO
cyOBeKTOM (0OBEKTOM) JOCTyNa HJACHTU(PHUKATOpPA C TMEPEYHEM IPUCBOEHHBIX
UIEHTU(UKATOPOB, a TAaKXE MPOBEPKY MPUHAMIECKHOCTH CYOBEKTY (OOBEKTY)
J0CTyTa MPEeABABICHHOTO UM UACHTU(UKATOpa (TOATBEPKIEHUE TOITMHHOCTH).

20.2. Mepsl IO YMpaBICHHUIO JOCTYIIOM CYOBEKTOB JOCTyma K OOBEKTam
J0CTyTa TOJDKHBI 00€CTIeYMBaTh yNpaBiIeHUE MPaBaMu U TMPUBWICTHSIMH CyOBEKTOB
J0CTyTa, pa3rpaHUYEHUE JOCTyNa CYOBEKTOB JOCTyna K OOBEKTaM JOCTyla Ha
OCHOBE COBOKYITHOCTH YCTAHOBJECHHBIX B HWH(GOPMALMOHHOM CHCTEME MpaBUil
pasrpaHMYeHHsl JOCTyMla, a TakXke oOOecrneunBaTh KOHTPOJIb COOJIOACHHS 3TUX
paBUJL.

20.3. Mepsl 110 OTpaHUYEHUIO MPOTPAMMHOM Cpejbl JOJKHBI 00€CIIeunBaTh
YCTaHOBKY U (WMJM) 3amycK TOJBKO pa3pelieHHOr0 K MCIOJb30BaHUIO B
MH(OPMALIMOHHONW  CHCTEME TMPOrpaMMHOIO  OOecreyeHus: WM  HUCKII0YaTh
BO3MOXKHOCTh YCTaHOBKM M (WJIM) 3allyCKa 3allpeIleHHOTO K WCIOJIh30BAaHUIO B
MHGOPMAITMOHHOHN CHCTEMe MPOrPaMMHOTO O0eCTIeueHUsI.

20.4. Meppl 1O 3amMTe MAaIIMHHBIX HoOcuTelael wuHdopMamuu (cpeacTsa
00paboTKM (XpaHeHus) HHPOPMALINK, ChEMHbIE MAIIMHHBIE HOCUTENH UH(OPMAIIIH)
JOJDKHBI UCKITI0YaTh BO3MOXHOCTh HECAaHKIIMOHUPOBAHHOTO JOCTYMa K MAIIWHHBIM
HOCUTEJISIM M XpaHsIIecs Ha HUX WH(OpMAalWU, a TakKe HECAaHKIIMOHMPOBAHHOE
MCIOJIb30BaHNE ChEMHBIX MALIMHHBIX HOCUTENEH HHPOPMAIIH.

20.5. Mepbl o perucTpanu COOBITHN 0€30MacHOCTH JIOJDKHBI 00eCIIeunBaTh
cOop, 3amuch, XpaHGHHWE U 3aMUTy HHPOPMAIMH O COOBITUSX OE30MacHOCTH B
MH(GOPMALIMOHHONW CHCTEME, a TakXKe€ BO3MOXHOCTh MPOCMOTpa M aHaIMU3a
nH(GOpPMaIIMU O TAKUX COOBITUSAX U pearnpoBaHUE HA HUX.



20.6. MepsI 10 aHTUBUPYCHOM 3aLTUTE TOJDKHBI 00ecTieuuBaTh OOHAPYKEHHE B
UH(OPMAIITMOHHONW CUCTEME KOMITBIOTEPHBIX MPOTpaMM JMOO MHON KOMIIBIOTEPHOM
uHbopMaIuy, MpeAHA3HAYECHHON [JI1 HECAHKIMOHUPOBAHHOTO YHHUUYTOXKCHMS,
OJIOKMpOBaHUsA, MOJIU(DUKAIMU, KOMUPOBAHUS KOMIIBIOTEPHOM HHGPOPMALMKU WM
HEUTpaM3allii  CPEJICTB 3allUThl HMH(OpMAlMK, a TakKe pearupoBaHue Ha
oOHapy>KeHHE ITUX MPOrpaMM U UH(OpMaIUu.

20.7. Mepsl 1o oOHapyxeHUIO (TPeAOTBPAICHUIO) BTOPKECHUN JOJDKHBI
oOecrieunBaTh  OOHapykeHHE  JACWCTBUA B WH(MOPMALMOHHOM  CHUCTEME,
HalpaBJICHHBIX HA  MPETHAMEPEHHBIM  HECAHKIIMOHMPOBAHHBIM  JIOCTYym K
nH(pOopMaIuu, creruaibHble BO3ACHCTBUA Ha WH(GOPMAIIMOHHYIO CUCTEMY W (WJIN)
nH(DOpMAITHIO B MEIX €€ NOOBIBAHUS, YHUUTOKEHUS, UCKAXKEHUS U OJIOKHUPOBAHMUS
noctyna K nHpopMaIum, a TaKKe pearupoBaHue Ha ITU JICHCTBUS.

20.8. Mepsl MO KOHTPOJIIO (aHAIM3Y) 3aIIUMIEHHOCTH WH(GOPMAIUU JOJIKHBI
o0OecreunBaTh KOHTPOJIb YPOBHS 3alIUIIEHHOCTH HH(POPMAIMH, COAEpKaIIehcs B
UH(OPMAIITMOHHOW CHUCTEME, IIyTeM IPOBEICHUS MEPOIPUSITUN TI0 aHAIU3Y
3aIUIIEHHOCTH WH()OPMAIMOHHONW CHUCTEMBI U TECTUPOBAHUIO €€ CUCTEMBbI 3aIUTHI
uHbopMaIuu.

20.9. Mepnl 10 00€CredeHHI0 IEIOCTHOCTH WH(OPMAIMOHHOW CUCTEMBI U
uH(pOopMaIK JOHKHBI 00ecrieurBaTh 0OHapYXeHHE (PaKTOB HECAHKIIMOHUPOBAHHOTO
HapyUIECHUsI IEJIOCTHOCTH HWH(MOPMAIMOHHOW CHUCTEMBI U COJEpKallehcs B HeEH
nH(popMaIuH, a Takke BO3MOKHOCTh BOCCTAHOBJICHUST HHPOPMAITMOHHOW CUCTEMBI H
cozepxalieiics B Hell HGOpMaIyH.

20.10. Mepsl 1o oOecme4eHuI0 JOCTYMHOCTH HWH(POPMAIUU  JTOJDKHBI
o0ecrneunBaTh aBTOPU30BAHHBIN TOCTYI TOJIB30BATENEH, UMEIOIINX MPaBa 1Mo TAaKOMY
J0CTyIy, K HH(pOPMAIIUH, COACPKAIICHCS B HHPOPMAIIMOHHON CHCTEME, B IMITAaTHOM
pexume GyHKIIMOHUPOBAHKS MHPOPMAITMOHHON CUCTEMBI.

20.11. Meppl 1o 3amuTe Cpeabl BUPTyAIM3allMM JIOJDKHBI  MCKIIIOYATh
HECAaHKIIMOHUPOBAHHBIM NOCTYyN K MHQOpMaIu, 00pabaThiBaeMOl B BHUPTyaIbHOU
UHPPACTPYKTYpE, U K KOMIIOHEHTaM BUPTYaJbHON HHPPACTPYKTYpPHI, a TaKxKe
BO3/elicTBUE Ha WHGOPMAIMI0O W KOMIIOHEHTBI, B TOM 4YHCIE K CpEICTBaM
yIOpPaBJICHUs] BUPTYAJIbHOW HHPPACTPYKTYpOH, MOHHUTOPY BUPTYAJIbHBIX MAIIUH
(rumepBU30pY), CUCTEME XPAHEHHS JAaHHBIX (BKJIIOYAsh CUCTEMY XpaHEHHUs 00pa3oB
BUPTYyaJIbHOW HWH(PPACTPYKTYPhI), CETH TMepelavyd JIaHHBIX dYepe3 DJICMEHTBI
BUPTYaJIbHOH WJIM  (U3HYECKOW WHEGPACTPYKTYPhl, TOCTEBBIM OIEPAIMOHHBIM
CUCTEMaM, BHUPTYaJIbHBIM MalluHaM (KOHTCHHEpaM), CUCTEME W CETH PEIUTUKAIIHH,
TEPMUHAIBHBIM W BHUPTYaJIbHBIM YCTPOHCTBAM, a TaKXe CHCTEME pPE3epBHOTO
KOITUPOBAHUS M CO3/1aBAEMBIM C€HO KOTTHSIM.

20.12. Meppl 1O 3amMTe TEXHUYECKUX CPEJCTB JOJDKHBI HUCKIIIOYaTh
HECAaHKIIMOHUPOBAHHBIM JOCTYN K CTallMOHApPHBIM TEXHUYECKHM CPEICTBaM,
00pabaThIBAIOITM uHpopManuio, CpeICTBaM, o0ecreurBarOIIIM
GbyHKIIMOHUPOBaHUE WH()OPMAIMOHHOW CUCTEMBI (Jajiee — cpencTBa obecreueHus
(GYHKIIMOHUPOBAHUS), U B TOMEIIEHHUS, B KOTOPHIX OHHU TMOCTOSHHO PACIIOJIO0KEHHI,
3aIATy TEXHUYECKUX CPEJCTB OT BHEUIHWUX BO3JEHCTBUI, a TakXkKe 3aluTy
nH(pOpMaIuu, IPEJACTaBICHHON B BUE NHOOPMATUBHBIX JIEKTPUIECKUX CUTHAIOB H
(U3NYECKUX MOJEH.



20.13. Mepsbl no 3amute MHQOPMAIMOHHOM CUCTEMBI, €€ CPEACTB, CHUCTEM
CBA3M M Iepelayd JaHHBIX JOJDKHBI OOecreduBaTh 3alUTy HHQOpMALUU IpU
B3aUMOAECUCTBUM MH(POPMAIMOHHON CUCTEMBI WM €€ OTJENbHBIX CErMEHTOB C
UHBIMU MH(POPMALIMOHHBIMU CUCTEMaMHU U MH(POPMAILIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIMU ~ CETSIMH  IIOCPEACTBOM  IPUMEHEHMSI  apXUTEKTYphI
MHPOPMAIMOHHON CHCTEMBI, IPOEKTHBIX pEIIEHHH @0 €€ CHUCTEME 3allUThl
MH(pOpMaIMH, HAIIPaBJICHHBIX HAa 00ECIIEUeHUE 3aIUThl HHPOPMAaLIHH.

21. BiOop mep 3amuThl HHGOPMALIUU JJI UX pean3aluy B UHHOPMALIMOHHON
CUCTEME B PaMKax €€ CUCTEMBI 3aIlUThl HH(OPMAIIMHU BKIIFOYAET:

ompeneneHre  0a3oBoro  Habopa Mep  3amuThl  WHOpPMAIUU IS
YCTaHOBJICHHOTO  Kjlacca  3alllMIICHHOCTH  WH()OPMAIIMOHHOW  CHCTEMBI B
COOTBETCTBUH C 0a30BBIMH HaOOpaMHu Mep 3aluThl WH(GOPMAIIUH, PUBEICHHBIMU B
npuinoxeHuu Ne 2 k HacrossuM TpeboBaHuUsAM;

ajanrtanuio 0a30BOro Habopa Mep 3alMThl MH(OPMALKUU NPUMEHHUTEIBHO K
CTPYKTYpPHO-(DYHKIIMOHAJIBHBIM ~ XapaKTEPUCTHUKAM HH(POPMAIMOHHON  CHUCTEMBI,
MH(POPMaIIMOHHBIM TEXHOJIOTHSIM, 0COOEHHOCTSIM (YHKIIMOHUPOBAHUS
MH()OPMAIIMOHHOW CUCTEMBI (B TOM YHCIIE MPEAYCMATPUBAIOIIYIO HCKIIOYCHHUE W3
06a3oBoro Habopa Mep 3alUThl UHGOPMALUU MEpP, HENOCPEACTBEHHO CBS3AHHBIX C
MHPOPMAIIMOHHBIMU TEXHOJOTHSIMH, HE HCHOJB3YEMBIMU B HH()OPMALMOHHON
CUCTEME, WM  CTPYKTYPHO-(QYHKIMOHAJIBHBIMU  XapaKTEpPUCTUKAMH,  HE
CBOWCTBEHHBIMH HH(OPMAIIMOHHON CHCTEME);

YTOYHEHHUE aJalTHPOBAHHOTIO 0a30BOro HaboOpa Mep 3alMThl HHPOPMALIUU C
Y4€TOM HE BBIOpDAHHBIX paHEe Mep 3allUThl HH(OpMANUU, MPUBEICHHBIX B
npuioxkeHuu Ne 2 k HacrosimuM TpeOoBaHUSIM, B Pe3yjIbTaTe YEro OMNPEeestoTCs
Mephl 3alUThl UHPOpPMALMK, OOECnevHrBarolue OJOKHUpOBaHHE (HEUTpaIU3aLHUIO)
BCEX yrpo3 Oe3omacHOCTH HMHGPOPMALMM, BKIIOYEHHBIX B MOJEIb YIpo3
6e3omacHoCcTH UH(POpPMAITUU;

JIOTIOJIHEHHE YTOYHEHHOI'O aJalTUPOBAHHOIO 0a30BOro Habopa Mep 3allUThI
uHboOpMaIIM MepaMHu, OOECIEYMBAIOIIMMU BBHITIOJIHEHWE TpPeOOBAaHUN O 3alluTe
MHpOpMaIMY, YCTAaHOBJICHHBIMH MHBIMH HOPMATHUBHBIMH IPaBOBBIMU aKTaMH B
o0jacTu 3auUThl MHQOpPMAIMKM, B TOM 4YHCIE B OO0JIACTH 3alllUThl MEPCOHAIbHBIX
JTaHHbBIX.

Jlis BeiOOpa Mep 3aumuThl MHQOpPMAIMMU Ui COOTBETCTBYIOIIErO Kjacca
3AIIUAIIEHHOCTH  MH(GOPMAIIMOHHOW  CHUCTEMbl  MPUMEHSIOTCS  METOAMYECKHE
JTOKYMEHTBI, pa3zpadbotanHbie u yTBepxkaeHHble PCTIK Poccuu B COOTBETCTBUM C
noanyHkroM 4 nyHkra 8 [lonoxenus o denepanbHON ciyk0e M0 TEXHUYECKOMY U
DKCIIOPTHOMY KOHTPOJI, YTBEpPXkKIEHHOro YkazoMm Ilpesupenra Poccuiickon
®deneparuu ot 16 aBrycra 2004 1. No 1085.

22. B uH(pOpMallMOHHON CUCTEME COOTBETCTBYIOIIETO KJIacca 3allUIIEHHOCTH
B paMKax €€ CHCTEMBbl 3allluThl WH(GOPMALMU JOJDKHBI OBITH PEaTU30BaHbl MEPHI
3amuThl MH(GOpPMallMU, BBIOPAHHBIE B COOTBETCTBMM C IMYHKTOM 21 HacTOSALIMX
TpebGoBanuii u oOecreynBamIMe OJIOKMpOBaHHWE (HEHTpaIM3aIMI0) BCEX YIpo3
6e3omacHOCTH UH(POPMAIIUH.

[Ipu sToM B HMH(POPMALMOHHOW CHUCTEME MOJDKEH OBbITh, KaK MHUHUMYM,
pealii30BaH aJanTHUPOBAaHHBIA 0a30BbIi HAOOp Mep 3ammMThl  UHGOpPMAaIuH,



COOTBETCTBYIOIIUIA YCTAaHOBJICHHOMY KJIACCy 3alUIICHHOCTH WH()OPMAIMOHHON
CUCTEMBI.

23. IIpu HEBO3MOXKHOCTHU pealM3aiii B HHPOPMAIIMOHHON CHCTEME B paMKax
€€ CHUCTEeMbl 3allUThl HMH(POPMALUU OTIEIBHBIX BBIOPAHHBIX MEp 3alIUTHI
uH(pOopMaIMK Ha dTarnax ajanrtaiudyd 0a30Boro Habopa Mep 3aluThl HHGOPMAITUKY WU
YTOYHEHHUsl aallTUPOBAHHOTO 0a30BOro Habopa Mep 3alMThl UHPOPMALUA MOTYT
pa3pabaThiBaThCsi UWHBIE (KOMIICHCUPYIOIIME) MEpbl 3alluThl  UHGOOpMAIUH,
oOecrieunBamIIKe  aJcKBaTHOEC  OJNOKWpoBaHWE  (HEHTpalM3aIuio)  yrpos
0e30MmacHOCTH HH(OPMALIHH.

B »ToM cinywae B Xxoie pa3pabOTKM CHCTEMBbI 3allUThl HH(OpManuu
MH()OPMAITMOHHOW CHUCTEMBI JTOJDKHO OBITH TPOBENCHO OOOCHOBAaHWE MPUMCHCHHUS
KOMITCHCHPYIOITUX Mep 3alTuThl HH(POpPMAIH, a TIPH aTTECTAIIMOHHBIX HUCITBITAHUSIX
OIICHCHA JOCTAaTOYHOCTh M aJICKBAaTHOCTh JTaHHBIX KOMIICHCHUPYIOIIUX MEp IS
OJIoKMpOBaHus (HEUTpaIU3aIK) YIpo3 0€30MacHOCTH HH(POPMAIIUH.

24. Mepbl  3ammThl  MUHQOpPMAlUU ~ BBIOUpAIOTCS W PEAIM3yIOTCS B
UH(OPMAITMOHHON CHCTEME B paMKax €€ CHCTEMbI 3alllUThl MH(OPMAIIUU C YYETOM
yrpo3 6e3omacHoCcTH MHGOPMAIMK TPUMEHUTEIHLHO KO BCEM 00BEKTaM U CyObeKTam
JI0CTyIIa Ha arapaTHOM, CHCTEMHOM, MPUKJIATHOM U CETEBOM YPOBHSX, B TOM YHUCIIE
B CpeJie BUPTyAIM3aIluU U O0JAYHBIX BBIUMCICHUM.

25. BeiOpaHHbIE U peaTu30BaHHbIC B MHPOPMALIMOHHON CHCTEME B paMKax ee
CUCTEMBI 3aIUTHI HH(OOPMAITUH MEPHI 3aIIUTH HHGOPMAITIH JTOJDKHBI 00€CTIeYNBATh:

B MHPOPMAIMOHHBIX CHCTeMaxX | Kiacca 3aluIeHHOCTH — HEHTpau3aIuio
(6okupoBaHue) yrpo3 0€30MacHOCTH WHQOpPMAIUU, CBSI3aHHBIX C JECUCTBUSMHU
HapYIIUTENS C BBICOKMM TIOTCHIIHAIOM;

B MHPOPMAIMOHHBIX CHCTEMaX 2 Kjacca 3alluIeHHOCTH — HEUTpan3aIuio
(6okupoBaHue) yrpo3 0€30MacHOCTH HHQOpPMAIUHU, CBSI3aHHBIX C JCUCTBUSMHU
HAPYUIUTENS C MOTEHIIMAIOM HE HIKE CPETHETO;

B  HMHPOPMAIIMOHHBIX cHCTeMax 3 ®W 4 KIAcCOB 3allUIICHHOCTH —
HehTpanm3aiuio (6JI0KUpoBaHUEe) yrpo3 06e30macHOCTH MHQOpPMaIlUU, CBSI3aHHBIX C
JEUCTBUSAMH HAPYIIUTENS C HU3KUM MTOTCHIIHAJIOM.

[ToTeHmman HapymIuTeNss OMPEEseTCs B XOJe OIEHKH €ro BO3MOXXHOCTEH,
IPOBOJIUMOM TIPH OTIPEACIICHUH YIpo3 0€30MacHOCTH WH(OPMAIMU B COOTBETCTBUU C
nyHkToM 14.3 Hactosimux TpeboBanuii.

OnepatopoM MOXeET ObITh NPHUHATO pEIIEHHE O NPUMEHEHUH B
MHPOPMAITMOHHON CUCTEME COOTBETCTBYIOIIETO KJIaCcCa 3aIIUIIICHHOCTH MEP 3alUThI
uHpopManu, oOecneurBaIIMX 3alUTy OT Yrpo3 0e30MacHOCTH HWH(OpMaIuH,
pealn3yeMbIX HapyIIUTeIeM ¢ 0oJiee BBICOKUM TOTEHITHATIOM.

26. TexHuueckre Mepbl 3alIMThl WUH(MOPMALUU PEATUIYIOTCA IMOCPEACTBOM
NPUMEHEHHUS CPEACTB 3aIlUThl HH(POPMAIMK, HUMEIOIUX HEe0O0XOoauMble (YHKIIUN
0€301MacHOCTH.

B sToM ciiyqae B uHpOpManMOHHBIX cucTeMax | u 2 Kjacca 3aluIieHHOCTH
MIPUMEHSIOTCS:

CpPEACTBA BBIYMCIIUTENBHOM TEXHUKH HE HUKE 5 Kilacca;

CUCTEMBbI OOHApYKCHHUSI BTOP)KEHUW W CPEICTBA AHTUBUPYCHOM 3aIUTHl HE
HIXKe 4 Kiacca;



MEXCETEBbIE JKpaHbl HE HIDKE 3 Kilacca B CiIy4ae B3auMOACHCTBUS
MHPOPMAITMOHHON CHUCTEMBI ¢ MH()OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMUA CETSIMH
MEXIyHApOJHOTO HH(pOpMamMoOHHOTO OOMEHa W He HWke 4 Kiacca B Ciydae
OTCYTCTBHSI B3aMMOJCHCTBHSI WH(POPMAIMOHHON CHUCTEMBI ¢ HH()OpPMAIMOHHO-
TEJIEKOMMYHHUKAITMOHHBIMU CETSIMH MEXIYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHa.

B nH(bopMannoHHBIX crucTeMax 3 Kilacca 3allUIIeHHOCTH IPUMEHSIOTCS:

CpeICTBa BRIYUCIUTEIHHON TEXHUKH HE HIDKE 5 Ki1acca;

CUCTEMBbI OOHApPY)KCHHUSI BTOP)KEHWW M CPEICTBA AHTUBUPYCHOW 3aIlUTHI HE
HIDKE 4 Kimacca B cllydae B3aWMOJCHUCTBHS WH(DOPMAIMOHHOW CHCTEMBI C

MH(POPMALIMOHHO-TEIEKOMMYHHUKAITTOHHBIMH ceTsIMU MEXAYHapOIHOTO
uHpOpMallMOHHOTO OOMeHa W He HIWKe S5 Kjacca B Cllydae OTCYTCTBHS
B3aUMOJICHCTBUS UH(OPMaLIMOHHON CUCTEMBI C MH(OPMALIMOHHO-

TEJIEKOMMYHUKAIIMOHHBIMU CETAMH MEXIYHAPOIHOTO HHPOPMAITMOHHOTO OOMEHA;

MEKCETEBbIE JKpaHbl HE HWXE 3 Kjlacca B CilIydae B3aUMOJCHCTBUS
UH(OPMAITMOHHON CUCTEMBI ¢ MH(GOPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIMU CETSAMHU
MEXAYHApOJIHOTO WH(GOPMAIIMOHHOTO OOMEHa M He HIke 4 Kiacca B ciydae
OTCYTCTBUSI B3aUMOJICUCTBUS HMH(POPMAIMOHHOM CHUCTEMBI C HMHPOPMAIUOHHO-
TEJIEKOMMYHHUKAIIMOHHBIMU CETSIMU MEXIYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHa.

B undopmannoHHsix cucreMax 4 Kjiacca 3aiuieHHOCTH TPUMEHSFOTCS:

CPEACTBA BHIYMCIUTEILHON TEXHUKHU HE HUKE 5 KIacca;

CUCTEMbl OOHAPYKEHHSI BTOPKEHUN U CPEICTBA AHTUBUPYCHOW 3alIUThl HE
HIDKE 5 KJtacca;

MEKCETEBbIE IKpaHbl HE HUXE 4 Kjacca.

B undopmManmroHHsix cuctemax 1 v 2 KJIaccoB 3alIUIIIEHHOCTH MPUMEHSIOTCS
CpeACTBa 3alUThl MH(OpPMALMK, MPOTPAaMMHOE OOECIEUEHHE KOTOPBIX IMPOIILIO
MPOBEPKY HE HIKE 4YeM IO 4 YPOBHIO KOHTPOJISI OTCYTCTBHSI HEIEKJIApUPOBAHHBIX
BO3MOKHOCTEM.

27.B ciuydae o00paboTku B UWHGOPMAIIMOHHOW CcHCTeMe HWHdOpMaIuuy,
COJZIepIKalllell IepCOHAIbHBIE TaHHBIE, PEaTu3yeMbl€ B COOTBETCTBUU C MyHKTaMHu 21
u 22 Hactosimux TpeOoBaHUN MephI 3aIUTH HHGOPMAITIH:

uisi “HGOPMAIIMOHHON CHCTeMBbI | Kjlacca 3allUIIEHHOCTH O0eCTeYnBaIOT
1,2, 3 14 ypoBHHU 3alIUIIIEHHOCTH MEPCOHATBHBIX JTAHHBIX

Ui THGOPMAIIMOHHON CHCTEMBI 2 KJlacca 3alllUIIEHHOCTH OO0ECIECYHBAIOT
2,3 1 4 ypOBHHM 3aLIUIIEHHOCTH IEPCOHAIBHBIX JAHHBIX |

Uit UTHQOPMALIMOHHOM CHUCTEMBI 3 KJjlacca 3allMIIEHHOCTH O0eCne4YrBaroT
3 1 4 ypOBHM 3aIIMUIIEHHOCTH EPCOHATIBHBIX TAHHBIX |

1. “HGOPMAIMOHHOM CHCTEMBbI 4 Kjlacca 3allUIeHHOCTH, O0O0ECIeYUBAIOT
4 ypOBEHb 3AIUIIEHHOCTH IIEPCOHAIBHBIX JaHHBIX .

28.Ilpu  ucnosb3oBaHMM B  HMH(POPMALMOHHBIX  CHCTEMax  HOBBIX
MH()OPMAITMOHHBIX TEXHOJIOTUH U BBISBIICHUU JOTIOJHUTENBHBIX YTPO3 0€30MacHOCTH
uH(popMaIuu, 111 KOTOPBIX HE OMpPEACNIEHbl MEPhl 3alUThl WH()OPMAIUH, JOJDKHBI

'Y cranasmmBaercs B coorBercTBHE ¢ TpeGOBAaHMSAMH K 3alIATE MEPCOHANBHBIX MAHHBIX TPH HX 00pabOTKe B
HH(HOPMAIMOHHBIX CHCTEMAX TIEPCOHATBHBIX JaHHBIX, YTBEPKICHHBIMH MOCTAaHOBICHHEM [IpaBuTenscTBa Poccuiickoit
Oeneparun ot 1 HOstOpst 2012 r. Ne 1119.



pa3pabaThIBaThCS KOMIICHCHPYIOIIUE MEpPhl B COOTBETCTBHU C IIYHKTOM 23
HacTosmux TpeboBaHUi.




[Tpunoxenue Ne 1

TpebGoBanusam o 3amurte uHGOPMAIIH, HE
COCTAaBJISIIOLIEH TOCYIapCTBEHHYIO TalHY,
coJiepKalieicst B ToCy1apCTBEHHbIX
MH(OPMAIMOHHBIX CUCTEMAaX

OmnpeaeJieHue Kiacca 3alIMIIEHHOCTH HH(POPMALMOHHOM CHCTEMbI

1. Knacc 3amuiieHHocTy MHPOpMaImoHHOM cuctemsl (niepBbiid kiace (K1),
Bropoit kimacc (K2), tperuii knmacc (K3), werBepthiii kiacc (K4)) ompenensiercss B
3aBUCUMOCTH OT YpOBHs 3Hauumoctu uHpopmaiuu (Y3), oOpabaTeiBaeMOil B 3TOM
uH(OpPMAIITMOHHOW  cucTeMe, ¢ macmradba  HUHPOPMAIMOHHOM  CHUCTEMBI
(benepanbHbIil, perHOHAIBHBIN, OOBEKTOBBIN).

Knacc 3zammumennocta (K) = [ypoBeHb 3HAYMMOCTH HMHGOpPMAIMH; MACIITa0
CHCTEMBI].

2. YpoBeHb 3HAUMMOCTH MH(POPMAIIUU ONPEIETAETCS CTENEHBIO BO3ZMOKHOTO
ymiepba qist obsamarens uHpopmanuu (3akazumka) W (WJIM) omeparopa OT
HapymeHuss KOHQUIACHIMATBHOCTH  (HETPaBOMEpPHBIE JOCTYH, KOIMPOBAHUE,
NPEJOCTaBICHUE WM  PAcCHpOCTPAHEHHWE),  IIEJIOCTHOCTH  (HEIpaBOMEPHBIC
YHUUYTOXKEHUE WM MOAU(PUIIMpPOBAHUE) WJIM JOCTYNMHOCTH (HEMpPaBOMEPHOE
OsoKMpoBaHKE) HHYOPMAITHH.

V3 = [(koH(pHAEHIINATBHOCTD, CTENEHD yiep0a) (LIeJI0CTHOCTD, CTEICH yIepoa)
(TOCTYIMHOCTD, CTEIEHb yIepoa)],

rJie CTENeHb BO3MOXXHOTO yiepba ompenensercs oOnaaareneM HWHGOpMAIUH
(3akazuukoM) W (WJIM) OMEPATOPOM CAMOCTOSTEIbHO DJKCIEPTHBIM WM HWHBIMU
METOJaMU U MOXET OBITh:

BBICOKOM, €CJIM B pe3yJibTaTe HapYIICHHS OJHOTO U3 CBOMCTB 0€30MacHOCTH
uHpopManu  (KOHPUIESHIMAIBHOCTH, IEIOCTHOCTH, JOCTYMHOCTH) BO3MO>KHBI
CYIIECTBEHHBIC HETaTUBHBIC TMOCIAEJACTBUS B  COLMAIBHOM, TMOJUTHYECKOMH,
MEXTyHApPOIHOM, SKOHOMHYECKOHN, (DMHAHCOBON WJIM HMHBIX 00JIACTSAX ACSATEIbHOCTH
U (nau) uHpopMaIMoHHas cucTeMa u (1K) oneparop (o0naaarenb nHpopMalm) He
MOTYT BBITIOJIHATH BO3JIOKEHHBIE HA HUX (DYHKIINH,

CpeIlHEeW, ecliu B pe3yJbTaTe HapyIIEHUS OJHOTO W3 CBOMCTB 0€30MacCHOCTH
uHdopmaruu  (KOH(PUICHIIMATBHOCTH, I1€JIOCTHOCTH, JOCTYITHOCTH) BO3MOKHBI
YMEpPEHHbIE  HEraTUBHbIE  TOCIEACTBUSL B  COLMAIBHOW,  MOJUTHYECKOH,
MEXIyHAPOTHON, YKOHOMUYECKOW, (PMHAHCOBOW WJIM WHBIX OOJACTSIX NESATEIbHOCTH



1 (nn) nHGOpPMAaNMOHHAs cucTeMa U (WiH) orepaTop (obanaTens nHGOpPMAITIN) HE
MOTYT BBIMOJHATH XOTS Obl OJJHY U3 BO3JI0KEHHBIX Ha HUX (QYHKIIUH;

HU3KOM, ecnu B pe3yJibTaTe HapylIEeHUs OJHOrO0 W3 CBOMCTB 0€30MaCHOCTH
uHpopmaruu  (KOH(OUIEHIUATBHOCTH, UEIOCTHOCTH, JOCTYIMHOCTH) BO3MOKHBI
HE3HAYUTEIbHBIE HETraTHBHBIC TIOCIHEACTBUS B  COIMAIBHOW, TMOJUTHYECKOMH,
MEXIYHApPOIHON, IKOHOMHYECKOU, (PUHAHCOBOW MIIM MHBIX 00JACTIX NEATEIbHOCTH
u (nnm) mHopMalMoHHas cuctema W (wiM) oreparop (obnamarens UHGOPMAIIN)
MOTYT  BBIIOJHSATH BO3JIOXKEHHbIE Ha HUX (QYHKIMA C  HEJOCTaTOYHOM
3¢ (HEeKTUBHOCTHIO WJIM BBIMOJIHEHUE (YHKIIMI BO3MOXHO TOJIBKO C TMPHUBJICYCHUEM
JOTIOJIHUTEIBHBIX CHJI U CPEJICTB.

HNudopmanus nMeeT BBICOKUH ypoBeHb 3HaunMocTh (Y3 1), ecu XoTs ObI st
OTHOTO U3 CBOWCTB Oe3omacHocTd HHPOpMaUu  (KOH(PHUIESHIUATHHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH) ONpeeeHa BbICOKas cTeneHb yuiepoa. Mupopmanms
MMEET CpeIHUN ypoBeHb 3HAUMMOCTHU (Y3 2), ecii XOTsI ObI JJIsi OJTHOTO M3 CBOWCTB
Oe3onacHocTy uHGopMaluu (KOH(UIACHINATBHOCTH, LEIOCTHOCTH, JOCTYIHOCTH)
olpesiesieHa CpelHssl CTeNeHb yiiepda U HET HU OJAHOIO CBOMCTBA, JJIsi KOTOPOTO
onpejiesieHa BBICOKas cTeneHb yuiepba. MHdopmamus uMmeeT HU3KHI YpPOBEHb
sHaunmoctn (Y3 3), ecnm JUis  BCeX CBOKMCTB Oe3omacHOCTH HMH(OpMAaIuu
(KOH(QUIEHIINATBHOCTH, LEIOCTHOCTH, TOCTYIHOCTH) OIPEAEICHbl HU3KHE CTEIEHU
yiepoa.

Wudopmanus wuMeeT MHHUMAIBHBIA ypoBeHb 3HaumMoctu (Y3 4), ecimu
oOnagareneM MHPOPMALMK (3aKa3YMKOM) U (MJIM) ONEpaTOpOM CTENEHb yiiepda oT
HapylleHUs  CBOWCTB  0e30macHOCTH  MHpoOpManuu  (KOH(PHUACHIMAIBHOCTH,
[[EJIOCTHOCTH, JTOCTYITHOCTH ) HE MOKET OBIThH OTpezesieHa, HO IPHU STOM HH(OpMaIus
MOJIJIEXKUT 3aAIUTE B COOTBETCTBUU € 3aKOHOIATENLCTBOM Poccuiickoit denepanumu.

I[Ipu o00paboTke B uUHPOPMAIIMOHHOW cHUCTEME JBYX U 0OoJjiee BHJOB
uHpopmaruu (ciyxebOHasi TaliHA, HAJOroBas TailHA W WHBIE YCTAHOBJICHHBIC
3aKO0HOJIaTeIhCTBOM Poccuiickoit ®eaepanuu Buabl WHOOPMAIIUU OTPAaHUYCHHOTO
JI0CTyIa) ypOBEHb 3HAYUMOCTH uWHMopmaruu (Y3) ompenensTcss OTACIbHO JUIs
Kaxaoro Buaa wuHbopmaruu. HWTOToBBI ypOBEHb 3HAYMMOCTH HHGOPMAIINH,
oOpabaTbiBaeMoii B MH(MDOPMAITMOHHOW CHUCTEME, YCTAHABJIMBACTCS MO HAUBBICIINM

3HAYEHUSAM CTENEHU BO3MOYXHOTO yiepoa, OIpPEIEICHHBIM TUISL
KOH(UIEHIIMATBHOCTH, LEJIOCTHOCTH, JOCTYMHOCTH HWH(GOpPMALMK KaKJIOTOo BHUAA
uH(popMaIuu.

3. Undopmanmonnas cucrema uMeeT QeaepaibHblii MacmTad, eciu OHa
¢yHkuuonupyer Ha Tepputropuu Poccuiickoit = ®@epepauuu (B mpenenax
deneparbHOrO OKpyra) U UMEET CerMeHThl B cyObekTax Poccuiickoit denepauuu,
MYHUIIUMTATBHBIX 00pa30BaHUsIX U (UJIW) OpraHu3aIusiXx.

NudopmanmonHass cucremMa HMMEET pPErHOHaJIbHBIM MacmTad, eciau OHa
GyHKIIMOHUPYET Ha TeppuTopuu cyobekta Poccuiickoit denepanuu u uMeEeET
CEeTMEHThl B OJHOM WJIM HECKOJbKHX MYHMIMIIAJbHBIX 0Opa3oBaHUSAX U (WJIM)
ITOIBEZIOMCTBEHHBIX U MHBIX OpraHU3aLHSIX.

Nudopmarmonnass cucremMa uMeeT OOBEKTOBBIM MacmiTad, €ciu OHa
(YHKIIMOHUPYET Ha OO0BEKTaX OJHOro (heaepaJbHOr0 OpraHa TOCYIapCTBEHHOMN
BJIACTH, OpraHa TOCYJIapCTBEHHOW BiacTu cyOwnekra Poccuiickoit deneparum,



MYHHIIMIIAJBHOTO 00pa3oBaHus M (WJIM) OpraHM3allii M HE UMEET CETMEHTOB B
TEPPUTOPUAIBHBIX OpPraHax, MPEICTaBUTENbCTBAX, (UINaNax, MOABEIOMCTBEHHBIX U

HWHBIX OpraHu3aimniax.

4. Knacc

COOTBETCTBUHU C TAOIHUIIEN:

3alTUIIICHHOCTH HWH(POPMAITMOHHON  CHCTEMBI

onpenensieTcss B

YpoBeHb Macmtab nHQOPMAIIMOHHON CHUCTEMBI
3HAYUMOCTH denepanbHbIin PernoHanbHbIN OOBEKTOBBII
uHbopMaIuu

y31 K1 K1 K1
¥32 K1 K2 K2
¥33 K2 K3 K3
Y34 K3 K3 K4




[Tpunoxenue Ne 2

TpebGoBanusam o 3amute nHGOPMAIK, HE
COCTAaBJISIIOLIEH TOCYIapCTBEHHYIO TalHY,
coJiepKalieicst B ToCy1apCTBEHHbIX
MH(OPMAIMOHHBIX CUCTEMAaX

Cocras mep 3amuThl HHpOpMALMHU M UX 0a30BbIe HAOOPHI AJIs1
COOTBETCTBYIOLIEr0 KJIACCa 3al[HIIEHHOCTH MH(OPMAIITMOHHON CHCTEMbI

YcnoBHoe Meps! 3amuTh HHPOpPMAIMK B UHOOPMAIIMOHHBIX Knaccst
o0o3Haue- cucTeMax 3aIUIIEHHOCTH
HUE U UH(POPMAILIMOHHON
HOMED CUCTEMBI
MEpbI 4] 3] 2] 1
|. Unentudukanus u ayreHTUPUKALIHS
cyOBeKTOB focTyra u 00bekToB octymna (MAD)
NAD.1 Unentudukanus v ayreHTudukanus nonb3oBarenew, | + | + | + | +
SIBJISTIOIIMXCSI pa0OTHUKAMU OepaTopa
NAD.2 WNnentudukanus u ayreHTuQuKanus ycTpoicTB, B TOM + | +
YHCIIe CTAIIMOHAPHBIX, MOOMJIBHBIX W TOPTATUBHBIX
NAD.3 VYmpaBnenue unaeHtudukaTopamMmd, B TOM yuciue | + | + | + | +
CO3/aHHME, IIPUCBOECHHUE, YHUUTOKEHUE
UJACHTHU(UKATOPOB
NAD.4 VYmpaBnenue cpeactBamu ayTeHTUUKaMU, B TomM | + | + | + | +
qucie XpaHEHUE, BbIIaya, MHUIHATN3AN,
OJIOKMPOBAaHUE CPEACTB AyTCHTHU(UKAIMU U TPUHSITHE
Mep B CiIy4yae yTpaThl U (UJIU) KOMIPOMETALUU CPEACTB
ayTeHTU(pUKaImu
NAD.5 3amura oOpaTHoO CBS3U npu BBOjgE | + | + | + | +
ayTeHTU(PUKALMOHHON MHDOPMALIIU
NAD.6 Unentudukanus u ayreHtudukanus moiap3oBarenen, | + | + | + | +
HE SBJISIONIMXCS PaOOTHUKAaMH orepaTopa (BHEIIHUX
0JIb30BATEICH)
NAD.7 Unentudukammss u  ayreHTU(UKAMsa  OOBEKTOB
(daioBOl CHCTEMBI, 3allyCKaeMbIX M MCHOJHSIEMBIX
MOJyJleil, OOBEKTOB CHUCTEM VyIpaBieHUs Oa3amu
JaHHBIX, OOBEKTOB, CO3/JaBACMBIX NPUKIATHBIM |
CHEIHMATbHBIM MPOTPAaMMHBIM  00€CTIEYeHHEM, HHBIX
00BEKTOB JIOCTYIIA
Il. Ynpasnenue goctynom
cyOBEKTOB JocTyma K oobektam gocryna (YII]I)
VIII.1 VYmpasnenue (3aBeneHue, akTupanus, OJokupoBanue u | + | + | + | +

YHI/I‘-ITO)KGHI/IG) YUCTHBIMU 3allUCAMU HOHLBOB&TCJ’ICI\/II, B




TOM YMCJI€ BHEIIHUX I10JIb30BaTEIICH

VIIJI.2

Peanuzanust HeoOXOAUMBIX METO/IOB (JIUCKPEIIMOHHBIN,
MaHJIaTHBIN, POJICBOM MJIM MHOW METOJ), TUIIOB (UTEHUE,
3aMKCh, BBIMOJIHEHUE WA HWHOW THUMN) U MPaBUI
pasrpaHUyYCHHUs 10CTyNa

VI3

Ynpasnenue (GuibTpamus, MapipyTu3anus, KOHTPOIb
COCIMHEHH, OJHOHANpPABICHHAS IIepeladya M UHBIE
CroCcOOBI  yTpaBjieHUs]) WH(GOPMAIMOHHBIMU TTOTOKAMH
MEXIy YCTPOMCTBAMH, CeTMEHTaMu HWH(GOPMAIMOHHON
CUCTeMBbI, a TaKkke MeXIy HHPOPMAIMOHHBIMH
CUCTEMAMU

VIIJ1.4

Pasznenenue monmHOMOYMiA (posied) TOJb30BaTENCH,
aIMUHUCTPATOPOB 151 T, 00ecreuynBaroIIMX
byHKIIMOHUpOBaHNE NHHOPMAIITMOHHON CUCTEMBI

VIIJL.5

HaznaueHne MUHHUMaJIbHO HEOOXOJUMBIX TIpaB H
NPUBUJIETHA  TOJB30BATENSAM, aAJMUHUCTpaTOpaM |
JuLam, 00ecreunBaroIIIM (YHKIMOHUPOBAHUE
MH()OPMAITMOHHOW CHCTEMBI

VIIJL.6

OrpaHvyeHue HEYCHEIIHbIX IONBITOK BXOJa B
MH(})OPMATMOHHYIO CUCTEMY (moctyna K
MH(POPMAITMOHHOH cucTEME)

VIIZL7

[Ipenymnpexxnenne TmoJb30BaTeNisl MpPU €ro BXOJE B
UH(OPMAITMOHHYIO  CHUCTEMY O  TOM, 4YTO B
UH(GOPMAITMOHHON CHUCTEME Peau30BaHbl MEPhI 3aIUThI
uHpopManu, ¥ O HEOOXOIUMOCTH COOIIOJICHUS WM
YCTAHOBJICHHBIX  OMEPAaTOpoOM  MpaBuUi  0OpabOTKHU
uHpopmanuu

VTIJI.8

OmnoBeleHne N0JIb30BaTENS MOCIE YCIENIHOIO BX0/1a B
MH(})OPMAITMOHHYIO CUCTEMY O €r0 MPEeAbIAYLIEM BXO/E B
MH()OPMAITMOHHYIO CUCTEMY

VIIZL9

OrpaHuueHue 4ucliia MapauiesibHbIX CEaHCOB J0CTyMa
s Kakaou YYETHOU 3aIliCH MO0Jb30BaTEIIs
WH()OPMAITMOHHONW CHCTEMBI

VIIJI.10

brnokupoBanue ceanca ngoctyna B MH()OPMALMOHHYIO
CUCTEMY TMOCJ€ YCTaHOBJIEHHOIO BpeMEHM Oe3eiicTBUs
(HEeaKTHBHOCTH) MOJIB30BATEJISI MJIU TIO €r0 3aMpoCcy

VIIJI.11

Pazpemenue (3amper) JACHCTBHM  MOJib30BaTeNeH,
pa3penieHHBIX 10 WACHTU(DUKAITMN M ayTeHTU(DUKAITAN

VIIJI.12

[Tognepxxka U coxpaHeHHE aTpuOyTOB 0OE30MaCHOCTH
(MeTok 0€30macHOCTH), CBSI3aHHBIX ¢ HMH(pOpMalnuel B
MIPOIIECCe €e XpaHeHUs M 00pabOTKH

V.13

Peanuzanms 3aluiieHHOro  yJaJl€HHOTO  JIOCTyna
CyOBEKTOB J10CTyIa K 00bEKTaM JI0CTYyIa Yepe3 BHEIIHUE
MH(OPMALIMOHHO-TEJIEKOMMYHHKAITMOHHBIE CETU




VII/1.14

PernmameHTanusi ¥ KOHTpOJIb  MCIOJIb30BaHUS B
UH(OPMAITMOHHON CUCTEME TEXHOJIOTHI OECTIPOBOHOTO
J0CTyTa

VII/1.15

PernmameHTanmuss ¥  KOHTPOJb  HWCIOJNB30BaHUA B
MHPOPMAITMOHHON CHUCTEME MOOMJIBHBIX TEXHHUYECKUX
CpEACTB

VIIJI.16

YnpapneHue B3aMMOACHCTBHEM C WH(GOPMAIIMOHHBIMU
CUCTEMaMH  CTOPOHHHUX  OpraHu3aluil  (BHEUIHHE
WH(GOPMAIIMOHHBIE CHCTEMBI)

VIII.17

ObecnieueHrie  JOBEPEHHOM  3arpy3Kd  CPEJICTB
BBIYHMCIIUTEILHON TEXHUKH

I11. Orpannuenue nporpammuoi cpeanl (OI1C)

OIIC.1

VYnpasieHnue 3anyckoM (0OpaieHus M) KOMIIOHEHTOB
MIPOrpaMMHOI0 00ECTIEYEHHsI, B TOM YUCJIE ONPEIETICHUE
3allyCKaeMbIX KOMIIOHEHTOB, HACTpOHKa MapaMeTpoB
3alycKka KOMIIOHEHTOB, KOHTPOJIb 3a  3aIlyCKOM
KOMITOHEHTOB IPOrPAMMHOT0 00eCIeYeHUs]

OIIC.2

YnpasneHue YCTaHOBKOU (uHCTAISIITUEH )
KOMIIOHEHTOB MTPOTPAMMHOTO 00€CIIEYEHUsI, B TOM UUCIIC
ONpEIEIICHNE KOMIIOHEHTOB, MOMJIEKAIUX YCTAaHOBKE,
HAaCTpOilKa MapaMeTpPOB YCTAHOBKA KOMIIOHEHTOB,
KOHTPOJIb 32 YCTAaHOBKOM KOMIIOHEHTOB IPOTPAMMHOTO
obecrieueHus

OIIC.3

VYcraHoBka (MHCTAUISIUA) TOJBKO PAa3pelIEeHHOTO K
WCIIOJB30BAaHUIO TMPOTPAMMHOTO oOecrieueHusl U (Uin)
€ro KOMIOHEHTOB

OIIC.4

VYrnpaBneHue BpeMEHHbIMHM (ailliaMu, B TOM YHCIE
3alpeT, pa3pelleHHe, IIEPEHAINPaBICHUE  3aIUCH,
yAaJeHue BpeMEHHBIX (pailioB

IV. 3anura mammaabix Hocutened nadopmarmu (3HN)

3HN.1

YyeT MalmMHHABIX HOcUTeNeH nHhOpMaIuu

+

3HN.2

VYrpaBineHue AOCTyNOM K MAIIMHHBIM HOCHUTEISIM
uHbopmaIuu

+

3HN.3

KoHTpone mnepememnieHuss MAaIIMHHBIX — HOCHUTENEHN
uH(pOpMAaIK 32 ITPeIeIIbl KOHTPOIUPYEMOM 30HbBI

3HN .4

HcknroueHne BO3MOXKHOCTH HECAHKIIMOHHUPOBAHHOTO
O3HAKOMJICHUSI ~ C  cojep)KaHueM  uH(opmaiuu,
XpaHsEencs Ha MAlIUHHBIX HOCUTENSAX, W (WIIH)
WCIIOJIb30BAaHUs HOCUTENeW WHPOpMAIMK B  HWHBIX
MH()OPMAITMOHHBIX CUCTEMAX

3HI.5

Kontpons  wcmons3oBanusi  uHTEphEHCOB  BBOAA
(BpIBOa) wWH(pOpPMAUA HA MAIIWHHBIE HOCUTEIH
uHopMarm

3HU.6

Kontpons  BBOja  (BhIBOJa) uWH(OpManmu  Ha




MAaIINMHHBIC HOCUTEIHN I/IH(l)OpMaHI/II/I

3HU.7 KoHTposib MOAKIIIOYEHWS] MAIMHHBIX  HOCHUTEJEH
uHopMarm
3HN.8 YHHUUTOXKEHHE (ctupanue) uHpopManu HA | +

MAalllMHHBIX HOCHTEIIX IIpU HX [epelade MExXIy
[IOJIB30BATENSIMUA, B CTOPOHHHME OpraHW3alud UL
PEMOHTA WM YTWIM3alMU, a TaKXke KOHTPOJIb
YHHYTOXCHHUS (CTUPAHHUSA)

V. Peructpanms coowrtrii 6e3omnacuoctu (PCBH)

PChb.1 OmnpeneneHue coOBITUM 0€30MaCHOCTH, MOJJIeKAIUX | +
pPErUCTpallii, U CPOKOB MX XPaHECHHUSI

PCb.2 Omnpenenenue coctaBa U cojepkaHus uHdopmainuu o | +
cOOBITHSIX 0€30MAaCHOCTH, MOJITICKAIIUX PETUCTPAIITU

PCB.3 COop, 3anuce U xpaHeHue UH(GOpPMAIMU O COOBITHAX | +
0€30MMacCHOCTH B TEYEHUU YCTAHOBJIEHHOI'O BpPEMEHU
XpaHEeHUs

PCb.4 PearupoBanre Ha cOOM TpU PpPErUCTpalMK COOBITHM | +

0e30macHOCTH, B TOM  4YHCJIE  alllapaTHbIE W
mporpaMMHbIe OIMMOKKM, cOOM B MeXaHM3Max cOopa
uHopMaru " JIOCTHKCHHUE npezaena WJIH
nepenojHeHus: 00beMa (EMKOCTH) aMsIT!

PCB.5 Monutopunr  (IpocMOTp,  aHajiu3)  pe3yJabTaToB | +
perucTpanuu coObITUN 0E€30MacHOCTH W pearupoBaHUE
Ha HUX

PCBb.6 ['enepupoBaHue  BpEeMEHHBIX METOK MW  (wm) | +
CUHXPOHM3AIIHS CHUCTEMHOTO BpEMEHU B
MH(OPMAITMOHHON CUCTEME

PCB.7 3amura nHGopmMaIuu 0 COOBITUIX OE30MACHOCTH +

PCb.8 ObecnieueHre BO3MOKHOCTA TMPOCMOTpPAa W aHaU3a

uH(pOPMAITUU O IEUCTBUSX OTACIBHBIX MOJIb30BATENCH B
UHGOPMAITMOHHON CUCTEME

VI. AutuBupycnas 3ammura (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOM 3aIIUThI +

AB3.2 OOHoByieHHE 0a3bl JAHHBIX MPU3HAKOB BPEJOHOCHBIX | +
KOMITBIOTEPHBIX MPOTpaMM (BUPYCOB)

VIIl. O6napyxenne Bropxkenuit (COB)

COB.1 O6HapyxeHue BTOPKEHUN
COB.2 O6HOBIIeHNE 0a3bl PEMIAIOIINX TTPABUIT

VIII. Kontposb (ananu3) 3amunieHHoctn uH@opmanuu (AH3
AH3.1 BrisiBiienue, aHanu3 ysS3BUMOCTEM HMHGPOPMAIMOHHON

CHCTCMBI u OIICPATUBHOC YCTPpAaHCHHC BHOBbB
BBIABJICHHBIX y5[3BPIMOCTCI>i

AH3.2 KonTponbs ycTtaHOBKM OOHOBIEHHI mporpammHoro | +
o0OecnievyeHns, BKJIIOYasg OOHOBJIEHHE MPOrPAMMHOTO




obecrnieyeHust CPeICTB 3alTUThl HHHOPMAIUK

AH3.3

KonTpoib paboTocmocoOHOCTH, mapaMeTpoB
HACTPOWMKKM W  TPABWIBHOCTH  (DYHKIIMOHUPOBAHHS
IpPOrpaMMHOTO  00ECIeYeHHs] U CPEACTB  3alllUTHI
uHopMaru

AH3.4

Kontpois cocTaBa TEXHUYECKUX CPEIICTB,
IPOrPaMMHOTO  OOECTeYeHUs] U CPEACTB  3allUTHI
uHbOpMaIuu

AH3.5

KoHTponp mnpaBuin TreHepauuud W CMEHBI IApOJEH
[I0JIb30BATEIIEH, 3aBEACHUS W  YHAJICHUs Y4YETHBIX
3anucen I10JIb30BATEIIEH, peanuzanuu IIpaBUII
pasrpaHUYEHUs JOCTYIIOM, ITOJTHOMOYMM IOJIb30BATEIEH

B MH(OPMAIMOHHON CUCTEME

IX. O6ecnieueHne nenoCTHOCTH
uH(popManmoHHOU cucteMbl U HHGopmarmu (OLJI

N

OLJI.1

KOHTpob 1IET0CTHOCTH MPOrpaMMHOr0 OOECIeUeHHUS,
BKJIFOYAsl MPOTPaMMHOE OOECIEYEHHE CPEACTB 3aIMThI
uH(popmManuu

OLJL.2

KoHTposnpe nenoctHocTH MHGOpMALMK, COJEpKallencs
B 0a3ax JaHHBIX HHPOPMAIIMOHHON CUCTEMBI

OLlJL3

Obecnieuenue BO3MOYKHOCTHU BOCCTaHOBJICHUS
IpPOrpaMMHOTO OOEeCreYeHus, BKJIOYas MPOrpaMMHOE
obOecrieueHne CpeACTB 3allUThl WHOOpPMAIUU, TPH
BO3HMKHOBEHWH HEIITATHBIX CUTYaIUU

OLLL4

OOHapykeHue M pearupoBaHUE Ha IOCTYIJICHUE B
MH(})OPMATMOHHYIO CUCTEMY He3anpanrBaeMbIX
ANEKTPOHHBIX COOOLIEHUH (MHUCEM, JOKYMEHTOB) U UHON
uH(pOpManMK, HE OTHOCAIIUXCS K (PYHKIMOHUPOBAHHUIO
MH(OPMAITMOHHOW CUCTEMBI (3alUTa OT crliaMa)

OLUJL5

Koutpons conepkanust uHbopmaiuu, nepenaBacMoin
U3  UHPOPMAIMOHHON  CUCTEMBI  (KOHTCHHEpPHBIH,
OCHOBaHHBI Ha CBOWCTBaXx oOOBEKTa JOCTyIa, U
KOHTCHTHBIM, OCHOBAaHHBIM Ha IOUCKE 3aMPEIICHHOW K
nepenaade WHOOPMAIMU C HCIOJIB30BAHUEM CHUTHATYD,
MacoK H  HMHBIX  METOJOB), M  HCKJIIOYEHUE
HETPAaBOMEPHOU nepenadn nHpopManu u3
UH(OPMAITMOHHOW CUCTEMBI

OLJL.6

OrpanuyeHue TIpaB  MOJB30BATEIEd 1O  BBOAY
nH(popmalu B ”HOOPMAIIMOHHYIO CUCTEMY

OLUL7

KoHTposib TOYHOCTH, TOMHOTBI W NPABWIBHOCTH
JTAHHBIX, BBOJUMBIX B UHPOPMAITMOHHYIO CUCTEMY

OLJ1.8

KoHTponb ommb0oYHBIX JEHCTBUN MOJIh30BaTENEH IO
BBOAYy W  (wnm) mepemadue  uHbOpMAlUU |

MPEAYNPEKACHUE TOJb30BaTeaeli 00  OmmMOOYHBIX




‘ JNEUCTBUAX ‘

X. O6ecneuenue nocrynuoctu uahopmarmu (OJT)

OAT.1 Hcnonb30oBaHWe  OTKAa30yCTOMYMBBIX  TEXHUYECKUX
CPEACTB

OAT.2 PesepBupoBanue TEXHUYECKUX CPEACTB,
MPOrpaMMHOr0  O0O€cCleueHns, KaHaJIOB  Iepelayu
uH(pOpMaIuy, CpEICTB o0ecrnieueHus
(YHKIIMOHUPOBaHUS WH(GOPMAIIMOHHON CHCTEMBI

OoAT.3 KonTtpons 0€30TKa3HOI0 (YHKITMOHUPOBAHUS

TEXHUYECKUX CPEACTB, OOHAapyXEHHUE U JIOKAJIM3aIUs
OTKa30B  (YHKUMOHUPOBAHUS, NPUHATHE Mep IO
BOCCTAHOBJICHUIO  OTKa3aBIIMX  CPEACTB U HUX

TECTUPOBAHME

OoAT.4 [lepnognueckoe pe3epBHOE KOIIMPOBAHUE
uH(pOpMaMM Ha PE3EepBHBIE MAIIMHHBIE HOCHUTEIU
uH(popmManuu

OJT.5 Oo0ecrieucHne BO3MOKHOCTH BOCCTaHOBJICHUS

MHpOpMaMM C PE3EpPBHBIX MANIMHHBIX HOCHUTENEH
uHpopmanuu  (pe3epBHBIX  KONUKA) B  TEYEHUU
YCTaHOBJICHHOI'O BPEMEHHOI'O MHTEpBaIa

OAT.6 Knacrepuzanus iHGOpMalMOHHON CUCTEMBI U (KUJTH) €€
CErMEHTOB
oAar.7 KoHTposIb COCTOSIHMSIT M KadecTBa MNPEAOCTABIICHUS

YIOJHOMOYEHHBIM JIMIIOM BBIYMCIHUTEIBHBIX PECYPCOB
(MoIIHOCTEH), B TOM YHCIIE IO nepefaye HHPOPMALHH

Xl. 3anTa cpenpl Bupryanuzauuu (3CB)

3CB.1 Unentudukamuss u  ayTeHTUQUKAIUS  CyOBEKTOB
gocTyna M OOBEKTOB JoCTylma B  BHUPTYaJbHOM
UHPPACTPYKTYpe, B TOM 4HCIE aJMUHHCTPATOPOB
YIPABJICHUsI CPEACTBAMHU BUPTyAJIN3aLUU

3CB.2 VYmpaBneHue J0CTYNoM  CyOBEKTOB  JOCTyma K
00BEKTaM JIOCTYyNa B BUPTYaJIbHOW HHPPACTPYKTYpE, B
TOM YHCJIC BHYTPU BUPTYAIbHBIX MAIIUH

3CB.3 Peructpanus coObITuil 0€30MaCHOCTH B BUPTYaJbHOU
UH(GPACTPYKTYpe
3CB.4 VYnpasnenue (punabTpanus, MappyTu3amus, KOHTPOIb

COCMHEHUs, OJHOHANpaBJEHHas Iepeaaya) MOTOKaMU
uHDoOpMaIUu MEXKIy KOMIIOHCHTAaMH BUPTYaJTbHOUN
UHDPACTPYKTYPHI, a TAKKE MO MEPUMETPY BUPTYaITbHOMN

UHDPACTPYKTYPHI

3CB.5 JloBepeHHass 3arpy3ka CEpBEpOB BUPTyalW3alluu,
BUPTYyaJbHOM  MallMHBI  (KOHTEHHEpa), CEpPBEpPOB
yIpaBJICHUs] BUPTyalu3aluen

3CB.6 VYrpaBineHue mnepeMenieHUEM BHPTYAIbHBIX MallluH




(KoHTEMHEPOB) U 00pabaThIBAEMbIX Ha HUX JIAHHBIX

3CB.7

Koutposb LEJTOCTHOCTH BUPTYaJIbHON
UHOPACTPYKTYPHI U €e KOHPUrypauii

3CB.8

PesepBHOE KONMPOBAaHHWE MAHHBIX, DPE3EPBUPOBAHUE
TEXHUUYECKUX CPEICTB, MPOTPaMMHOrO obOecreueHus
BUPTYaJIbHOU MHPPACTPYKTYPHI, a TAKKE KAaHAJIOB CBSI3U
BHYTPHY BUPTYaIbHON HHPPACTPYKTYPHI

3CB.9

Peanmsanus n ynpaBiaeHUE aHTHUBUPYCHOW 3aIlUTON B
BUPTYaJIbHOW MH(PACTPYKTYype

3CB.10

PazOuenne  BUpTyaldbHOM  HMHPPACTPYKTYphl  Ha
CErMEHTHI (cerMeHTHpOBaHUE BUPTYaJIbHON
UHGPACTPYKTYphl) Il 00paboTku  uHOOpMaIuu
OTIIETFHBIM  TIOJIb30BaTeleM W (WJU)  TPyHIou
I10JIb30BaTEIICH

XIl. 3amura rexuuueckux cpencts (3TC)

3TC.1

3amura uH(opmaruu, o0OpabaTtbiBaeMoit
TEeXHUYECKUMU  CpEJICTBAaMH, OT €€ YTEYKH 1O
TEXHUUYECKUM KaHajiaM

3TC.2

Opranuzanusi KOHTPOJIUPYEMOW 30HBI, B TIpelenax
KOTOPOM TMOCTOSIHHO  pa3MEIIaloTCsl  CTallMOHAPHBIC
TEXHUYECKUE CpelCcTBa, oOpabaTsIBaroIIne
uH(bOpMaIMIO, W CpEeACTBA 3allUThl WHMOpPMAIUHU, a
TaK)Ke cpeicTBa o0ecredeHus: HyHKIIMOHUPOBAHUS

3TC.3

Kontpons u ynpaBnenue (U3HUECKUM JTOCTYIOM K

TEXHHYECKUM  CpEICTBaM,  CpPEIACTBAM  3alHUThHI
nH(pOpMaIny, CpeacTBam o0ecrnieueHus
(YHKIIMOHUPOBAaHUA, a Takke B TIOMCUICHHS U
COOpYKEHHsI, B  KOTOPBIX OHHM  YCTAaHOBJICHBI,
MCKIIIOYAIOINE HECAHKIMOHUPOBAHHBIA  (U3UYECKUI
JOoCTyn K  cpeactBam — oOpaboTku  uHpOpmaiuwy,
CpeICTBaM  3allluThl  MH(pOpPMAMU U  CpPEACTBaM
obOecrieueHnss (PYHKIIMOHUPOBAHUSA HUHPOPMAITUOHHOM
CUCTEMbI U TIOMEILIEHUSI U COOPY>KEHHUS, B KOTOPHIX OHU
YCTaHOBJICHBI

3TC.4

Pasmemnienne  ycTpoiicTB  BbIBOJA  (OTOOpa)KeHUs)
uH(popmMaIm, VCKJIFOYAOIIIEe ee
HECAaHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5

3ammTa OT BHEIIHUX BO3JCUCTBUN (BO3JEHCTBUI
OKpYKaroueu cpelpbl, HECTAOMJILHOCTH
AJIEKTPOCHAOXKEHUS, KOHIWIMOHUPOBAHUS U  HMHBIX
BHENTHUX (haKTOPOB)

XIII. 3amura nHGOPMAITMOHHON CHCTEMBI,

€€ CPEeJICTB, CUCTEM CBsi3U U nepeaaun nanubix (31C)

31C.1

| Pasnenenne B HHGOPMAIMOHHO# crcTeMe (GYHKIHIL 110 |

N




yIpaBICHUIO (aIMUHUCTPUPOBAHNIO) MHPOPMAITMOHHOM
CUCTEMOH, yIPaBICHUIO (aIMUHUCTPHUPOBAHUIO)
CUCTEeMOW  3ammThl  WHpopManuu, (QyHKOHNA TI0
obpabotke  uwHpopMamMuM U HHBIX  (QYHKIUH
MHGOPMAITMOHHON CHCTEMBI

3UC.2

[IpenoTBpamienue  3aA€pKKA WA NPEPHIBAHUSA
BBITIOJIHEHUSI ITPOLIECCOB C BBICOKMM IPUOPUTETOM CO
CTOPOHBI TPOLIECCOB C HU3KUM NPHUOPUTETOM

3UC.3

ObecrnieyeHre 3amMThl UHPOPMAIUM OT PACKPBITHS,

Moau(uKalMK W HaBA3BIBaHUA  (BBOJAA  JIOXKHOM
uHpopManmu) TIpu ee 1mepemade  (IMOATOTOBKE K
nepegade) Mo KaHajlaM CBsI3U, HMEIOLIUMM BBIXOJ 3a
Opeaenbl  KOHTPOJIUPYEMOM 30HBI, B TOM  YHCIE
OecrpoBOIHBIM KaHAJIAM CBSI3U

31UC.4

ObecrieueHre JOBEPEHHBIX KaHajla, MaplIpyTa MEXIy
aAMUHUCTPATOPOM, IIOJB30BATEIEM M  CPEICTBAMHU
3amuTel  uHGopManuu  (GyHKIUSAMU ~ O€30MaCHOCTH
CPEJICTB 3alIMThl HH(OPMALIIH)

3UC.5

3arnper HECAaHKIMOHUPOBAHHON yAAJI€HHOW aKTUBAIUU
BHUJIEOKaMep, MHKPO(QOHOB M HHBIX NEpUPEPUITHBIX
YCTPOMCTB, KOTOPbIE MOTYT aKTHBUPOBATHCS YIAJIECHHO,
U OIOBELIECHUE IO0JIb30BaTeIel 00 AaKTUBAIMM TaKUX
YCTPOWCTB

3UC.6

[lepemadya ® KOHTPOJb IICIIOCTHOCTH aTPUOYTOB
6e3omacHOCTH (METOK ©0€30MacHOCTH), CBSI3aHHBIX C
uHopmanmeit, mpu obmeHe wuHPOpMaIUEl ¢ HHBIMH
WH(GOPMAITMOHHBIMU CHCTEMaMU

3UC.7

KOHTpOJIb  CaHKIIMOHMPOBAHHOTO M  HUCKJIIOYEHHE
HECAHKIIMOHUPOBAHHOTO HCHOJb30BAHUS TEXHOJIOTUH
MOOMJIBHOTO KOJIa, B TOM YHUCJIE PErUCTpaius COOBbITUM,
CBA3aHHBIX C HCIOJIb30BAHUEM TEXHOJIOTUH MOOUIBHOTO
KOJa, WX aHaju3 W pearupoBaHUE Ha HapylUIeHUS,
CBSI3aHHBIE C MCMOJIb30BAaHUEM TEXHOJOTHH MOOHIIBHOTO
KOoJa

3UC.8

KOHTpOIb  CAaHKIMOHMPOBAHHOIO M  MCKIIIOYEHHUE
HECAHKIMOHUPOBAHHOTO MCIIOJIb30BAHUS TEXHOJIOTUU
neperayl pedd, B TOM YHUCIIE PETUCTpauus COOBITUH,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTHMU Iepenayu
peuu, MX aHalu3 W pEearupoBaHUWE HA HAPYUIEHUS,
CBSI3aHHBIE C KCIOJIb30BAHHEM TEXHOJIOTUM Iepeaayu
peun

31UC.9

KOoHTponb  CAaHKIMOHMPOBAHHOM W HUCKIIOUEHHUE
HECaHKIIMOHUPOBAHHOMU Mepeadn BuAeonH(opMaluu, B
TOM YHCJ€ perucTtpanusi CcoOBbITHH, CBSI3aHHBIX C




nepegadyeil  BujaeomHdOpMalMM, WX  aHAIM3 U
pearupoBaHUe Ha HApYIICHHUS, CBSA3aHHBIC C TEpeaadei
BUJICOMH(pOpMaITuu

31C.10

[ToaTBepxaeHue IPOUCXOKICHUS MCTOYHHKA
uH(boOpMaIK, TOJIy4aeMOl B IPOIIECCE OIMpPECICHHUS
CETEBBIX aJJPECOB MO CETEBBIM UMEHAM WJIU ONIPEICIICHUS
CETEBBIX UMEH T10 CETEBBIM aJipecam

3UC.11

OOecrieueHre MOJJIMHHOCTA CETEBBIX COCIUHEHUIM
(ceaHCOB B3aMMOJICMCTBUS), B TOM YUCJIE IS 3AIIUTHI OT
MTOJIMEHBI CETEBBIX YCTPOUCTB U CEPBUCOB

3UC.12

Hckitouenue BO3MOKHOCTH OTpHUIIAHUSA
noJib3oBaTesieM (akTa OTIpaBKU MHGOPMAIMK JAPYTOMY
MOJIb30BATEIIO

3UC.13

Hckirouenue BO3MOKHOCTH OTpHUILIAHUS
MoJIb30BaTeNeM (akTa TMOJYy4YeHHs] HHPOPMALMH OT
APYTOro NOJIb30BaTEIS

31C.14

Hcnonp30BaHne yCTPOWCTB TEPMHHAIBLHOTO OCTyIa
1u1st 00pabOTKK MH(pOpMaUu

3UC.15

3amura apXWBHBIX (DalJIOB, MAPaMETPOB HACTPONKH

CPEICTB 3allUThl HMHPOPMALMU U  HPOrPaMMHOTO
o0ecrieyeHUss M MHBIX JAHHBIX, HE MOAJIeKAIUX
U3MEHEHHIO B Ipoliecce 00paboTKu nHbOpMaIu

3UC.16

BrisiBiieHue, aHaJIN3 17} OJIOKUpOBaHUE B
MH(POPMAIIMOHHON CUCTEME CKPBITHIX KaHAJIOB Mepeiayn
uHpopmManuu B 00XOJ peaTu30BaHHBIX MEp 3allHUThl
MHpOpMaMM WM BHYTPU PaA3PELICHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Pa3ouenue MHPOPMAIIMOHHOW CHUCTEMBI Ha CETMEHTHI
(cerMeHTHpOBaHHWE WH(POPMALMOHHOW CHCTEMBI) U
o0ecrieyeHWe  3allUThl  MEPUMETPOB  CETMEHTOB
UHGOPMAITMOHHON CUCTEMBI

31C.18

ObecnieyeHre 3arpy3Kd U UCIOJHEHUS MPOrPaMMHOTO
obOecrieueHrss C MAalIMHHBIX HOCUTENEeH uHdOpMmaIuwy,
JNOCTYMHBIX  TOJIBKO  JJISI  YTEHHUS, M  KOHTPOJb
I[EJIOCTHOCTH JAHHOTO MPOTPAMMHOTO 00€CTICUCHHUSI

31C.19

M3onsmust  miporieccoB  (BBITIOJHEHUWE MPOTpaMM) B
BBIJIEJICHHON 00JIacTH NaMsITH

31C.20

3amura OeCIpOBOJHBIX COCIMHEHHM, MPUMEHSIEMBIX B
UH(OPMAIMOHHOW CUCTEME

3UC.21

HckmoueHne A0CTyna Mojib3oBaTens K HMH(OpMaluy,
BO3HHUKILIEW B pe3yJbTaTe€ JCUCTBUM MPEABIIYLIErO
IIOJIB30BATENsl YEPE3 PEECTPhbl, ONEPATUBHYIO ITaMSTh,
BHEIIHHE 3allOMUHAIONINE YCTPOIICTBA U WHBIE OOIINE
Ui~ TIOJb30BaTeNeld  pecypchl  MHGOPMAIMOHHON




CHUCTCMBI

3UC.22

3amura UHQOPMAIMOHHOM CHCTEMBI OT  YIpo3
6e3onacHocTH MHGOPMAIIMK, HAMPABICHHBIX Ha OTKa3 B
o0cy>KuBaHUM MHGOPMAIIMOHHON CHCTEMBI

3UC.23

3ammra nmepuMerpa (pu3ndecKux U (WIu) JIOTHIECKUX
rpanui)  WHPOPMAIIMOHHOW  CHCTEeMBI  TIpH €€
B3aUMOJICCTBMM C  WHBIMH  HH(POPMAIMOHHBIMHU
CUCTEMaMU u nH(OPMAITMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMU

3UC.24

HperameHHe CCTCBBIX COCI[I/IHGHI/Iﬁ 110 1%9,¢
3aBCPIICHUHN HJIK I1O0 UCTCUCHHUH 3aJaHHOTO OIICPATOPOM
BPCMCHHOI'O HHTCpBaJla HCAKTHBHOCTHU CCTCBOI'O
COCIUHCHUA

3UC.25

Hcnonp3oBaHue B MHPOPMAIIMOHHOM CHUCTEME WIIH €€
CETMEHTaX  pa3lUYHbIX TUIOB  OOIIECHCTEMHOTO,
OPUKIATHOTO W CHEHUATbHOTO  MPOTPaMMHOTO
oOecrieyeHus (Co3gaHue reTeporeHHoN cpeibl)

3UC.26

Hcnonb3oBaHWEe  MOPUKIAAHOTO W CIEHUAIBHOTO
MPOTPAMMHOTO 00ECIEeUYEHHUs, UMEIOIINX BO3MOXHOCTb
(G YHKIITMOHUPOBAHUS B cpenax Pa3IMYHBIX
ONIEPAllMOHHBIX CUCTEM

3UC.27

Coznanve (AMynALUsI) JIOXKHBIX  MHGOPMAIIMOHHBIX
CUCTEM WJIM MX KOMIIOHEHTOB, MpEIHA3HAYCHHBIX IS
OOHapy>KeHMsI, PETUCTpaAllMd U aHaIu3a JIeUCTBHMA
HapylmuTeae B Ipolecce  pealu3alud  yrpos
0e30macHOCTH HHPOpMalUu

3UC.28

BocnpousBenenue  JOXKHBIX W (WJIH)  CKPBITHE
MCTUHHBIX OTJIEIbHBIX MH(OPMALIMOHHBIX TEXHOJOTUNA U
(M)  CTPYKTYpHO-(DYHKIIMOHAIBHBIX ~ XAPAKTEPUCTUK
MHOOPMAIMOHHOW  CHUCTEMBl WJIM €€ CETMEHTOB,
o0ecrneuynBaroIlee HaBA3BIBAHUE HAPYLIUTEIIO JIOKHOTO
npeacTaBieHus 00  UCTHMHHBIX — HMH(OPMAalMOHHBIX
TEXHOJIOTHSIX U (WIM) CTPYKTYPHO-(YHKIMOHATBHBIX
XapaKTepUCTHKaX HH(OPMALMOHHON CUCTEMBI

3UC.29

[lepeBon  MHPOPMAITMOHHOW  CHCTEMBI WM €€
YCTPOUCTB (KOMIIOHEHTOB) B 3apaHEE OMpPEIACICHHYIO
KOH(UTypaluIo, 00€eCIeYnBaIOIIYIO 3aIUTy
uH(popMaInK, B CIy4yae BOSHUKHOBEHUHU OTKa30B (COOEB)
B CHCTEME 3auuThl MH(pOpPMAIMKM HHPOPMALKUOHHOM
CUCTEMBI

31C.30

3amura MOOUIIBHBIX TEXHUYECKUX CpEIICTB,
MIPUMEHSEMbIX B HHPOPMAIIMOHHOMN CHCTEME

+ | + |+

«t+» - Mepa 3amuThl MHQOpPMAIMK BKIOYEHa B 0a30BbIi

HaboOp Mep nams

COOTBETCTBYIOIIETO KJIacca 3alIMIIEHHOCTH HHPOPMAITMOHHON CUCTEMBI.




Mepsl 3amuthl wHGOPMAIUKA, HE 0003HAYEHHBIE 3HAKOM «+», MPUMEHSIOTCS
npu ajgantanyMd 0a30BOro Habopa Mep U YTOYHEHUH aJalTUPOBAaHHOTO 0a30BOro
Habopa Mep, a TaKke IpH pazpaboTKe KOMIEHCUPYIOIUX MEp 3alIUThl HHPOpMaIlUU
B MH(OPMAIMOHHON CUCTEME COOTBETCTBYIOIIETO KJIacca 3allUIIeHHOCTH.




