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Mpukaz ®CB Poccum ot 10.07.2014 N 378

"06 yTBepxaeHum CocTaBa U CoAepXXaHWS OPraHM3aLUMOHHbIX U TEXHUYECKUX
Mep no obecrneyeHnio 6e30MacHOCTU NEPCOHasbHbLIX AaHHbIX MPY UX
06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX C
UCMONb30BaHUEM CPEACTB KpUNTorpadmueckoit 3almTsl MHbopMaLmm,
Heo6X0AUMBIX A4S BLIMOIHEHWS YCTaHOBNEHHbIX MpaBUTENLCTBOM Poccuitckom
®epepaumy TpeboBaHMiA K 3aLmUTe NepcoHanbHbIX AaHHbIX AN KaXKaoro 13
YPOBHEWN 3almLLEHHOCTK"

(3anerncTtnunnraHn R Mudincte Poccuin 1R NR 2N14 N R3A2N)

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTta coxpaHerus: 08.10.2014

3apeructpupoaHo B MuHiocte Poccuun 18 aBrycta 2014 r. N 33620

®ELEPANBHAS CNYXXBA BE3OMNACHOCTU POCCUNCKOW ®EQEPALIUK

NMPUKA3
o1 10 urons 2014 r. N 378

OB YTBEPXXOEHUU COCTABA U COOEPXXAHUA
OPTAHU3ALUNOHHbIX U TEXHUWYECKMUX MEP NO OBECMNEYEHUIO
BE30MNMACHOCTHU NEPCOHAJIbHbIX JAHHbLIX NMPU UX OBPABOTKE
B NH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX OAHHbIX
C UCNOJNb30OBAHUEM CPEOCTB KPUNTOMPA®UYECKOW 3ALLUTDI
WH®OPMALIMN, HEOBEXOOUMbIX AnA BbIMONMHEHUA YCTAHOBJEHHbIX
MPABUTENbLCTBOM POCCUNCKOWN ®EQEPALIMU TPEBOBAHUM K 3ALLUTE
NEPCOHAIbHbIX AAHHBLIX 0N KAXXOOIO U3 YPOBHEN 3ALLULLEHHOCTU

B cootBetctBUM C 4vacTbio 4 cTtatbu 19 ®epgepanbHoro 3akoHa ot 27 uona 2006 r. N 152-903 "O
nepcoHanbHbIX AaHHbIX" <1> NpuKasbiBalo:

<1> CobpaHue 3akoHopaTenbctBa Poccunckon deapepaumm, 2006, N 31 (4. 1), ct. 3451; 2009, N 48, cT.
5716; N 52 (4. 1), ct. 6439; 2010, N 27, cT. 3407; N 31, cT1. 4173, cT. 4196; N 49, c1. 6409; N 52 (4. I), cT. 6974;
2011, N 23, cT. 3263; N 31, c1. 4701; 2013, N 14, cT. 1651; N 30 (4. I), cT. 4038.

yTBEPOUTDL npunaraemMmbie CocTtaB u coaepxaHunme opraHn3aunoHHbIX U TEXHUYECKUX Mep MNo obecneyveHunto
GesonacHocTn nepcoHasnbHbIX AaHHbIX MPU X 06pa60TKe B VIH(*)OpMaLI.I/IOHHbIX CUcTeMax nepcoHasrbHbIX aHHbIX C
ncnonb3oBaHnMeM cpencrts KpmnTorpachquKon 3alnTbl VIH(pOpMaLI,VIVI, HeobXxooMMbIX [Onsi  BbINONHEHUS
YCTaHOBJ1€HHbIX npaBI/ITeJ'IbCTBOM Poccuiickon dJe,qepau,MM Tpe6OBaHI/IIZ K 3aluTe nepcoHalnbHbIX OaHHbIX ONA
KaXXgoro n3a ypOBHeVI 3alnLLEeHHOCTN.

Oupektop
A.BOPTHMKOB

MpunoxeHune
Kk npukasy ®Cb Poccuu
ot 10 monga 2014 r. N 378

COCTAB U COOEPXXAHUE
OPIrAHU3ALMUOHHbIX N TEXHUYECKUX MEP MO OBECNEYEHUIO
BE3O0MACHOCTU NEPCOHANbHbIX OAHHBLIX MPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAINbHbIX AAHHbIX
C UCNOJIb3OBAHUEM CPEACTB KPUNTOMPA®UYECKON 3ALLUTHI
NWH®OPMALIUN, HEOEXOAUMbIX AnA BbINMONHEHNA YCTAHOBJIEHHbIX
NMPABUTENbCTBOM POCCUNCKOW ®EQEPALIUN TPEBOBAHUM K 3ALLUTE
NMEPCOHAIBbHbIX AAHHBIX AN KAXOOIO U3 YPOBHEN 3ALLULLEHHOCTU

|. O6bwue nonoxeHus

1. Hactoswwmn OokymeHT onpefensieT coctaB W coAepXaHue OpraHuM3auUoHHbIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6e30nacHOCTM MNepcoHarnbHbIX AaHHbIX NpU UX 00paboTke B WMHMGOPMAUMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX (fanee - MHOPMaUUOHHAs CUcTema) C UCMorb3oBaHUEM CPefCcTB KpunTorpaduyeckom
3awutbl MHGpopmaumm (ganee - CK3W), HeobxooumbIX AN BbINOSIHEHWUS] YCTAHOBMEHHbLIX [1paBUTENLCTBOM
Poccuiickon ®epepaumm TpeboBaHMm K 3amMTe NepCoHarnbHbIX AHHbBIX 4SS KaX40ro U3 YPOBHEW 3aLULLEHHOCTH.

2. Hactosawmin [OKYMEHT npefHasHayeH ans onepatopos, uvcnonb3ywowmnx CK3U gna obecnedveHus
©e30MacHOCTUN NepcoHarnbHbIX OAaHHbLIX MPU X 06paboTKe B MHPOPMALIMOHHBLIX CUCTEMAX.
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"06 yTBepxaeHum CocTaBa U CoAepXXaHWS OPraHM3aLUMOHHbIX U TEXHUYECKUX

Mep no obecrneyeHnio 6e30MacHOCTU NEPCOHasbHbLIX AaHHbIX MPY UX

06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX C [IOKyMeHT npeaocTaeneH KoHcynbTaHTInioc
UCMONb30BaHUEM CPEACTB KpUNTorpadmueckoit 3almTsl MHbopMaLmm, [laTa coxparenus:: 08.10.2014
Heo6X0AUMBIX A4S BLIMOIHEHWS YCTaHOBNEHHbIX MpaBUTENLCTBOM Poccuitckom T
®epepaumy TpeboBaHMiA K 3aLmUTe NepcoHanbHbIX AaHHbIX AN KaXKaoro 13

YPOBHEWN 3almLLEHHOCTK"
(2AanArucTnunnrAaHN R Mudinecte Poccun 1R NR 2014 N R3A2N)

3. lNpumeHeHne opraHn3auMoHHbIX W TEXHUYECKUX Mep, OnpeAerieHHbIX B HacTosAWweM [OOKYMEHTE,
obecneynBaeT onepaTop C y4eTom TpeboBaHWi aKcnnyaTaumoHHbIX AokyMmeHToB Ha CK3W, ncnonb3yemblie ang
obecneyeHns 6e30nacHOCTU NepCoOHanbHbIX AaHHbIX Npy X 06paboTke B MIHPOPMALMOHHBIX CUCTEMaX.

4. Okcnnyataums CK3W pomkHa ocylwecTBNATbCA B COOTBETCTBUMM C  AokymeHTauuen Ha CK3U n
TpeboBaHMAMK, YCTAHOBMEHHBIMU B HacTosILLEM JOKYMEHTe, a Takke B COOTBETCTBUM C MHbIMW HOPMaTUBHbLIMU
NpPaBOBbIMW aKTaMu, PErynupyoLLMMN OTHOLLEHUSI B COOTBETCTBYHOLLEN obnacTtu.

II. CocTaB n cogepxaHne opraHn3aLOHHbIX
N TEXHUYECKUX Mep, HeobXxoanMbIX ANS BbINOMHEHNS
ycTaHoBneHHbIX MpaButenbctBoM Poccuickon ®epepaunm
TpeboBaHWi K 3aLMTe NepcoHasnbHbIX AaHHbIX
Ons 4 ypoBHSA 3alUULLEHHOCTU

5. B cootBeTcTBMU C nyHKTOM 13 TpeboBaHum K 3awmTe NepcoHarbHbiX AaHHbIX Npu UX 06paboTke B
MHOPMALIMOHHBIX CUCTEMax MNepcoHanbHbIX AaHHbIX, YTBEPXAEHHbIX MocTaHoBneHvem [lpaButenbciBa
Poccuinckon ®epepaumm ot 1 Hosibpa 2012 r. N 1119 <1> (ganee - TpeboBaHusa K 3awmTe NepcoHarnbHbIX
AaHHbIX), Ana obecneyeHus 4 ypoOBHA 3alUMLEHHOCTUM MEepPCOHanbHbIX AaHHbIX Mpu Knx obpaboTke B
NMHAOPMALIMOHHBIX CUCTEMAxX HEOBXOAMMO BbIMONHEHNE crieayoLwmnx TpeboBaHu:

<1> CobpaHune 3akoHogaTenbcTBa Poccuiickon Pepgepaumnn, 2012, N 45, 6257.

a) opraHusauus pexuma obecnedyeHuss Ge3onacHOCTM MOMELLEHMIW, B KOTOPbIX  pasMeLleHa
WHOPMaUMOHHAA cucTema, npPendaTCTBYIOWEro BO3MOXHOCTM HEKOHTPONMPYEMOrO MPOHUKHOBEHWS  UNK
npebbiBaHNsI B 3TUX MOMELLEHUSX NUL, HE NMEIOLLMX MpaBa AoCTyna B 3TN NOMELLEHUS;

©) obecneyveHne CoXpaHHOCTM HOCUTENEN NePCOHarnbHbIX AHHbIX;

B) YTBEPXOEHME PYKOBOAUTENEM ornepatopa AOKYMEHTa, OnpeaensioLero nepeyeHb nuy, AOCTYN KOTOPbIX K
nepcoHarnbHbIM AaHHbIM, 06pabaTbiBaeMbiM B MHOPMALMOHHOW CUCTEME, HEOOXOAMM ANS BbIMNOMHEHUA VMU
cnyxebHbIX (TPyAoBbIX) 06s3aHHOCTEN;

r) ucnomnb3oBaHWe CpeacTB 3awWuTbl WHGOpMauun, npoweawunx npoueaypy OLEHKU COOTBETCTBUSA
TpeboBaHuaM 3akoHogaTesnbcTBa Poccuiickon ®egepauum B obnact obecneveHms 6e3onacHoCTM MHdopmauum,
B Cryyae, Korga npuMeHeHne Takmx cpeacTs HeobXoaMMOo AN HENTpanm3aumm akTyarnbHbIX Yrpos.

6. [Ona BbinoOnHeHuMs TpeboBaHWA, yka3aHHOTO B MNoAMyHKTe "a" MyHKTa 5 HacTosWero [OKYMEHTa,
HeobxoomMmMo obecrneveHne pexuma, NPenATCTBYIOLEro BO3MOXHOCTU HEKOHTPONMPYEMOrO NMPOHWKHOBEHWS WK
npebbiBaHNA B MOMeELLEHUsAX, roe pasmelleHbl mcnonb3dyemble CK3W, xpanatcs CK3W u (unm) Hocutenm
KMNoYeBOW, ayTeHTMdULMPYOLWen 1 naponbHon uHgopmaumm CK3W (ganee - NMomeweHns), nuy, HE MMELLMX
npaea goctyna B [omeLLeHusl, KOToOpoe AOCTUraeTCsa NyTem:

a) ocHalleHus NomelleHni BXOAHBIMM ABEPbMU C 3aMKaMu, 00ecrneyeHnss NOCTOSIHHOTO 3aKpbITUS ABEpen
lMomelLeHMn Ha 3aMOK U KX OTKPbITUSA TONMbKO AN CAHKUMOHUMPOBAHHOIO MpPOXo4a, a Takke ornevyaTbiBaHust
[MomMelleHUn NO OKOHYaHUWM paboyero AHA unn obopygoBaHue [omelLeHUn COOTBETCTBYHOLLUMMU TEXHUYECKUMU
YCTPOWCTBaMM, CUTHANM3NPYOLWMMN O HECAaHKLVNOHUPOBAHHOM BCKpbITUM MNMoMeLLeHnN;

0) yTBepxaeHus npasun goctyna B MNomelieHns B paboyee n Hepaboyee BpeMsi, @ Takke B HELUTATHbIX
cuUTyaumsix;

B) YTBEPXOEHUSA NepeydHs nuu, MMetoLLmMX npaBo gocTyna B [lomeLleHus.

7. Ons BbinonHeHusi TpeboBaHWs, yKazaHHOrO B MOANYyHKTe "6" nyHKTa 5 HacTosAwero [OKyMeHTa,
Heobxoaumo:

a) OCYLWECTBNATb XPAHEHME CBbEMHbIX MaLUMHHBIX HOCUTENEN nepcoHarbHbIX [OaHHbIX B cendax
(MeTannuyeckmx wkadgax), 000pyAOBaHHbIX BHYTPEHHMMU 3aMKaMu C ABYMS unu Gonee gybnukatamu Kroyen m
npucnocobnenHnsamn ons onevyaTbiBaHUS 3aMOYHbIX CKBaXXUH U KOOOBLIMM 3aMkaMu. B cnyyae ecrnv Ha CbeMHOM
MaLUMHHOM HOCUTENEe MePCOHanbHbIX AaHHbIX XPaHATCA TONbKO MEpPCOHanbHble OaHHble B 3alnpOBaHHOM C
ncnonb3oBaHvem CK3W Buge, gonyckaeTcs xpaHeHne Takmx HocuTenen BHe cendpoB (MeTannmyeckmx wkados);

0) ocywecTBNATb MNO3K3EMMMSIPHbIA  y4eT MaLUMHHBIX HOCUTENEN NepCOoHamnbHbIX AaHHbIX, KOTOpPLIN
Jocturaetcd nyTeM BeAdeHUsl XKypHana y4yeta HoOcUTenen nepcoHanbHblX [daHHbIX C  WUCMNOMb30BaHMEM
perncTpaumoHHbIX (3aBOACKUX) HOMEPOB.

8. [Onsa BbiNOnHeHus TpeboBaHUSA, yka3aHHOrO B noanyHkTe "B" MyHKTa 5 HacToswero [OKYMEHTa,
Heo6xoaumo:

KOHCYHbTaHTnﬂI-OC www.consultant.ru CrpaHvua 3 u3 8

Hafieé)KHasa npaBoBaa noaoAepXXKa



Mpukaz ®CB Poccum ot 10.07.2014 N 378

"06 yTBepxaeHum CocTaBa U CoAepXXaHWS OPraHM3aLUMOHHbIX U TEXHUYECKUX

Mep no obecrneyeHnio 6e30MacHOCTU NEPCOHasbHbLIX AaHHbIX MPY UX

06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX C [IOKyMeHT npeaocTaeneH KoHcynbTaHTInioc
UCMONb30BaHUEM CPEACTB KpUNTorpadmueckoit 3almTsl MHbopMaLmm, [laTa coxparenus:: 08.10.2014
Heo6X0AUMBIX A4S BLIMOIHEHWS YCTaHOBNEHHbIX MpaBUTENLCTBOM Poccuitckom T
®epepaumy TpeboBaHMiA K 3aLmUTe NepcoHanbHbIX AaHHbIX AN KaXKaoro 13

YPOBHEWN 3almLLEHHOCTK"
(2AanArucTnunnrAaHN R Mudinecte Poccun 1R NR 2014 N R3A2N)

a) paspaboTaTb M yTBEPANTb OOKYMEHT, ONpeaensaoLimi nepeyeHb nuu, A0CTYN KOTOPbIX K NEpCOHaNbHbIM
OaHHbIM, obpabaTbiBaeMbiM B MH(OPMALUOHHOW CUCTEME, HeobXoaMM AN BbIMNOMHEHUS UMW CNYXeOHbIX
(TpyooBbIx) ob6a3aHHOCTEN;

0) nogoepxumBaTh B akTyarlbHOM COCTOSIHUM OOKYMEHT, OnpeaensiowmMin nepedeHb nuu, OCTYN KOTOpbIX K
nepcoHanbeHbIM AaHHbIM, 0OpabaTbiBaeMbiM B MHOPMALMOHHOW CUCTEME, HeOOXOAMM ANS BbINOMHEHUA VUMUK
CNy>ebHbIX (TPYAOBbIX) 06513aHHOCTEN.

9. [na BbinonHeHuss TpeboBaHUSA, yka3aHHOro B MOAMyHKTe "I MyHKTa 5 HacTosILLero AOKYMEHTa,
HeobOXxoQMMO [OMns  KaXAOoro U3 YPOBHEW 3alUMLLEHHOCTM MNepcoHanbHbIX AdaHHbIX npumeHeHne CK3U
COOTBETCTBYHLLErO Kracca, no3sonsLmx obecnedrsartb 6€30MacHOCTb NEPCOHANbHbIX AHHbLIX NPW peanu3aunum
ueneHanpaBfeHHbIX OEWCTBUA C WCMOMb30BAaHMEM annapaTtHbIX W (MNW) NpPOrpaMMHbIX CPeacTB C  LEenbio
HapylweHus 6e3onacHocTh 3awmwaembix CK3W nepcoHanbHbIX AaHHBIX UM CO34aHUA YCITOBWIA ANS 3TOro (Janee
- ataka), KoTopoe AOCTUraeTcst NyTeM:

a) Momny4YeHus MUCXOOHbIX AaHHbIX ANsi POPMUPOBAHUSA COBOKYMHOCTM MPEANONOXEHUN O BO3MOXHOCTSX,
KOTOpbIE MOTYT UCNONBb30BaTLCA NPU CO34aHUKM CNocoboB, MOArOTOBKE M NPOBEAEHMUN aTak,;

0) dopmupoBaHua ©  yTBEPXKOEHWUS pykOBOAUTENEM onepartopa COBOKYNMHOCTU MpPeAnonoXeHun o
BO3MOXHOCTSIX, KOTOpble MOryT MCMOMb30BaTbCA NpU COo3daHuM cnocoboB, MOArOTOBKE M NPOBEAEHMM aTak, U
onpegerneHne Ha 9ToM OCHOBE U C YYETOM Tuna akTyanbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) Mcnonb3oBaHusA Ans obecneyeHus TpebyemMoro ypoBHS 3aLUULLIEHHOCTM MEPCOHarbHbIX OaHHbLIX MPU KX
0bpaboTke B MHopmaunoHHon cucteme CK3U knacca KC1 v BbiLwe.

10. CK3W knacca KC1 npumeHsitoTca ons HeMTpanusauum atak, npu co3gaHum cnocoboB, NMOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YOTCSt BO3MOXHOCTY M3 YMCra CrieayloLnx:

a) cosgaHve crnocoboB, MOAroToBKa WM npoBefdeHMe aTak 6e3 npuBneYeHuWs cneumanuctoB B obnacTtu
pa3paboTku n aHanunsa CK3U;

©) cospgaHne crnocoboB, NOArOTOBKA U MpPOBEAEHME aTak Ha pasnuMyHbIX dTanax XusHeHHoro umkna CK3U
<1>;

<1> K artanam >xwu3HeHHoro umkna CK3W oTHocsTca pa3paboTka (MOAepHM3aums) ykasaHHbIX CPEeAcCTB, MX
Npou3BOACTBO, XpaHeHMe, TPaHCNOPTUPOBKa, BBOA B 3KCNNyaTaumto (MyCkoHanagovHble paboTbl), akcnnyaTaums.

B) NpoBefeHNe aTaku, HaXO4sACb BHE NMPOCTPaHCTBa, B Npefenax KOTOpOoro OCYLLECTBMSIETCA KOHTPOSb 3a
npebbiBaHNEM M OENCTBUAMU ML, U (MNK) TPAHCMOPTHBLIX CPeacTB (4anee - KOHTponvpyemas 30Ha) <1>;

<1> [paHuLeil KOHTPONMPYEMOWN 30HbI MOryT ObiTb MEPUMETP OXPaHAEMOW TeppuUTopuU MNpeanpuUsTUs
(yy4pexaeHus), orpaxgaiolimMe KOHCTPYKLMW OXpaHsSieMOro 3[aHusi, OXpaHsieMoi 4acTu 3[aHusl, BblOeneHHOro
nomelLLieHus.

r) NpoBeAeHne Ha aTanax paspaboTku (MmogepHu3aumm), NPOM3BOACTBA, XpPaHeHus, TpaHcnopTuposku CK3A
n atane BBoda B akcnnyataumio CK3W (nyckoHanagoyvHble paboTbl) cnegyowmnx atak:

BHECEHME HECaAHKLUMOHUPOBaHHbIX M3MeHeHun B CK3U n (unu) B KOMNOHEHTBI annapaTHbIX ¥ NPorpamMmMHbIX
CPEACTB, COBMECTHO C KOTOpbIMM LITATHO (hyHKUMOHMpYOT CK3U n B COBOKYNHOCTM npeacTaBnsoowime cpeny
dyHKuMoHnpoBaHusa CK3U (ganee - CP), koTopble cnocobHbI NOBMMATL Ha BbINOMHEHUE NpeabsBnsaemMbix k CK3U
TpeboBaHuiA, B TOM YMCIE C UCMOSTb30BaHNEM BPEAOHOCHbLIX Mporpamm;

BHeCeHMe HeCaHKUVNOHUPOBaHHbIX M3MeHeHu B JokyMeHTauuio Ha CK3U 1 komnoHeHTbl CO;

[) npoBeJeHWe aTak Ha aTane akcnnyataunm CK3U Ha:

nepcoHarnbHble JaHHbIe;

KIHOYEBYH, ayTEHTUMDULMPYIOLLYIO 1 MaporibHY0 MHopmaumo CK3U;

nporpaMmmHble koMnoHeHTbl CK3U;

annapartHble KoMnoHeHTbl CK3U;

nporpaMmmHble KOMNoHeHTbl C®, BKkMoyasi nporpammHoe obecneyexme BIOS;

annapartHble KOMMOHeHTbl CP;

OaHHble, NepegaBaemMble Mo kKaHanam CBA3W;

WHble OObLEKTbl, KOTOpble YCTaHOBMEHbI NPU  (OPMUPOBAHUM  COBOKYMHOCTUM MNPELMNONIOKEHUA O
BO3MOXHOCTAX, KOTOpble MOryT WUCMOMb30BaTbCA MpU CO34aHuM crnocoboB, MOArOTOBKE W MPOBEAEHUM aTak C
y4eTOM NPUMEHSEMBIX B UH(POPMALIMOHHOW cucTeEME MHPOPMALIMOHHBIX TEXHOMNOIMI, annapaTHbIX CPeACTB (fanee
- AC) n nporpammHoro obecnedeHus (ganee - NO);
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"06 yTBepxaeHum CocTaBa U CoAepXXaHWS OPraHM3aLUMOHHbIX U TEXHUYECKUX

Mep no obecrneyeHnio 6e30MacHOCTU NEPCOHasbHbLIX AaHHbIX MPY UX

06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX C [IOKyMeHT npeaocTaeneH KoHcynbTaHTInioc
UCMONb30BaHUEM CPEACTB KpUNTorpadmueckoit 3almTsl MHbopMaLmm, [laTa coxparenus:: 08.10.2014
Heo6X0AUMBIX A4S BLIMOIHEHWS YCTaHOBNEHHbIX MpaBUTENLCTBOM Poccuitckom T
®epepaumy TpeboBaHMiA K 3aLmUTe NepcoHanbHbIX AaHHbIX AN KaXKaoro 13

YPOBHEWN 3almLLEHHOCTK"
(2AanArucTnunnrAaHN R Mudinecte Poccun 1R NR 2014 N R3A2N)

e) nosiyvyeHve n3 HaxoasaLWwmxcs B csobogHOM goctyne NCTOYHUKOB (Bkntoyvas
WH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHbIE CETU, AOCTYN K KOTOPbIM HE OrpaHuUyeH onpeaerneHHbIM Kpyrom nuu, B
TOM u4ucne MHPOPMALMOHHO-TENEKOMMYHUKALMOHHYIO ceTb "MHTepHeT") uHdopmaumm o6 uHhpopmaumoHHON
cucteme, B koTopor ucnonb3dyetca CK3W. NMpu atom moxeT 6bITb NonydeHa cneayoLlasa nHdpopmaums:

obuwue ceegeHua o6 mMHgopmaLMOHHOM cucTeme, B KoTopon ucnonbdyetcs CK3W (HasHauveHue, cocTas,
onepaTop, 06bEKThI, B KOTOPbIX pa3MeLLeHbl peCcypcbl UHPOPMALIMOHHOW CUCTEMBI);

cBefeHus 06 MHOPMaLMOHHBLIX TexHonorusax, 6asax gaHHelx, AC, IO, ncnoneayemblx B UHHPOPMALMOHHOW
cucteme coBmectHo ¢ CK3W, 3a WCKMOYEHMEM CBEAEHUN, COAEPXAaLUMXCA TOMbKO B KOHCTPYKTOPCKOW
OOKYMeHTaumMm Ha UMHOPMaLMOHHbIE TexHomnornu, 6asbl gaHHblx, AC, MO, ncnonb3yemble B MHDOPMALMOHHO W
cucteme coBmecTHo ¢ CK3U;

cofepaHue KOHCTPYKTOpCKon AoKymeHTauun Ha CK3U;

cogepaHve Haxogswencs B cBOOOOHOM [OCTyne [OKYMEHTauuu Ha annapaTHble M NporpamMMHbie
koMnoHeHTbl CK3 n Co;

obLwme cBedeHmns O 3alumiiaeMon nHopmaumm, ucnonb3dyemon B npouecce akcnnyatauumn CK3U;

CcBeJeHMs O kKaHanax CBA3W, No KOTopbIM nNepegatoTcs 3awmwaemble CK3W nepcoHanbHble AaHHble (aanee -
KaHan cBsA3n);

BCE BO3MOXHbl€ [aHHble, NepefaBaemMble B OTKPbITOM BuAE MO KaHamam CBSA3W, He 3allWLLEHHbIM OT
HeCaHKLMOHUPOBAHHOMO A0CTYyNa K MHpopMauum opraHM3auoHHBIMU U TEXHUYECKUMUN MepamMMu;

cBefeHMss 000 BCeEX MPOSABMSAOLWMUXCA B KaHanax CBSI3W, HE 3alUULLIEHHbIX OT HEeCaHKUMOHWPOBAHHOTO
O0CTyna K MHpopMauum OpraHn3aunoHHBIMU U TEXHUYECKMMU Mepamu, HapyLleHUsiX npasun akcnnyatauun CK3U
n Co;

cBefeHMss 000 BCeX MPOSABMSOLWMNXCA B KaHanax CBSI3W, HE 3alUULLIEHHbIX OT HEeCaHKUMOHWPOBAHHOTIO
JocTyna K MHOpMauMM OpraHn3auMOHHBIMU U TEXHUYECKMMMU Mepamu, HEUCNPaBHOCTAX M cOoAX annapaTHbIX
komnoHeHToB CK3U n Co;

cBefeHus, nonyyaemble B pesynbTate aHanmaa nobbix cMrHamnos oT annapaTtHbIX komnoHeHToB CK3U n Co;

X) NpUMeHeHue:

HaxogAwmMxca B cBOOGOAHOM OCTYNE UM UCNOMb3yeMbIX 3a npegenamMmu KoHTponupyemon 3oHel AC u MO,
BKIOYas annapaTHble 1 nporpaMmMHble KOMNoHeHTbl CK3U n Co;

cneumanbHo paspaboTaHHbix AC 1 IN0;

3) CMONb30BaHWE Ha 3Tane aKcnnyaTauun B Ka4ecTBe cpedbl NepeHoca oT cybbekTa K 00bekTy (0T obbekTa
K cyObekTy) atakm AeNCTBUIA, OCYLLECTBIISAEMbIX NPY NOATOTOBKE 1 (M) NPOBEAEHUN aTaKu:

KaHanoB CBA3W, He 3alUMLLEHHbIX OT HECAHKLUMOHMPOBAHHOIO JOCTYyNa K MHopMaLmmM opraHM3aunoHHbIMU U
TEXHUYECKNMUN Mepamu;

KaHanoB pacnpocTpaHeHus cUrHanoB, conpoBoXaatoLwmnx dyHkunoHmposaHne CK3U n Co;

W) NpoBeAeHMe Ha aTane aKcnayatauuMn ataku n3 MHpOpPMaLMOHHO-TENEKOMMYHMKALMOHHBLIX CETEN, A0CTYN
K KOTOPbIM He OrpaHM4yeH OnpeaerieHHbIM KpPyrom nuu, €eCnu  WH(OPMAaUUOHHLIE CUCTEMbI, B KOTOPbIX
ucnonb3ytotrca CK3U, nmetot BbIxog B 3TU CeTy;

K) MCMONb30BaHUE Ha aTane aKcnnyaTauumn Haxogsawmxcs 3a npegenamm koHTponupyemon 3oHel AC 1 MO u3
cocTaBa cpeacTB MHPOPMALMOHHOW CUCTEMBI, NPUMEHSIEMbIX Ha MecTax akcnnyaTtaumm CK3U (ganee - wTatHble
cpeacTtBa).

11. CK3W knacca KC2 npumeHsitoTca Onst HerMTpanusauum atak, npu co3gaHum cnocoboB, NOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YIOTCS BO3MOXHOCTU U3 YMCNa NePeYnNCeHHbIX B MyHKTe 10 HacTosLLEro AOKyMeHTa
N He MeHee OOHOW M3 CrieayloLmMX A0NOMHUTENBHBIX BO3MOXHOCTEN:

a) NpoBeAeHVEe aTakun Npu HaXOXAeHUN B Npegenax KOHTPONMpyeMOn 30Hbl;

©0) npoBefeHue aTak Ha atane akcnnyatauun CK3U Ha cnepyowmne o6bekTb:

aokymeHTaumo Ha CK3UM n komnoHeHTbl CO;

lMomelLeHus, B KOTOPbIX HAXOAWUTCH COBOKYMHOCTb MPOrPaMMHBLIX W TEXHUYECKUX 3JIEMEHTOB CUCTEM
00paboTKkM AaHHbIX, CMOCOBHbIX (PYHKLMOHMPOBATb CAMOCTOSATENBHO WM B COCTaBe APYrMX cucTem (ganee -
CBT), Ha koTopbix peanu3oBaHbl CK3U n Co;

B) MofyyYyeHne B paMKkax NpeaoCcTaBfeHHbIX MONTHOMOUYUIA, @ Takke B pe3ynbTate HabnogeHun cnegyoLen
MHpopmaunu:

CcBeEHUN O PU3MYECKMX Mepax 3alinTbl OOBLEKTOB, B KOTOPbIX pas3MeLleHbl pecypcbl UHGOPMAaLMOHHOWM
CUCTEMB;

cBeeHMIn 0 Mepax No obecrnevYeHnto KOHTPONIMPYEMOW 30HbI OOBLEKTOB, B KOTOPbIX pa3MeLLEHbl pecypchbl
MHPOPMAaLMOHHON CUCTEMbI;
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YPOBHEWN 3almLLEHHOCTK"
(2AanArucTnunnrAaHN R Mudinecte Poccun 1R NR 2014 N R3A2N)

CBefleHMNn O Mmepax Mno pasrpaHuyveHuto goctyna B [NomeweHus, B KoTopbix HaxoasTcs CBT, Ha koTopbix
peanu3oBaHbl CK3U1 n Co;

r) UCNONb3OBaHWe LWTATHbIX CPEeACTB, OrpaHMYEHHOe Mepamu, peanu3oBaHHbIMU B WHEOPMAaLMOHHON
cucteme, B koTopowm ucnonbsyetca CK3W, u HanpaBneHHbIMM Ha npefoTBpalleHne un  npecevyeHue
HeCaHKLMOHNPOBAaHHLIX OENCTBUMN.

12. CK3W knacca KC3 npumeHstoTca onst HeMTpanusauum atak, npu co3gaHum cnocoboB, MOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YITCA BO3MOXHOCTM M3 4Mcna nepedncrnieHHblx B nyHktax 10 m 11 HacTtoswero
OOKYMEHTa U He MeHee OJHOWN U3 CneaylLwux ONONHUTENbHBIX BO3MOXHOCTEN:

a) chmsmyecknii goctyn k CBT, Ha koTopbix peanu3oBaHbl CK3UN n CO;

0) BO3MOXHOCTb pacnonaratb annapatHbiMM KomnoHeHTamn CK3M un C®P, orpaHudeHHass mepamu,
peanu3oBaHHbIMU B MH(OPMAaLMOHHOM cucteme, B KoTopon wucnonbdyetcd CK3W, n HanpaBneHHbIMM Ha
npeaoTBpaLLeHME U NpecedYeHne HECAHKLMOHNPOBAHHbIX OEACTBUNA.

13. CK3W knacca KB npuMeHsOTCA ANs HemTpanu3auuu atak, npyu cos3gaHum cnocobos, MOArOTOBKE WU
NpoBeaEeHUN KOTOPbIX UCMONb3YTCA BO3MOXHOCTU U3 4uicna nepeyvmcrneHHbiX B nyHktax 10 - 12 Hactoswero
OOKYMEHTa 1 He MeHee OOHON U3 crnefyLmx A0NOMHUTENbHbBIX BO3MOXHOCTEN:

a) cosgaHune cnocobos, NOArOTOBKa M NpoBeAeHMe aTtak C NpyMBNeYeHneM cneunanucTos B obnactn aHannsa
curHanos, conpoBoxaarowmx yHkumoHnposaHue CK3UN n CO, n B obnactu mcnonb3oBaHUA Ans peanusauum
aTak HeAOKYMEHTMPOBaHHbIX (HeAeKnapMpoBaHHbIX) BO3MOXHOCTEN npuknagHoro Mo;

©) npoBeageHue nabopaTopHbix uccnegoBaHun CK3W, uvcnonb3yeMbix BHE KOHTPONMPYEMOW 30HHI,
OrpaHM4YEHHOE MepaMu, peann3oBaHHbIMW B MH(OPMAUMOHHOW cucTeme, B KoTopon wucnonb3yetcs CK3U, wn
HanpaBfeHHbIMU Ha NPeAoTBpaLleHMEe N NpecevyeHne HeCaHKLNOHMPOBAHHBLIX 4ENCTBUI;

B) npoBefeHne paboT no co3gaHuMio CnocobOB M CPeACTB aTak B Hay4yHO-MCCriefoBaTerNbCKUX LEHTpaXx,
cneumanuaupyowmxca B obnactu paspadotkm n aHanusa CK3UN n CO, B ToM yncne ¢ Mcnonb3oBaHNEM MCXOOHbIX
TekcToB Bxogsuwero B CO npuknagHoro MO, HenocpeacTBEHHO MCMOMb3YIOLWEro BbI30BbI NMPOrpamMmmMHbIX (OYHKLMI
CK3W.

14. CK3W knacca KA npuMeHsOTCA ANs HeWTpanu3auuu atak, npyu co3gaHum cnocoboB, MOArOTOBKE U
NpOBEOEHUN KOTOPbLIX UCMONb3YHTCA BO3MOXHOCTU U3 4Yuicna nepeyvmcrneHHbiX B nyHktax 10 - 13 HacToswero
OOKYMEHTa 1 HE MeHee OOHON U3 crnefyLmMx A0MNONHUTENbHBIX BO3MOXHOCTEN:

a) cosgaHuve cnocoboB, MOAroTOoBKa M MPOBEAEHUE aTak C MNPUBIIEYEHMEM CheumanuctoB B obnactu
MCMNonb30BaHWA ANS peanu3auum atak He4OKYMEHTUPOBaHHbIX (He4eKnapupoBaHHbIX) BO3MOXHOCTEN CUCTEMHOIO
Mno;

©) BO3MOXHOCTb pacnonaratb CBEAEHUSMW, COAEPXKALLUMMMUCA B KOHCTPYKTOPCKOM OOKYMEHTauuu Ha
annapaTtHble U NPOorpamMmmMHble KOMMOHEHTbI C®;

B) BO3MOXHOCTb pacrnonaraTb BCeMu annapaTHbiMyU koMrnoHeHTamu CK3U n Co.

15. B npouecce (HOPMUPOBAHUA COBOKYNMHOCTU MPEAMONOXEHMA O BO3MOXHOCTAX, KOTOpble MOryT
MCNoNb30BaTbCA MPU CO30aHUKN CMOCOOOB, MOArOTOBKE M NMPOBEAEHMU aTak, AOMOSHUTENbHbIE BO3MOXHOCTU, HE
BXOOSALLUME B YMCNO MNepeyncrieHHblx B nyHktax 10 - 14 HacTosiwero [OKYMEHTa, He BIMSIOT Ha Mopsgok
onpegeneHusa Tpedyemoro knacca CK3U.

[ll. CocTaB n cogepxaHue opraHn3aLoHHbIX
N TEXHUYECKMX MepP, HEOOXOANMbIX OS1S1 BbINONTHEHUS
ycTaHoBreHHbIX MpaButensctBoM Poccunckon denepavinm
TpeboBaHMI K 3alLMTE NepcoHarbHbIX AaHHbIX
Onst 3 ypoBHS 3aLLMLLEHHOCTU

16. B cootBeTcTBUM C NyHKTOM 14 TpeboBaHwWi K 3awute MepcoHanbHbiX OaHHbIX Ans obecneyeHus 3
YPOBHS 3aLULLEHHOCTU MEepPCOHasNbHbIX AaHHbIX MpU MX 00paboTke B WMHM(OPMAUMOHHBLIX CUCTEMax MOMUMO
BbINONHEHNsT TpeboBaHUN, MpegyCMOTPEHHbIX MYHKTOM 5 HacTosLero AOKyMeHTa, HeoOXOAMMO BbIMOSTHEHUE
TpeboBaHMsi O Ha3HaAYEeHUN OOIDKHOCTHOrO nvua (paboTHMKa), OTBETCTBEHHOro 3a obecneveHne Ge3onacHOCTU
nepcoHarnbHbIX AaHHbIX B MIHOPMaLVMOHHOW cucTeme.

17. Ona BbINONHeHUst TpeboBaHWs, YKA3aHHOro B MyHKTe 16 HaACToAWEero AOKYMeHTa, Heobxoammo
HasHayeHne obnagatoLwero [AOCTAaTOYHbIMM — HaBblkaMWM  [OJDKHOCTHOro nuua (paboTHuka) onepaTopa
OTBETCTBEHHbIM 3a obecneyeHne 6e30MacHOCTM NepcoHarbHbIX AaHHbIX B UHOPMAaLMOHHOW CUCTEME.

18. [Ons BbINONHeHUss TpeboBaHMs, yka3aHHOrO B noAnyHkTe "r" nyHKTa 5 HacTosLero AOKYMEHTa,
HeobxoOMMO BMECTO Mepbl, NMpeayCMOTPEHHOW NOoAMNYyHKTOM "B" MyHKTa 9 HacTosllero AOKYMeHTa, UCMoNb30BaTb
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06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX C [IOKyMeHT npeaocTaeneH KoHcynbTaHTInioc
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YPOBHEWN 3almLLEHHOCTK"
(2AanArucTnunnrAaHN R Mudinecte Poccun 1R NR 2014 N R3A2N)

ana  obecneveHus TpebyemMoro YypoOBHSA 3alUMLLEHHOCTW MepCoHarnbHbIX AaHHbIX npu ux obpaboTke B
WH(POPMAaLIMOHHON CUCTEME:
CK3W knacca KB u BbIlwe B cnyyasx, koraa ansg MHopMaLnoHHOW CUCTEMbI akTyarbHbl Yrpo3bl 2 TUNa;
CK3W knacca KC1 v BbiLwe B cny4vasx, korga Ans HpOpMaLUmnoHHON CUCTEMbI akTyanbHbl yrpo3bl 3 TMNa.

IV. CocTae u cogep)xaHne opraHM3aunoHHbIX
N TEXHNYECKUX Mep, HEOOXOANMBIX ONS1 BbINOIHEHNST YCTAHOBIIEHHbIX
MpaButenbcTBoM Poccuickon ®egepaunm TpeboBaHni K 3alumTe
NepCcoHarnbHbIX AaHHbIX OS5 2 YPOBHS 3aLLUMLLIEHHOCTY

19. B cootBeTctBUM C nyHKTOM 15 TpeboBaHWMi K 3allUTe MepcoHanbHbIX OaHHbIX Ans obecneveHus 2
YPOBHSA 3aLUULLEHHOCTU MNEepPCOHanbHbIX AaHHbIX NpU MX 00paboTke B WMHM(OPMAUMOHHBLIX CUCTEMax MOMUMO
BbINOMHEHNsT TpeboBaHWiA, NPeayCMOTPEHHbIX MNyHkTamMu 5 M 16 HacToAwero [AOKyMeHTa, Heobxoammo
BbINONIHEHNE TpeboBaHMs O TOM, 4YTOObI [OCTYN K COAEPXaHMIO JMEKTPOHHOro XypHana coobuieHun 6Obin
BO3MOXEH WCKMIYNTENBHO Ansl OOIDKHOCTHBLIX Nuy (paboTHWMKOB) onepaTtopa WMAM YNOSIHOMOYEHHOro nuua,
KOTOpPbIM CBEAEHWs, COAEepXaliMecss B YKa3aHHOM >KypHane, HeoOxoaumbl AN BbINOMHEHMS  CryXeOHbIX
(TpyaoBbIx) obsa3aHHOCTEN.

20. [Insa BbINONHEHUS TpeOOBaHNS, ykasdaHHOro B NyHKTe 19 HaAcTosILLEro AOKYMeHTa, He06X0ANMO:

a) YTBEPXOAEHME pyKoBOOUTENEM orepaTopa CnuMcka Nul, AONYLWEHHbIX K COOEPXaHWK0 3MEeKTPOHHOro
)XypHana coo0lLLleHWiA, 1 NogaepXXaHWe yKa3aHHOro Cnucka B akTyarbHOM COCTOSIHUW;

0) obecneyeHne WH(POPMALMOHHON CUCTEMbI ABTOMATU3MPOBAHHLIMU CPEACTBAMW, PErUCTPUPYIOLLMMHN
3anpocbl nonb3oBaTenen MHPOPMALMOHHOM CUCTEMbI Ha MOSlyYeHMEe NepcoHanbHbIX AaHHbIX, a Takke aKThbl
npeaocTaBfeHNs NePCOHAanbHbIX AaHHbIX MO 3TUM 3anpocamM B 3NEKTPOHHOM >XypHare CoobLLEeHNN;

B) obecneyeHne MHHPOPMaLIMOHHON CUCTEMbI aBTOMATU3NPOBAHHBIMWU CPEACTBAMM, UCKMOYaOLWMMN 4OCTYN
K COOEPXaHWIO 3NEKTPOHHOrO >XypHana COoOoOLWEeHWMA NUl, He YKa3aHHbIX B YTBEPXOEHHOM pyKOBOAMTENEM
onepaTtopa Cn1cke nuu, AONYLLEHHbIX K COAepXXaHMo 3NTEKTPOHHOIO XypHara coobLeHui;

r) obecnevyeHve NEPUOAMYECKOrO KOHTpPONst paboTocnocobHOCTM ykasaHHbIX B noAnyHktax "6" m "B"
HacCTOsLLEro NyHKTa aBTOMaT13MpOBaHHbIX cpeacTs (He pexe 1 pasa B nonroga).

21. OAna BbINOMHEHWs TpeboBaHWUS, yKasaHHOro B MOANYHKTe "r" MyHKTa 5 HacTodAwero [OKYMEHTa,
HeobXx04MMO BMECTO Mep, NMpedyCMOTPEHHbIX MOAMYHKTOM "B" NMyHKTa 9 M NyHKTOM 18 HacTOsILLEro OOKYMEHTa,
ncnonb3oBaTthb AN obecneveHnsi TPebyemoro ypoBHS 3aLULLLEHHOCTM NEPCOHANbHbLIX AAaHHbLIX NpU X 06paboTke B
WHPOPMAaLIMOHHON CUCTEME:

CK3W knacca KA B cnyyasx, korga ans uHpopmMaLunoHHON CUCTEMbI akTyarbHbl yrposbl 1 Tuna;

CK3W knacca KB u Bblilwe B cnyyasx, korga ansg MHhopMaunoHHOW CUCTEMBI akTyarbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbiwe B crnyyasx, korga ans UHOOPMaUNOHHOW CUCTEMbI akTyarbHbl yrposbl 3 Tvna.

V. CocTtaB n cogepxxaHne opraHn3aumoHHbIX
N TEXHUYECKUX Mep, HeoBXoANMbIX ANS BbIMOMHEHNS YCTaHOBIEHHbIX
MpasuTensctBom Poccuiickon ®egepaumm TpeboBaHMn K 3awmTe
nepcoHanbHbIX AaHHbIX ANs 1 ypOBHA 3aLUMLLEHHOCTH

22. B cooTtBeTcTBUM C NyHKTOM 16 TpeboBaHMi K 3alimMTe MNepcoHarnbHbIX OaHHbLIX Ans obecneveHus 1
YPOBHS 3aLUULLEHHOCTM MEPCOHArbHbIX AaHHLIX Npyu UX 00paboTke B MHAOPMALMOHHBLIX CUCTEMAax MOMUMO
BbINOMHEHNs1 TpeboBaHWiA, NPeayCMOTPEHHbIX MNyHKTamu 5, 16 u 19 HacTosiwero AoKymeHTa, Heobxogumo
BbIMNOMTHEHWE CreayoLwmnx TpeboBaHNI:

a) aBToMaTMyecKkas perumcrpauus B 3NIEKTPOHHOM XypHarne 6e30MacHOCTU W3MEHEHMS MOSIHOMOYMN
COTpPyAHVKa onepartopa no JOCTYNy K NepCcoHanbHbIM AaHHbIM, COAEPXKAaLLMMCS B MHOPMaLMOHHON CUCTEME;

0) cosgaHue oTAenbHOro CTPYKTYPHOro NoApasgerieHvsi, OTBETCTBEHHOrO 3a obecneyeHne 6e30nacHoOCTU
nepcoHanbHbIX AaHHbIX B MHOPMALMOHHON cucTeme, Nnbo BO3MNOXeHNe ero (PyHKUUA Ha OGHO U3 CYLLIECTBYOLLMX
CTPYKTYPHbIX NogpasaeneHni.

23. Onsa BbinonHeHus TpeboBaHWs, yKa3aHHOro B MOANYHKTe "a" MnyHKTa 22 HacTOAWEro AOKYMEHTa,
Heobxoaumo:

a) obecneyeHve WHHOOPMALMOHHOW CUCTEMbI aBTOMAaTU3NPOBAHHBIMKW CPEACTBaMU, MO3BOMSHOLNMU
aBTOMaTUYECKN PEMMCTPUPOBATL B 3NIEKTPOHHOM >XypHarne 6e30MacHOCTU U3MEHEHWUS] MOSTHOMOYUIA COTPYAHMKA
onepaTopa no JoCTyny K NepcoHanbHbIM AaHHbIM, coepXalumcs B UH(POPMaLMOHHOW CUCTEME;

KOHCYH bTaHTIIOC www.consultant.ru CrpaHvua 7 u3 8

Hafieé)KHasa npaBoBaa noaoAepXXKa



Mpukaz ®CB Poccum ot 10.07.2014 N 378

"06 yTBepxaeHum CocTaBa U CoAepXXaHWS OPraHM3aLUMOHHbIX U TEXHUYECKUX

Mep no obecrneyeHnio 6e30MacHOCTU NEPCOHasbHbLIX AaHHbIX MPY UX

06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX C [IOKyMeHT npeaocTaeneH KoHcynbTaHTInioc
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(2AanArucTnunnrAaHN R Mudinecte Poccun 1R NR 2014 N R3A2N)

©) oTpaxeHne B 3NEKTPOHHOM KypHane ©6e30nacHOCTU MOMHOMOYMIA  COTPYOHUKOB —onepartopa
nepcoHarnbHbIX AaHHbIX MO AOCTYMNY K NepcoHanbHbIM AaHHbIM, COOAEPXALUMMCS B MHAOPMALUOHHOW cucteme.
YKa3saHHble NONTHOMOYUS AOMMKHbI COOTBETCTBOBATL JOMKHOCTHBIM 0BA3aHHOCTSIM COTPYAHUKOB Oneparopa;

B) HasHayeHWe onepaTopoM nuua, OTBETCTBEHHOro 3a NepuoAMYECKUN KOHTPOMb BEAEHWUS SMEKTPOHHOro
XypHana 6e30nacHOCTM U COOTBETCTBUSI OTPE@KEHHbIX B HEM MOMHOMOYMA COTPYAHUKOB onepatopa Wx
OOIMKHOCTHBIM 0653aHHOCTSIM (He pexe 1 pa3a B Mmecsil).

24. [ns BbinonHeHusi TpeboBaHusl, yka3aHHOro B noAnyHkTe "0" MyHKTa 22 HACTOSWEro AOKYMEHTa,
Heobxoaumo:

a) MpoBecTM aHanuM3 uenecoobpasHOCTM Cco3daHMsA  OTAENbHOro CTPYKTYPHOTO  MOApasaeneHus,
OTBETCTBEHHOIO 3a obecneyeHne 6e30MacHOCT NEPCOHanNbHbIX AaHHbBIX B MH(OPMaLMOHHON CUCTEME;

0) cospaTb OTAENbHOE CTPYKTypHOE noApasgenieHve, OTBEeTCTBEHHOe 3a obecneyeHne GesonacHoOCTU
NnepCcoHarnbHbIX AaHHbLIX B MHADOPMALMOHHOM CMCTEME, NTMOO BO3NMOXWTb €ro (PyHKLMM Ha O4HO U3 CYLLECTBYIOLLMX
CTPYKTYPHbIX NogpasaeneHuni.

25. [Ina BbinonHeHusa TpeboBaHMs, ykasaHHOro B nognyHkTe "a" nyHKTa 5 HacToswWero OOKyMeHTa, And
obecneyeHnst 1 ypoBHSA 3aLLULLEHHOCTM HEOBXOANMO:

a) obopynoBaTtb okHa [lomeLleHnin, pacnonoXeHHbIe Ha NEPBbIX U (MNKM) NOCNEAHMX dTaxax 30aHuN, a Takke
okHa [omMeLlleHnn, HaxoasaLwmecs OKOMo MOXapHbIX NECTHUL, U APYTMX MECT, OTKyAa BO3MOXHO NMPOHWKHOBEHMWE B
lMomeLlLeHnsa NOCTOPOHHUX NUU, MeTanfMyeckummn pelleTkamu UM CTaBHAMMU, OXPaHHOW CuUrHanusauven unu
Apyrumun cpeacTesamMu, NPenaTCTBYOLWMMN HEKOHTPONMPYEMOMY MPOHUKHOBEHWUIO MOCTOPOHHUX ML, B NOMELLEHNS;

©) obopynoBaTb OkHa ¥ ABepu MNMoMeLleHWI, B KOTOPbIX pa3MeLleHbl cepBepbl MHPOPMALIMOHHOW CUCTEMB,
MeTannmMyecknMmn peLueTkamn, OXpaHHOW curHanusauvend unuv  Apyrumu  cpeictBamu, NPensTCTBYHOLWUMU
HEKOHTPONUPYEMOMY NPOHUKHOBEHUIO MOCTOPOHHUX MWL, B NOMELLEHNS.

26. [Ona BbINONHEHWs1 TpeboBaHWs, ykazaHHOrO B MOANYHKTe "r" MNyHKTa 5 HacTosWwero [OOKyMeHTa,
Heobx0AMMO BMECTO Mep, NPedyCMOTPEHHbIX MNOAMYHKTOM "B" nyHkTa 9, nyHktamm 18 n 21 HacTtosLero
OOKYMeHTa, ucnonb3oBaTb Anst obecnevyeHns TpebyemMoro ypoBHs 3alUMLLEHHOCTM NePCOHarnbHbIX AaHHBLIX NPU KUX
06paboTke B MHPOPMALIMOHHOM CUCTEME:

CK3W knacca KA B cniyyasix, korga ans uHopmaunoHHOW CUCTEMbI akTyarbHbl yrpo3bl 1 TMna;

CK3W knacca KB v Bbiwe B cniyyasx, korga ans MHOpMaLMOHHON CUCTEMbI aKTyanbHbl Yrpo3bl 2 TUna.
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