[Tpunoxenue Ne 2
K 00s13aTeIpHON nHpOpMaIu
TUTS pa3MeIICHHs Ha caiiTe

NHPOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIIEHUA
HA O®PNIUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaXJpIM TOJOM MOJIOJIE)KM B MHTEPHETE CTAHOBUTHCS OOJIBILE, A MIKOJIb-
HUKH OJIHM W3 CaMbIX aKTHBHBIX MOJb30Barenedl Pynera. Mexnay TeM, MOMUMO
OTrPOMHOT0 KOJINYECTBA BO3MOKHOCTEN, MHTEPHET HECET U MPOOIeMbl. JTa MaMsT-
Ka JIOJDKHA TOMOYb TeOe O€30MacHO HAXOIUTHCS B CETH.

KomnproTepHbie BUPYChI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamMM,
OTIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue K 3TOMyY, BUPYChl MOTYT HOBPEAUTH WM MOJHOCTHEO YHUUYTOXHUTh
BCe (pailyibl U JaHHBIE, TOJJKOHTPOJIBHBIE TI0JIH30BATEI0, OT UMEHH KOTOPOTO OblIa
3amynieHa 3apakeHHasi IporpamMma, a TakKe MOBPEIUTh WIHM J1aK€ YHUYTOXHUTh
ONEpallMOHHYI0 CHCTEMY CO BceMH (aiinamu B LeJoM. B OOJBIIMHCTBE CllydaeB
pacnpoCTpaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Mcnone3yli COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3-
HBIN YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IIPOTpaMM;

2. [locTostHHO ycTaHaBnuBai madyT (M(POBBIE 3aIUIaTKH, KOTOPbIE aBTO-
MaTUYECKHA YCTAHABIMBAIOTCS C IEIBI0 JOPAOOTKU MPOrpaMMbl) U JIpyrue oOHOB-
JICHUSI CBOCH omepanMoHHOW cucTeMbl. CKauMBail WX TOJIBKO C O(HUIIMAIBLHOTO
caifra pa3padotunka OC. Ecnu cyiecTByeT pekuM aBTOMAaTHUYECKOTO OOHOBIIE-
HUSI, BKJIFOUH €T0;

3. PaboTaif Ha cCBOeM KOMIBIOTEpE MO/ MpaBaMu MOJIb30BaTENs, a HE aJIMU-
HUCTpaTOpa. DTO HE MO3BOJUT OOJBITUHCTBY BPEIOHOCHBIX MPOTPAMM WHCTAJIIH-
pOBaThCS HA TBOEM MEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE TTPOTPaMMHBIE TTPOJYKTHI U3BECTHBIX MPOU3-
BOJUTEJIEH, C aBTOMaTUUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHWE HOCUTEIW MH(MOpMAINK, Takue Kak Quielika, IUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKpbIBail KOMIBIOTEpHBIE (haiiiibl, TOJTYYCHHBIC U3 HEHAICKHBIX HC-
TOYHUKOB. Jlaxe Te Qailyibl, KOTOpbIE MpHUCIal TBOW 3HAKOMBIH. Jlydie yTounu y
HET0, OTIPABIISI JIU OH TEOE UX.

Ceru WI-FI

Wi-Fi - 310 He Buj mepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeHI,
mapka. Eme B 1991 romy HumepiaHackas KOMIAaHHUS 3aperucTpUpoBana OpeH.I



"WECA", uto o6o3Hauano cimoBocouetanue "Wireless Fidelity", kotopsiii mepe-
BOJUTCS Kak "0ecrpoBOgHAs TOYHOCTh'".

Jlo Hailero BpeMeHH JIoluia apyras abbpeBuarypa, KoTopas sBJISI€TCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAaMEKOM Ha CTaHJapT BbIciIel 3BykoBoi TexHuku Hi-Fi, uro B mepeBose o3Hava-
eT ""BBICOKasi TOYHOCTH'".

Ja, OecrnaTHBIM UHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sSBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJa B MHTEpHET. HO MHOTHME 3KCHEepThl CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBst0oTCS 0€301aCHBIMHU.

CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHPOpMaIuio depe3 odmienoctynasie Wi-Fi
cetu. PaboTtas B HUX, JKeJaTeJIbHO HE BBOAUTH MApOJIU JIOCTYNA, JIOTUHBI U KaKUe-
TO HOMEPA;

2. Ucnonw3yit 1 OOHOBIISIE aHTUBUPYCHBIE MPOTpaMMbI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. [Ipu ucnons3oBanuu Wi-Fi otxmoun gyskiuio "O06mumii 1ocTym K Qai-
jJam u npuHtepam". JlaHHas (QYHKIUS 3aKpbITa MO YMOJYaHUIO, OJJHAKO HEKOTO-
phI€ TOJIH30BATEIN aKTHUBUPYIOT €€ /I yJI0OCTBa MCIOJIL30BaHUs B paboTe WU
yuaeobe;

4. He wucnonws3yit nyOmuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIrpuMep JJIsl BBIX0JIa B COLIMABHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. WUcnonw3y#t Tonbko 3amuiineHHoe coenunenue uepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOmibHOM Tenedone otkimoun pynkiuio "lloakmouenue k Wi-Fi aB-
toMatuyecku'. He nomyckall aBTOMaTHYE€CKOrO MOJAKIIOYEHUS YCTPOMCTBA K CeE-
taM Wi-Fi 6e3 TBoero coriacus.

CounanbHbie CETH

ConnanbpHble CETH aKTUBHO BXOJST B HAIIly KHU3Hb, MHOTHE JIIOJU PabOTaroT
U KUBYT TaM MOCTOSIHHO, a B Facebook ye 3apeructprpoBaH MIJIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKHUTEJEH IIaHEThl. MHOTHE MOJIb30BATENN HE
MOHUMAIOT, YTO MH(pOpPMAIUs, pa3MEIICHHAs UMU B COIIMAIBHBIX CETSIX, MOXKET
OBITh HalJIeHA W UCIOJIh30BaHA KEM YTOJHO, B TOM YHCIIe HE 00s3aTesIbHO ¢ OJa-
UMY HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATBHBIX CETX:

1. Orpannyb crucok Jpy3ei. Y TeOs B Ipy3bsAX HE JOJKHO OBITH Cllydaid-
HBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBO YacTHYIO XKU3Hb. He yka3biBail maposu, TenedoHsl, aape-
ca, JaTy TBOEro POXKIEHUS U JIPYTylo JIMUHYI0 WH(pOopMaiuio. 3710yMBIIIIICHHUKI
MOT'YT UCIOJIb30BaTh Jake MH(POPMAIIMIO O TOM, KaK Thl U TBOU POJIUTEIIU TIJIAHHU-
pyeTe IPOBECTU KAaHUKYJIbI;

3. 3amumai CBOIO pEemyTalMio - JEPKU €€ B YUCTOTE U 3ajaBaii cebe BO-
pOC: XOTeN OBl ThI, UYTOOBI IPyTHE MOIH30BATEIN BUJIETH, YTO ThI 3arpy’Kaemib?
[Togymaii, mpexie 4YeMm 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;



4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAELIb, HE UCIIOJb3YH CBOE
peajgbHOE UMS U JIPYTYIO JIMYHYI0 MH(OpMAIMU: UMS, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poyee;

5. U36erait pasmemienus: Gororpaduii B MaTepuere, rjae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu perucrpaiuu B COIMAIIBHON CETH HEOOXOAUMO HCIOIb30BATh CIO0XK-
HBIE MMAPOJIH, COCTOSIINE U3 OYKB U IUPP U C KOJIUYECTBOM 3HAKOB HE MEHee §;

7. dnst conuanbHOM CeTH, MOYTHI U IPYTUX CAWTOB HEOOXOAMMO HMCIOJIb30-
BaTh pa3Hble mapoyid. Toraa eciau Teds B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH MOTYy4YaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIIEKTPOHHBIE JIEHbI U

DNEeKTPOHHBIE JEHBIH - 3TO OYEHb yIOOHBIA CIOCOO IUIATEXKEN, OJJHAKO CY-
HIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST MOJTYYUTh ITH JICHBIU.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOT0 BO
MHOTHX I'OCYyAapCTBax O CHX IOp HE IMPOIKCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHMPYIOT U O HUX YX€ MPOMHUCAHO B 3aKOHE, Ie
UX Pa3leisaloT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE W HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJCHTU(UKAIINY TT0JIb30BATEINsI, 2 B HCAHOHUMHBIX WJCHTU(DUKAIUS TTOTh30BaTENsS
SBIISIETCS 00A3aTEIBHOM.

Takoke ciaeayet paznuyaTh JIEKTPOHHBIC (PUATHBIC ICHBIW (PaBHBI rocyaap-
CTBEHHBIM BaJIOTaM) M 3JEKTPOHHbIC He(UATHBIE NEHbIW (HE pPaBHbI Trocynap-
CTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padOTE C NEKTPOHHBIMU JIEHbraMU:

1. ITpuBsixu K cuety MOOMIBbHBINA TenedoH. DTO camblil yAOOHBINA U OBICT-
pBIii CIOCOO BOCCTAaHOBUTH JOCTYI K cyeTy. [IpuBsizanHbIi TenedoH MOMOKET, ec-
au 3a0yJentb CBOW TUIATEKHBIN MapoJib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonb3yit ogHopa3oBbie naponu. [locne nepexoa Ha YCUIIEHHYIO aBTO-
pu3anuio Tede yxe He OyJeT YyrpoxKaTh ONAaCHOCTh Kpa)Ku WM IepexBaTa IiaTex-
HOT'O NIapoJIs;

3. Boibepu cnoxubiii maponb. [IpectynmHukam OyneT HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHsle mapoiu - 3T0 napoiu, KOTOPhIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B c€0s CTPOYHBIE M MPOMUCHBIE OYKBbI, HU(PPHI U HECKOIb-
KO CHMBOJIOB, TaKMe€ KaK 3HaK Jojuiapa, (GyHTa, BOCKIMUATEIbHBIA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbBIE JAaHHBIE HA CaliTaX, KOTOPBHIM HE JOBEPSICILIb.

DJIEKTPOHHAs TT0YTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIIIEMbIE €10 YCIyTH MO
NEPECHUIKE U MOJYYECHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE pacIpeiesioTCs B
KOMIBIOTEpHON ceTh. OOBIUHO ANEKTPOHHBINA MOYTOBBIM SUIUK BBIMJISIAUT CIEHY-
IOLIMM 00pa3oM: UMs_TOJb30BaTesI(@uMs_JToMeHa. Taxke KpoMe repeadu npo-
CTOTO TEKCTa, UMEETCSI BO3MOXKHOCTh MEepPEAaBaTh (Dbl

OcHOBHBIE COBETHI IO 0€30TaCHOM PadOTE C IIECKTPOHHOU MTOYTOM:



1. Hamo BbIOpaTh mMpaBWIbHBIN NOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYYIIIe TIOBEPSThH TEM,
KOTO 3HACIIb U KTO TIEPBBIN B PEUTUHIE;

2. He yka3pIBail B IMUHON mouTe JIUUHYIO uHpopManuto. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOTJa MOMHUMO MapOJIs
HY>KHO BBOJIUTH KOJI, MpUChUIaeMblii 10 SMS;

4. Be106epu CI0XKHBIN Napoib. [[71s1 KaKa0ro HOYTOBOIO SIIIUKA JOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciim ectb BO3MOKHOCTH HAlMcaTb CaMOMY CBOM JIMYHBIN BOIIPOC, MC-
MOJIb3YH 3Ty BO3MOKHOCTb;

6. cnonb3yld HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBhIi 1Id 4acTHOM mepe-
IIUCKH C aJjpecaTaMy, KOTOPBIM Thl JIOBEpSAEHIb. JTO 3JIEKTPOHHBIN aJpec HE HAJ0
UCII0JI30BATh NIPU PErUCTpalui Ha (opyMax u cailTax;

7. He oTkpbiBail ¢aitibl U Apyrue BIOKEHHUS B MUChMax, JIaXe €CIU OHU
IOPUILIA OT TBOUX Jpy3el. Jlydille yTOUHM y HUX, OTIPABISIIN JU OHU TeOe 3TU
(baisl;

8. Tlocne okoHuaHusi paOOThl HA IMOYTOBOM CEpPBUCE TMEpe]l 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

KubepOymuiuHr uinu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymuHr - npeciieoBaHre COOOIEHUSIMU, COACPKAIUMHU OCKOpOJIE-
HUSI, arpecculo, 3alyTMBaHKe; XYJUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MO-
MOIIbIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHTOM:

1. He Opocatics B 60oi. JIyummii crmoco6: mocoBeToBaThCs Kak ce0si BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCs, TO BHadalle yCIOKOUTbCsS. Eciau Tbl
HAYHENIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJBKO eIe OOJbIIe
Pa30AOKeIb KOH(IJIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHoHMMHOCTHh B ceTu MHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMTraHCKHN oOpa3 BUPTyaJbHOW Xu3HU. MIHTEepHET
(buUKCUpyeT BCE TBOM JCHCTBUSA M COXPAHSET MX. Y IaUTh MX OyJeT KpaiiHe 3a-
TPYAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJNY;

6. Urnopupyit enuHnuHbiil HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE CO00-
HIEHUS JIydllleé UTHOpUpoBaTh. OOBIYHO arpeccHsi Mpekpaniaercss Ha HadallbHOM
CTaJuu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIMAJIBHBIX CETSIX €CTh BO3MOXKXHOCTh OJIOKHUPOBKU OTIPABKH COOOIICHU C OTpe-
JICJICHHBIX a/IpECOB;

8. Ecnu T cBUneTens kubepOysumara. TBOU NEWCTBUS: BHICTYUThH MPOTUB
IpeciieIoBaTeNs, I0Ka3aTh €My, YTO €ro JEeHCTBHS OLIECHUBAIOTCS HEraTUBHO, NOJ-
JiepKaTh KEPTBY, KOTOPO HYy)KHA MCUXOJOTHYECKasi MOMOIIb, COOOIMIUTH B3pPOC-
JBIM O (paKTe arpecCUBHOTO MOBEIEHUS B CETH.



MoOunbHbIN TenedoH

CoBpeMeHHbIe CMapT(OHBI U TIJIAHIIETHI COJIEPKaT B ceOe BIIOJIHE B3POCIBIiA
GbyHKUIHMOHAJ, U TETEePh OHU MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMIIbIO-
tepamu. OHAKO, CPEACTB 3aIIUTHI JIJIsl MOJOOHBIX YCTPOMCTB MOKA OYE€Hb MaJo.
TecTupoBaHKe U MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TAK MHTEHCUBHO, KaK
st TIK, To ke camoe kacaercss U MOOMIIbHBIX NMPUIIOKEHUH.

CoBpeMeHHbIE MOOHMIIbHBIE Opay3epbl YK€ MPAKTUYECKU JTOTHAJIU HACTOJb-
HBIC AHAJIOTH, OJHAKO pacmupeHue (yHKIMOHAIa BJEYET 3a COO0O0H OOJBIIYIO
CJIOKHOCTbh U MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko HEe BCE MPOM3BOAMTENH BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIUE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MACHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He sBiseTcs mo-HacrosiniemMy OecraTHbIM. Byllb 0CTOpOXXeH, Bedb
Korja tebe mpeararT OecIIaTHbIl KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKue-
TO IJIATHBIE YCITYTH;

Hywmaii, mpexe uem oTnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACIIID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yilt aHTUBUPYCHBIE TIPOTPAMMBI JUIsI MOOUJIBHBIX TEIE(POHOB;

He 3arpyxaii npwIoKeHUsI OT HEU3BECTHOIO MCTOYHHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

ITocne Toro kak Thl BBIMJEIIb C CalTa, TJI€ BBOJIWI JIMYHYIO MH(OpMaIuIo,
3aiii B HACTPOIKK Opay3epa u yaaiu cookies;

[lepuonnuecku MpoBepsii, KaKue MIIaTHbIE YCIYT'M aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOUJIBHOTO Tele(OHa TOJBKO JIOJSAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEpSCIIb;

Bluetooth momken ObITH BBIKIIOUEH, KOTJa Thl UM HE TOJb3yelbes. He 3a-
ObIBaf MHOT/1a IPOBEPSTH ITO.

Online urpst

CoBpeMEHHBIE OHJIAMH-UIPBI - 3TO KPAacOYHbIC, 3aXBaThIBAIOLIUE pa3Biicye-
HUSl, OOBEIMHAIONINE COTHU ThICAY YEJIOBEK IO BceMy MHUpy. Mrpoku uccieayror
JaHHBIA UM MHUD, OOLIAIOTCSA APYT C IPYTOM, BBIIIOJHSIOT 3a/laHusl, CPaXKaloTCs C
MOHCTPAMH M TOJYYaloT ONBIT. 3a YJOBOJIbCTBHE OHHU IJIATAT: MOKYMAOT AMCK,
OIIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKKUEe-TO OMIHUU.

Bce a1y cpeacTBa uayT Ha NOJJEPKaHUE U PA3BUTHE UTPBI, @ TAKKE Ha camy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3a1IaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX WIrpax CTOUT omacarbCsi HE CTONBKO CBOUX CONEPHHKOB,
CKOJIBKO Kpa)XM TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa AaBTOPHU3ALIMH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnu npyroii urpok BeaeT ceOs III0X0 WK CO3/aeT TeOe HEMPHUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;



2. Ioxanylicsi aiMUHUCTPATOPAM UTPHI HA IJIOXOE€ MOBEJACHUE ITOTO UTPO-
Ka, JKEJIaTEJIbHO MPUJIOKUTh KaKHUEe-TO JOKA3aTeNbCTBA B BUAE CKPUHOB;

3. He yka3piBail muuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHbIe AT U MOJIBI;

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMsl UIPbl HE CTOUT OTKIIOYAaTh aHTUBUpYC. [Ioka Tel urpa-
€lIb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

QOUIIMHT WM KpaXka TUYHBIX JaHHBIX

OOBIYHOM Kpakel JeHEeT U JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C Pa3BUTHUEM HHTEPHET-TEXHOJIOTHI 3JI0YMBIIUICHHUKHU MEPEMECTIINCH B WH-
TEPHET, U NMPOJIOJIKAIOT 3aHUMATHCS " MTIOOMMBIM" JIETIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOILICHHUYECTBA WM (DUIIMHT,
rJIaBHAs 1eJIb KOTOPOTO COCTOUT B MOJYyYEHUU KOHPUACHIIMAIBHBIX JAHHBIX TOJIb-
30Barelniel - JOruHOB U mapojiei. Ha anrnumiickom s3bike phishing unMraercst kak
¢bummHr (0T fishing - peiOHast 10Bs, password - maposb).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl MOJ103peBacllb, YTO TBOSI aHKETa
OblIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATH €€ M COOOIIUTH aMUHUCTPATO-
pam pecypca 00 3TOM Kak MOXKHO CKOPEE;

2. Ucnonw3yii 6e30nacHble BeO-CaliThl, B TOM YKCJI€, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yil clokHbIE M pa3Hble Mapoyiu. Takum oOpaszom, eciu TeoOs
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH MOJIy4YaT JOCTYN TOJIBKO K OJHOMY TBOEMY IPO-
buITo B ceTH, a HE KO BCEM;

4. Ecaun 1e0s B310Maiu, TO HEOOXOAMMO NPEIyNpPeIuTh BCEX CBOMX 3HAKO-
MBIX, KOTOpBIC TI00ABJICHBI Y TEOS B JPY3bsX, O TOM, YTO TeOsI B3JIIOMaIN U, BO3-
MO>KHO, OT TBOETO MMEHHU OYIET pacchlUIaThCsi CIaM U CChUIKH Ha (DUITUHTOBBIC
CalThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail Qailsibl U Apyrue BIOKEHHS B MUChMax, JAXe €CIIU OHU
INPUIILTA OT TBOWX JApy3eid. Jlydille yTouHu y HUX, OTIPABISUIN JIM OHH TEOE ATH
(baib.

[udposas penyranus

[udporas pernyranusi - 3TO HEraTUBHAs WM TMO3UTHBHAs WHGOpMaIUs B
cetu o Tebe. Kommpomerupyronias nHpopmaiiusi, pa3MeieHHas B UHTEPHETE, MO-
JKET Cepbe3HbIM 00pa30M OTpa3UThCA Ha TBOEH peayibHOM xu3HU. "[{udposas pe-
nytanus” - 3T0 TBOW UMUK, KOTOpbI Gopmupyerca u3 uHpopmanuu o tede B
UHTEpHETE.

TBoe MecTo XUTeNbCTBa, yaeObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, 0COOECHHO-
CTH XapakKTepa U paccKasbl 0 OJM3KHUX - BCE ITO HAKATUTMBACTCS B CETH.

MHorHe oAPOCTKY JITKOMBICIIEHHO OTHOCSITCS K MyOIMKAIUK JIMYHON WH-
dopmanu B MHTEepHETE, HE TOHMMAsl BO3MOKHBIX TOCIEACTBUN. Thl maxe He



CMOJKEIIb JOTaaaThCs 0 TOM, 4TO (hoTorpadus, pa3MelleHHas 5 JIeT Ha3ad, craja
MPUYMHON OTKAa3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pazmenieHue TBoux ¢Gpotorpaguii u gpyrue JAeUCTBUS MOTYT
HE MCYE3HYTh JIaXKe MOCJIE TOTO, KaK Thl UX yAanuiib. Thl HE 3HACIIb, KTO COXpa-
HUJI 9Ty UH(POPMALINIO, MOMNaja U OHAa B MMOMCKOBBIE CUCTEMbl U COXPAHUIIACH JIH
OHa, a IIaBHOE: YTO MOJAYMAaIOT O TeOEe OKpYKAIOIIUE JIOIU, KOTOpble HAWAYT U
yBUIAT 3T0. HaiiTi mHbopmaIyio MHOTO JIET CITYCTSI CMOXKET JIF0OOH - Kak U3 J100-
pBIX TOOYXKIEHHUH, TaK U C HAMEPEHHEM MPUYUHUTH Bpe. ITO MOXKET OBITh KTO
YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOH peryTaLUU:

1. [loxymaii, mpexxie 4em 4To-TO MyOJIMKOBATh U TiepeaBaTh y ceds B O6yore
WJIH B COIMAJILHOM CETH;

2. B Hactpoiikax nmpoduiis yCTaHOBM OIpaHUYEHUSI Ha MPOCMOTP TBOETO
pouIIg U €ro COACPKUMOTO, CACNIald ero TOJIbKO "/ist ipy3eit";

3. He pasmemaii u He ykaspiBail MHpOpMaLHIO, KOTOpas MOXKET KOro-Iudo
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IIKOJIbHUKU - aKTHBHBIE IOJIb30BaTENIM LU(POBOTO IMpO-
cTpaHcTBa. OHAKO JAJEeKO HE BCE 3HAIOT, YTO NOJIb30BAHUE MHOTMMH BO3MOKHO-
CTSIMH IIU(PPOBOTO MUpa TpeOyeT COOMIOACHUS NMPaB Ha MHTEIUIEKTYaJbHYI0 COO-
CTBEHHOCTb.

TepmuH "uHTEIUIEKTYalIbHAs COOCTBEHHOCTh'" OTHOCUTCS K Pa3IM4YHBIM TBO-
pPEHUSIM YEJIOBEYECKOTO yMa, HauMHAas ¢ HOBBIX M300pETEHUH U 3HAKOB, 0003Ha-
YalolUX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaHUYMBas KHUTaMH, (OTO-
rpadusmMu, KUHOUIBMAaMU U MY3bIKaJIbHBIMU POU3BEACHUSIMU.

ABTOpCKHE MpaBa - 3TO MpaBa HAa HWHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYINAIOT B
KayecTBE TapaHTHH TOTO, YTO UHTEIJIEKTYaJIbHBIH/TBOPUECKUNA TPyl aBTOpa HE OY-
JIeT HAaIPaCHbIM, JaCT €My CIpaBeJIMBbIE BOBMOXKHOCTHU 3apadoTaTh Ha pe3yibTa-
TaxX CBOErO TpyJa, MOJIYYUTh MU3BECTHOCTh W Mpu3HaHue. Hukto 6e3 paspeuieHus
aBTOpa HE MOXXET BOCIPOU3BOAUTH €0 MPOU3BEICHUE, PACIPOCTPAHATD, TyOI1y-
HO JIEMOHCTPHUPOBATh, MPOIaBaTh, UMIOPTUPOBATh, MMYCKATh B MPOKAT, MyOJINYHO
UCIIOJIHSATH, TOKa3bIBaTh/UCIIONHATH B 3pUpe Win pa3Meniath B UHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOIO O0OECreYeHus: MOXKET IpHUBe-
CTM K MHOTMM PHUCKaM: OT MOTEPHU AAHHBIX K TBOUM aKKayHTaM 10 OJIOKHPOBKH
TBOETO YCTPOMCTBA, I/I€ YCTAaHOBJIEHA HeJerajibHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JerajbHble M OecIiaTHble MPOrpamMMbl, KOTOpbIE
MO>KHO HAUTH B CETH.

O nopraie

CereBru4OK.p( - TBOU IJIaBHBIA COBETYHK B CETH. 371€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETU MOHSATHBIM U JOCTYIIHBIM SI3IKOM, a MPU BO3HUKHOBEHHUH
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATH y4acTue B
KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM IpaskJaHUHOM !



